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Problem Statement:

You work for XYZ Corporation. To maintain the security of the AWS
account and the resources you have been asked to implement a
solution that can help easily recognize and monitor the different
users..

Tasks To Be Performed:

1.Create a role which only lets userl and user2 from task 1 to have
complete access to VPCs and DynamoDB.

This is VPC Role And DynamoDB Role Full Access.

Attached entities

[m] Policy name [ a \ Type

O =] AmazonDynamoDBFullAccess AWS managed 4

AmazonDynamoDBFullAccess
DyammoDB a the AWS Management Console

nnnnnnnn

We can create custom trust policy

Trusted entity type

AWS service AWS account Web identity

SAML 2.0 federation © Custom trust policy

Custom trust policy
reate a cust 1 palicy to enable others t

Edit statement Remove
Statement1

Add actions for STS




Then we go Add A principal

6 “Effect”: "Allow",
“Principal’} {}, Q, Filter actions

8 "Action”: "sts:AssumeRole"

12 : t [ All actions (sts:*)

il

Access level - read

[ GetAccessKeylnfo Info

Access level - read or write

Add a principal .'

Add a condition (optional)

ISON Ln7. Col 14

Now we need to specify the user through IAM users

So we have selected IAM Users and ARN we need to require for the
below users.how can check and confirm ARN for specific user

Go IAM>Users>Test1
Below Screenshot ARN (This is the ARN of Test2 User)

Note:-ARN is unique for All IAM users.We can check ARN Look like
this.

1AM > Users » Test2

Test2 o

Summary

ARN Console access Access key 1
arn:aws:iam::381492076809%:user/Test2 A Enabled without MFA Create access key
Created Last console sign-in

September 07, 2024, 23:33 (UTC+05:30) @ Never

So we need to specify the role to Testl And Test2 Users Then Click
Add Principal



Spacify the p il type and ARN to add for the setected
Principal ty 4{/

‘ TAM - ‘
ARN

[arnaw 680¢ / |

awsiam; 3814920 user/Test2)
/:—
cancel Ada principat

Then Go IAM Users and Copy This url

https://hiteshchauhancompany.signin.aws.amazon.com/console

Login the with urls with Testl User And Password

Summary
ARN Console access Access key 1
arn:aws:iam::38149207680%:user/Test1 Disabled Create access key

Created Last console sign-in
September 01, 2024, 23:32 (UTC+05:30)

Permissions Groups (1) Tags Security credentials Access Advisor

Console sign-in Enable console access

Console sign-in link Console password
https://hiteshchauhancompany.signin.aws.amazon.com/console Not enabled

Multi-factor authentication (MFA) (0) Remove Resync

Use MFA to increase the security of your AWS envirenment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of 8 MFA devices assigned. Learn more [

Type Identifier Certifications Created on

NA MEA Adavirac Accinn an MEA Aavica +n imnrnus tha cariritu af unir AWG anvirnnmant

After Login the Urls you need to fill this below information like
Account ID Or Account Alias Name
My Account Alias Name is hiteshchauhancompany then

IAM User will be testl and login with current password.


https://hiteshchauhancompany.signin.aws.amazon.com/console

®

e ;
Newsignin v English ¥

You are currently using the improved sign in Ul experience. X

Th improved sign in 2 expaience willaunch soon. Duriyg i time, you can st change back to egacy sign in using the

dropdown in the upper right cormer.

aws
1AM user sign in
Account 10 (12 digits) or account alias Tr 1) l i rvi
e y analytics services

for free

username

—test] .
AWS is the fastest way to
Fassmerd get answers from all your
data to all your users
Show Password Having trouble?
Signin Learn more »
Sign I wikig rovk oeer el
Remermber tis account
< C (%) https://us-west-2.console.aws.amazon.com/console/home?nc2 uregion=us-west-28isrc=header-signind Y @M e & ® £

£ Google Cloud Pricin... @ Install Docker Deski.. B® Manual installation..  # How to Fix WslRegis.. § Container Manage.. (@) DockerHub [ Amazon Hastic Con.. S5 soft9Bir % UC We-media Progr.. [® FTP HITESHCHAUH...

hiteshchauhancompan;

Console Home u Reset to default layou + Add widgets

i Recently visited inro i i Applications (0) info Create application

Region: US West (Oregon)

1AM

[B Amazon codecatalyst us-west-2 (Current Region) ¥ | | Q Find applications

1
Systems Manager
B « Name & | Descripion ¥ | Region ¥ | Originating account
® P Access denied
View all services p Go to myApplications %

iz Welcome to AWS H i AWS Health o H it Cost and usage info

Getting started with Current month costs Cost breakdown




2. Login into userl and shift to the role to test out the feature.

We have assigned role of testl user is Complete DynamoDB Access
And vpc

& B hitps//us-west-2console.aws.amazon.com/console/t 2=h_ctéregion=us-west-; ader-signin < B S B £

) Google Cloud Pricin... @ Install Docker Deskt.. §¥ Manual installation... @ Howto FixWslRegis.. § Comtainer Manage.. @) DockerHub ] Amazon Hlastic Con.. M soft9Bir % UCWe-media Progr.. [%) FTP HITESHCHAUH..

aws i3 services Q S B 4 ® & Orgnv Test1 @ hiteshchauhancompany

Console Home u Reset to default layout | EEBRGUNIOGEE

i Recently visited info H i Applications (0) info Create application -

Region: US West (Oregon)

1AM

-west- v Find application:
E Amazon CodeCatalyst us-west-2 (Current Region) Q Find af ations
1
Systems Manager
B « Name & | Description ¥ | Region v | Originating account
® » Access denied
View all sarvices % Go to myApplications P

iz Welcome to AWS H i AWS Health o H it Cost and usage info

Getting started with Current month costs Cost breakdown

Go to search the VPC

Search results for 'vpc'

Services
Features (59)
Resources | New -
Isolated Cloud Resources
Documentation (17,051)
Knowledge Articles (243)
Marketplace (666)
Blogs (902)

Events (16)
Investigate and Analyze potential security issues

Tutorials (8)

Features

» oard
& VPC feature

ut PCs

Route 53 feature

You will see vpc dashboard but | want access ec2 instance for
checking it is role proper work or not.role is working properly ec2
instance is not allow to create the permission



< C & htt v 3 0m o @ % £

© Google Cloud Pricin... (@ Install Docker Deskt... B Manual installation..  # How toFix WslRegis.. & Container Manage.. @) Docker Hub [ Amazon ElasticCon.. S5 softd8ir % UCWe-media Progr.. [ FIP HITESHCHAUH...

/us-west-2.console.aws.amazon.com/vpcco

VPCdashboard X Create VPC Launch EC2 Instances Service Health
Note: Your Instances will launch in the US West region.
£C2 Global View (4 ) View complete service health
Resources by Region C Refresh Resources details [4
Filter by VPC v You are using the following Amazon VPC resources
v Virtual private cloud VPCs US West retry? NAT Gateways US West retry? Settings
Your VPCs » See all regions » Seeall regions
Zones
Subnets
. ) Console Experiments

Route tables Subnets US West retry VPC Peering Connections US West retry
Internet gateways » See all regions » See all regions
Egress-only internet Additional Information [2
gateways

Route Tables US West retry? Network ACLs US West retry?
Carrier gateways VPC Documentation

» See all regions » See all regions
DHCP aption sets All VPC Resources
Elastic IPs

. retry? . retry? Forums
Managed prefix lists Internet Gateways US West Security Groups. US West
Endpoints » Seeall regions » Seeall regions Report an kssue
Endpoint services
. st retry? way: S West retry?
NAT gateways Egress-only Internet Gateways US West e Customer Gateways US West
N Y AWS Network Manager
Peering cannections » Seeall regions » See all regions
v AWS Network Manager provides tools

EC2 Dashboard X —_— - .
Resources EC2 Global View [4 | & | (&} EC2 Free Tier info
EC2 Global View SR | Gl Wl | .
Offers for all AWS Regions.
Events .
You are using the following Amazon EC2 resources in the US West (Oregon) Region:
¥ Instances 0 EC2 free tier offers in use
Instances (running) 0 AutoScaling Groups (®) APIError  Capacity Reservations (&) API Error
Instances
End of month forecast
Instance Types Dedicated Hosts ®APIError  Elastic IPs @ APIError  Instances 3 ® User: am:awsiam::381492076809:user/ Test1 is
Launch Templates not autharized to perform: freetier:GetFreeTierUsag
Key pairs @ APIError  Load balancers @ APIError  Placement groups @ APl Error & on resource: arm:aws:freetier:us-east-1:381492076
Spot Recpuets 809:/GetFreeTierUsage because no identity-based p
Savings Plans Security groups ® APl Error  Snapshots 1 Volumes @ API Error olicy allows the freetier:GetFreeTierUsage action
Reserved Instances Exceeds free tier
Dedicated Hosts ® User: arn:aws:iam:38149207680%:user/ Test 1 is
Capacity Launch instance Service health not authorized to perform: freetier:GetFreeTierUsag
Reservations New To get started, launch an Amazon EC2 instance, which is a @ on resource: arn:aws:freetier:us-east-1:381492076
virtual server in the cloud AWS Health Dashboard [ C 809:/GetFreeTierUsage because no identity-based p
v Images olicy allows the freetier:GetFreeTierUsage action
AMIS r=hises | o View Global EC2 resources
An error occurred
AMI Catalog Migrate a server [% ‘ An error occurred retrieving service
. health information
w Elastic Block Store

@i ith A View all AWS Free Tier offers [
Volumes Note: Your instances will launch in the US West Diagaces il Anzon Q) |

(o] Regi
Snapshots (Oregon) Region

Account attributes

Lifecycle Manager - Zones
I




