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VPC AND PEERING ASSIGNMENT

You work for XYZ Corporation and based on the expansion requirements of your corporation you
have been asked to create and set up a distinct Amazon VPC for the production and development
team. You are expected to perform the following tasks for the respective VPCs.

Production Network:

1. Design and build a 4-tier architecture.

2. Create 5 subnets out of which 4 should be private named app1, app2, dbcache and db and
one should be public, named web.

3. Launch instances in all subnets and name them as per the subnet that they have been
launched in.

4. Allow dbcache instance and app1 subnet to send internet requests.
5. Manage security groups and NACLs.

Development Network:

1. Design and build 2-tier architecture with two subnets named web and db and launch
instances in both subnets and name them as per the subnet names.

2. Make sure only the web subnet can send internet requests.
3. Create peering connection between production network and development network.

4. Setup connection between db subnets of both production network and development
network respectively.

Ans:

For Production Network:

1. Open up the AWS Management Console
2. Check for the region [us-east-1(N. Virginia)]

3.Now create two VPC namely 1. Production and 2. Development

aws, 253 Services Search [Alt+S] B 4 ® © N. Virginia v shivavasmate v
VPC dashboard X Your VPCs (3) info Actions ¥ Create VPC ®
EC2 Global View [4 Q Find resources by attribute or tag | 1 &

Filterty VPG 0  Name v | vecip v | state v | IPv4CIDR v | IPv6 CIDR
Select a VP v - =
o - [H) Production vpc-0a03ba0dd795f89af @Avaxtabte 10.10.0.0/16 -
v Virtual private cloud [0  Development vpc-020c35a9436a85bcd @ Available 20.20.0.0/16 -
(] vpc-083253b0c0b6bId86 @ Available 172.31.0.0/16 -

Your VPCs New

Subnets
Route tables

Internet gateways
Egress-only internet EH = @

gateways Select a VPC above




4. Create five subnets in the production vpc namely

a) APP-1 b) APP-2 c¢)DB d) DB-CACHE and e)WEB

B AN ®@ & N. Virginia v shivavasmate v

VPC > Subnets D> Create subnet

Create subnet i
VPC

VPCID

Create subnets in this VPC

vpc-0a03ba0dd795f89af (Production) v

Associated VPC CIDRs
IPv4 CIDRs
10.10.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet

Subnet 1 of 1

Subnet name
cr

atan with a kev of 'Name' and a value that v

Services S t 2] L ® & N. Virginia ¥ shivavasmate v

VPC dashboard © You have successfully created 5 subnets: subnet-0bb290f7cf99c0285, subnet-Obff8f4a5ab9b553f, subnet-077963175ef35¢ce98, subnet-

08f3501d11eb23cdf, subnet-03f8c8e3bf3576b3b
EC2 Global View [4

Filter by VPC: Subnets (6) info © Create subnet
i SEIE?S vPC ¥ 7‘ | Q Find resources by attribute or tag | 1 ©

¥ Virtual private cloud [0  Name v | SubnetID v | state v | vpc v | pvaci
Your VPCs New O wes subnet-03f8c8e3bf3576b3b @© Available vpc-0a03ba0dd795f89af | Prod... 10.10.5
Subnets O  App2 subnet-Obff8f4a5abob553f @© Available vpc-0a03ba0dd795f89af | Prod... 10.10.2
Route tables [0  DB-CACHE subnet-077963175ef35ce98 @© Available vpc-0a03ba0dd795f89af | Prod... 10.10.3
Intemiet gateways O APP-1 subnet-0bb290f7cf99c0285 © Available vpc-0a03ba0dd795f89af | Prod... 10.10.1
Egzgfg't’”ly Internet 0 subnet-080ed9ff91900d0f6 @© Available vpc-083253b0c0b6b9d86 17231
e O o8 subnet-08f3501d11eb23cdf @ Available vpc-0a03ba0dd795f89af | Prod... 10.10.4

Carrier gateways
¥~
NHCD Antinn cate

5. Making WEB as subnet Public one by Auto-assign IP setting.

Services | Q . shivavasmate ¥

VPC » Subnets » subnet-03f8c8e3bf3576b3b » Edit subnet settings

Edit subnet settings i

Subnet
Subnet ID Name
subnet-03f8c8e3bf3576b3b WEB

Auto-assign IP settings info
Enable the auto-assign IP settings to automatically request a public IPv4 or IPv6 address for a new network interface in this subnet.

Enable auto-assign public IPv4 address Info

Info



6. Create internet gateway with a name Production-IGW

Services | Q [Alt+S] B L (©) & N. Virginia v shivavasmate ¥

VPC ) Internet gateways » Create internet gateway ®

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Nam

Production-IGW

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consi:
your resources or track your AWS costs.

of a key and an optional value. You can use tags to search and filter

Key Value - optional

Q_ Name X Q_ Production-IGW X Remove

7. Attach this Production-IGW to Production VPC.

Services | Q Sea Al 2] L (©) & N. Virginia v shivavasmate v

VPC ) Internet gateways » Attach to VPC (igw-0a640877ab149ch1f)

Attach to VPC (igw-0a640877ab149cb1f) s

VPC

Attach an inte

et gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach by

Available VPCs

Attach the

et gateway to this VPC

Q vpc-0a03ba0dd795f89af X

» AWS Command Line Interface command

Cancel Attach internet gateway
EC2 Global View [4
Q 1 @
Filter by VPC:
Select a VPC b ‘ -] Name v Internet gateway ID v State v VPCID v Owner
¥ Virtual private cloud ‘ Production-IGW igw-0a640877ab149cb1f @ Attached vpc-0a03ba0dd795f89af | Production 29708108
- igw-0ff037c6413a4441a @ Attached vpc-083253b0c0b6b9d86 29708108

Your VPCs New

>
Suhnate

8. Create Route table with the name production-RT in VPC of Production.



Q Al shivavasmate v

Route table settings

Name - optional
Create a tag with a key

[ Production-RT 1

VPC

The VPC to this route table

‘ vpc-0a03ba0dd795f89af (Production) v ‘

Tags

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter

your resources or track your AWS costs.

Key Value - optional

‘O\ Name X ‘ ‘Q Production-RT X ‘ l Remove

Add new tag

d

9. Edit routes with destination as internet (0.0.0.0/0) to target internet gateway of production
(Production-IGW).

Services ’ Alt+S 2] L (©) & N. Virginia ¥ shivavasmate v

VPC > Routetables > rtb-Oc87e6d6ccelae658 » Edit routes

Edit routes

Destination Target Status Propagated
10.10.0.0/16 Q local X | ©Active No
Q 0.0.0.0/0 X | Q igw] X | = No

igw-0a640877ab149cb 1f (Production-IGW)

Cancel Save changes

10. To get internet to public subnet (WEB) make subnet Association with WEB.

Services | Q S (©) & N. Virginia v shivavasmate v

Edit subnet associations =

Change which subnets are associated with this route table

Available subnets (1/5)

‘ Q Filter subnet associations 1 &
= Name v Subnet ID v IPv4 CIDR v IPv6 CIDR v ‘ Route table ID

| WEB subnet-03f8c8e3bf3576b3b 10.10.5.0/24 - Main (rtb-0d61c9bb3b9986c3e)
J APP-2 subnet-0bff8f4a5ab9b553f 10.10.2.0/24 - Main (rtb-0d61c9bb3b9986c3e)
O DB-CACHE subnet-077963175ef35ce98 10.10.3.0/24 - Main (rtb-0d61c9bb3b9986c3e)
(] APP-1 subnet-0bb290f7cf99c0285 10.10.1.0/24 - Main (rtb-0d61c9bb3b9986c3e)
(]} DB subnet-08f3501d11eb23cdf 10.10.4.0/24 - Main (rtb-0d61c9bb3b9986c3e)

Selected subnets

subnet-03f8c8e3bf3576b3b / WEB X




11. Now launch five EC2 instances in the Production vpc namely
a) APP-1 b) APP-2 c¢)DB d)DB-CACHE and e)WEB with all ubuntu
instances in their respectively subnets with default security groups.

shivavasmate v

(D New EC2 Experience % Instances (5) info ‘?} ‘ Instance state ¥ ‘ ‘ Actions ¥ ‘ Launch instances ¥
o [Q Finc by | 1 @

EC2 Dashboard O Name v i Instance ID i Instance state v ‘ Instance type V¥ ‘ Status check ‘ Alarm status Availability Zor
EG2{lobat O APP-2 @Running @Q t2.micro Noalarms us-east-1b
Events O APP-1 @Running @QQ t2.micro Noalarms =+ us-east-1a

¥ Instances O DB @Running @QQ t2.micro Noalarms =+ us-east-1d
Instances O DB-CACHE @Running @Q t2.micro Noalarms -+ us-east-1c
Instance Ty 0 WEB @Running @Q t2.micro Noalarms us-east-1d
Launch Templates ’
Snnt Rennects

12. Now check the internet connecting in the public subnet (WEB). So connect instance and
update with commands sudo nano test.pem, sudo chmod 400 test.pem, sudo ssh -i ubuntu
test.pem@10.10.5.173 and sudo apt update and ping google.com

aws Services | Q. Sec Ate+s] |  Virgini shivavasmate v
https://ubuntu.com/aws/pro =
[Expanded Security Maintenance for Applications is not enabled.

131 updates can be applied immediately.
[71 of these updates are standard security updates.
ITo see these additional updates run: apt list -—upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

[Last login: Wed Sep 20 05:15:52 2023 from 18.206.107.29

ubuntu@ip-10-10-5-173:~$ sudo apt update

Hit:1 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu jammy InRelease
/us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease
/us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease

Get:4 http://security.ubuntu.com/ubuntu jammy-security InRelease [110 kB]

Fetched 110 kB in 1s (150 kB/s)

Reading package lists... Done

Building dependency tree... Done

[Reading state information. Done

127 packages can be upgraded. Run 'apt list —-upgradable' to see them.
ubuntu@ip-10-10-5-173:~$

i-02b0911863791ee3e (WEB) X
PubliclPs: 3.239.150.159  PrivatelPs: 10.10.5.173

[Alt+S] . Virgini shivavasmate v

ubuntu@ip-10-10-5-173:~$ ping google.com

PING google.com (172.253.63.102) 56(84) bytes of data.
bytes from bi-in-£102.1e100.net (172.253.63.102): icmp_seq=1
bytes from bi .1e100.net (172.253.63.102): icmp_seq=2
bytes from bi .1e100.net (172.253.63.102): icmp_seq=3 3
bytes from bi-i .1e100.net (172.253.63.102): icmp_seq=4 time=1.
bytes from bi .1e100.net (172.253.63.102): icmp_seq=5
bytes from bi .1e100.net (172.253.63.102): icmp_seq=6 2
bytes from bi .1e100.net (172.253.63.102): icmp_seq=7 time=2.
bytes from bi .1e100.net (172.253.63.102): icmp_seq=8 tim
bytes from bi .1e100.net (172.253.63.102): icmp_seq=9 tim
bytes from bi-in-£102.1e100.net (172.253.63.102): icmp _seq=10 ttl=52 time=1.

--- google.com ping statistics —---—

10 packets transmitted, 10 received, 0% packet loss, time 9015ms
rtt min/avg/max/mdev 902/1.952/2.031/0.045 ms
ubuntu@ip-10-10-5-173:~$ ||

i-02b0911863791ee3e (WEB) X

PubliclPs: 3.239.150.159 PrivatelPs: 10.10.5.173

13. As per the question allow db-cache instance and appl subnet to send internet requests. For
that create NAT gateway with the name Production-nat in the WEB subnet and connectivity
type public with a elastic IP allocation to it.



Services | Q . shivavasmate ¥

VPC D> NAT gateways » Create NAT gateway

Create NAT gateway i

A highly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to
services in other VPCs, on-premises networks, or the internet.

NAT gateway settings

Name - optional
Create a tag with a key of 'Name' and a value that you sp

Production-nat

The name can be up to 256 characters long

Subnet
Select a subnet in which to create the NAT gateway
subnet-03f8c8e3bf3576b3b (WEB) v

Services | Q S 2] L (©) & N. Virginia v shivavasmate v

@ Elastic IP address 34.233.138.86 (eipalloc-05f497fa454a895cd) allocated.

subnet-03f8c8e3bf3576b3b (WEB)

Connectivity type
Select a connectivity type for the NAT gateway

© Public

Private

Elastic IP allocation ID  Info
Assign an Elastic IP address to the NAT gateway,

eipalloc-05f497fa454a895cd v Allocate Elastic IP

» Additional settings 'nfo

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs

Key Value - optional

Q Name ) 4 Q, Production-nat X

Add new tag %

14. Create another route table with a name Nat-Prod and edit route for make connection to
public (WEB) subnet to private subnets (APP-1 and DB-CACHE to pass internet. As destination
0.0.0.0/0 to target Nat gateway of Production-Nat

Services | Q t 2] L ® & N. Virginia ¥ shivavasmate v

VPC dashboard X © Route table rtb-079937fb8b0b9a8cY | Nat-Prod was created successfully.

EC2 Global View [4
Filter by VPC: VPC > Routetables » rtb-079937fb8b0b9asc9

selecta vec v rtb-079937fb8b0b9a8c9 / Nat-Prod

¥ Virtual private cloud

Your VPCs New i
,,,,, Details info

Subnets
Rautejables Route table ID Main Explicit subnet associations Edge associations
Internet gateways rtb-079937fb8b0b9a8c9 No - -
Egress-only internet e b
gty vpc-0203ba0dd795f89af | 297081084983
Carrier gateways Production
DHCP option sets
Elastic IPs s S y
Routes Subnet associations Edge associations Route propagation Tags

Managed prefix lists

Endpoints
Routes (1)

Endpoint services

~ = - -~




shivavasmate v

VPC » Routetables » rtb-079937fb8b0b9a8c9 ) Edit routes

Edit routes

Destination Target Status Propagated
10.10.0.0/16 Q local X © Active No
Q 0.00.0/0 X Q nat- X| - N

nat-0a7ed358cd6adddf2 (Production-nat)

Cancel

Save changes

15. Make subnet association with APP-1 and DB-CACHE for internet request.

EC2 Global View [4

Route tables (1/5) info | ®

Filter by VPC:
T — . | l Q Find resources by attribute or tag \ 1 &

Select a VPC v |
' ) B Name v | Route table ID v | Explicitsubnetassociati... | Edgeassociations | Main v |

¥ Virtual private cloud
< O - rtb-00f5c0df5f0ed4ddad - - Yes

VOUEVFES New — b N-0LTAALANA-~t 10 Var
Subnets : } =
Route tables E E @
Internet gateways rtb-0c619bcbbObac7ccd / NAT-prod-RT =
Egress-only internet

gt ¥ Details Routes Subnet associations Edge associations Route propagation Tags
gateways

DHCP option sets

Explicit subnet associations (2)

| Edit subnet associations ‘
Elastic IPs

O — Q, Find subnet association 1 0]
Endpoints Name v | SubnetiD & v | IPva CIDR v | 1Pv6 CIDR v
Endpoint services APP1 subnet-05a030b453ea26d09 10.10.1.0/24 -
NAT gateways Dbcache subnet-01efca93a5¢114728 10.10.3.0/24 =
Peering connections

Subnets without explicit associations (2) Edit subnet associations w

- Caririt

Services 2] 2N (©) & N. Virginia v shivavasmate v

VPC dashboard © You have successfully updated subnet associations for rth-079937fb8b0b9a8¢9 / Nat-Prod.

EC2 Global View [4
Route tables (1/5) info

Filter by VPC:
P [ Q Find resources by attribute or tag : | @
Select a VPC v ‘
i - -] Name v Route table ID v Explicit subnet associati... | Edge associations ‘ Main v |
V¥ Virtual private cloud
O - rth-07ae5673107b64F47 - _ Yes
Your VPCs New
Eulbined O Production-RT rtb-0c87e6d6cce1ae658 subnet-03f8c8e3bf3576b... - No
ubnets
v 3 & -
e Salilis /] Nat-Prod rtb-079937fb8b0b%a8c9 2 subnets No
1 »
Internet gateways ‘ »
Egress-only internet E E E
gateways -
Carrier gateways Destination A4 Target v Status v Propagated N
DHCP option sets 0.0.0.0/0 nat-0a7ed358cd6adddf2 © Active No
Elastic IPs 10.10.0.0/16 local @ Active No

16. To check internet request from public subnet of WEB instance to the APP-1 and DB-CACHE
instances




Now check the internet connecting in the public subnet (WEB). So connect instance and
update with commands sudo nano test.pem, sudo chmod 400 test.pem, sudo ssh -i ubuntu
test.pem@10.10.1.178 and sudo apt update and ping google.com

-—— amazon.com ping statistics —-—
21 packets transmitted, 21 received, 0% packet loss, time 20035ms
rtt min/avg/max/mdev = 10.102/10.190/10.406/0.069 ms

ubuntu@ip-10-10-5- ~$ sudo nano test.pem
ubuntu@ip-10-10-5-230:~$ sudo chmod 400 test.pem
ubuntu@ip-10-10-5-230:~$ sudo ssh -i test.pem ubuntu@l0.10.1.17§|

i-041d6148ab6567383 (Web) X
PubliclPs: 3.128.87.215 PrivatelPs: 10.10.5.230

@ CloudShell Feedback Language © 2023, Amazon Web Services India Private Limited or its a Privacy Terms Cookie preferences

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

[The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

buntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

ITo run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntu@ip-10-10-1-178:~$ ping google.com
PING google.com (142.250.190.110) 56(84) bytes of data.
from ord37s35-in-f14.1e100.net 250.190.110) : icmp seq=1 ttl=113 time=18.
from ord37s35-in-f14.1e100.net .250.1590.110) :
from ord37s35-in-f14.1e100.net 250.1590.110) :
from ord37s35-in-£f14.1e100.net 250.1590.110) :
from ord37s35-in-f14.1e100.net 250.190.110) :
from ord37s35-in-f14.1el00.net .250.190.110) :
from ord37s35-in-f14.1e100.net .250.190.110) : icmp_seq—

i-041d6148ab6567383 (Web) X
PubliclPs: 3.128.87.215 PrivatelPs: 10.10.5.230

loudShell Feedback Language © 2023, Amazon Web Services India Private Lis rms. Cookie preferences

For Development Network:

1. Already VPC for development network created.

2. Now create two subnet namely a) WEB-2 and b) DB-2 in the development vpc.

© You have successfully created 2 subnets: subnet-0d90129f9ff55f533, subnet-0dd366e29587e4b43

[ALt+S

® L (©) & N. Virginia v shivavasmate v

Services Q S

VPC dashboard X
EC2 Global View [4
Subnets (2) info l C ‘ Actions ¥ Create subnet
Filter by VPC: —
= - [Q Fin yat |
Selecta VPC v
[ subnet 1D = subnet-0d90129f0ff55f533 | X | [ Subnet D = subnet-0dd366e29587e4b43 [ X | [ Clearfitters | : ®
¥ Virtual private cloud
Your VPCs New O  Name v | SubnetiD v | state v | vec v | pvaci
Subnets O db-2 subnet-0 29587e4b43 © Available 20.20.2
Route tables O WEB-2 subnet-0d9 ® Available 20.20.1

»
Internet gatev

3. Create internet gateway with a name Development-IGW



k3 &4 @ @

Services N. Virginia v shivavasmate v

@ The following internet gateway was created: igw-08417d15be28b4918 - Development-IGW. You can now attach to a VPC to Attach to a VPC X ®
enable the VPC to communicate with the internet.

VPC dashboard X
EC2 Global View [4

Filter by VPC:
| PC ) Internet gateways » igw-08417d15be28b4918

Select a VPC v |
igw-08417d15be28b4918 / Development-IGW

¥ Virtual private cloud
Your VPCs New

Subnets Details info

Route tables

Internet gateway ID State VPC ID Owner
Internet gateways
igw-08417d15be28b4918 © Detached & 297081084983

Egress-only internet

gateways

Carrier gateways

DHCP option sets

Q Search tags 1 @
Elastic IPs
Managed prefix lists Key Value
Endpoints Name Development-IGW

Endpoint services

4. Attach this Development-IGW to Development VPC.

Services | Q Alt L (©) & N. Virginia ¥ shivavasmate v

VPC > Internet gateways » Attach to VPC (igw-08417d15be28b4918)

Attach to VPC (igw-08417d15be28b4918) .

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs

Attach the internet gateway to this VF

Q_ vpc-020c35a9436a85bcd X

» AWS Command Line Interface command

Cancel Attach internet gateway

5. Create Route table with the name Development-RT in VPC of development.

Services | Q [Alt+S] ® L (©) & N. Virginia v shivavasmate v

VPC > Routetables » Create route table

Create route table i

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection

Route table settings

Name - optional
Create a tag with a ke

e that you specify.

‘ Development-RT ‘

VPC

The VPC to use for this route table.

‘ vpc-020c35a9436a85bcd (Development) v ‘

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

‘O‘ Name X ‘ ‘Q Development-RT X ‘ l Remove

[Z] CloudShell Feedback © 2023, Amazon Web Services India Private Limited or its affiliates. Privacy rms Cookie preferences



6. Edit routes with destination as internet (0.0.0.0/0) to target internet gateway of development
(DevelopmentIGW).

iif Services | Q / [Alt+S] B 4 ® & NVignav shivavasmate v

VPC > Routetables ) rtb-069a123776d8bc403 » Edit routes

Edit routes

Destination Target Status Propagated

20.20.0.0/16 Q local X | ©Active No

T x| [Gm ] - o
igw-08417d15be28b4918 (Development-IGW)

Cancel Save changes
7. To get internet to public subnet (WEB-2) make subnet Association with WEB.

i Services | Q t [Alt+ BB 4 ® & Nviginiav  shivavasmate v

VPC > Routetables ) rtb-069a123776d8bc403 » Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table

Available subnets (1/2)

‘ Q, Filter subnet associations 1 &

-] Name v Subnet ID v IPv4 CIDR v IPv6 CIDR v } Route table ID

O DB-2 subnet-0dd366e29587e4b43 20.20.2.0/24 - Main (rtb-07ae5673107b64f47)
| WEB-2 subnet-0d90129f5ff55f533 20.20.1.0/24 - Main (rtb-073e5673107b64f47)

Selected subnets

subnet-0d90129f9ff55f533 / WEB-2 X

Cancel Save associations

8. Now launch five EC2 instances in the Development vpc namely
a) WEB-2 b) DB-2 with all ubuntu instances in their respectively subnets with default security
groups.

Services | Q Searc! [A 2] L (©) & N. Virginia v shivavasmate v
(D New EC2 Experience X Instances (7) info - ‘ Instance state ¥ | ‘ Actions ¥ ‘ Launch instances ¥
Leam more
Q Find instance by attribute or tag (case-sensitive) ’ 1 (O]
EG2 Dashbaard O Name v ‘ Instance ID ‘ Instance state W ‘ Instance type ¥ ‘ Status check ‘ Alarm status | Availability Zor
EC2Global View O APP-2 i-09ce5122560ead797 @Rumning AR t2.micro © 2/2 checks passed  No alarms 4 us-east-1b
e (] APP-1 i-064a77c7761e52a07 @Running @QQ t2.micro © 2/2 checks passed Noalarms =+ us-east-1a
¥ Instances (] DB i-0f718cb1a7335b7b6 @Running @QQ t2.micro © 2/2 checks passed Noalarms us-east-1d
Instances (] DB-2 i-03f764c6eab0c127d @Running @QQ t2.micro @ Initializing Noalarms us-east-1b
Instance Types O WEB-2 i-0081cd41500ba671b @ Running Qe t2.micro @ Initializing Noalarms us-east-1b
Launch Temptates [J  DB-CACHE i-041808c5bedbf2a2e @ruming @@ t2micro © 2/2 checks passe¢  Noalarms +  us-east-1c

Spot Requests

9. Now check the internet connecting in the public subnet (WEB-2). Sudo apt update and ping
google.com



Services | Q S [Alt+S] 2N ®@ & N. Virginia ¥ shivavasmate ¥

ubuntu@ip-20-20-1-94:~$ ping google.com

PING google.com (142.251.167.101) 56(84) bytes of data.
bytes from ww-in—£101.1e100.net (142.251.167.101): icmp_seq=1
bytes from ww-in-£101.1e100.net (142.251.167.101): icmp_seq=2
bytes from ww-in-£101.1e100.net (142.251.167.101): icmp_seq=3
bytes from ww-in-£101.1e100.net (142.251.167.101): icmp_seq=4
bytes from ww-in—£101.1e100.net (142.251.167.101): icmp_seq=5
bytes from ww-in—£101.1e100.net (142.251.167.101): icmp_seq=6
bytes from ww-in-£101.1e100.net (142.251.167.101): icmp_seq=7
bytes from ww-in-£101.1e100.net (142.251.167.101): icmp_seq=8
bytes from ww-in-£101.1e100.net (142.251.167.101): icmp_seq=9 ttl=100

i-0d9377012c839ada3 (web-2) X

PubliclPs: 3.95.13.13  PrivatelPs: 20.20.1.94

@ CloudShell Feedback © 2023, Amazon Web Services India Private Limited or its affiliates. Privacy Terms Cookie preferences

PEERING CONNECTION

1. Go to peering connecion in vpc and create peering connection

2] L (©) & N. Virginia v shivavasmate v

Subnets Peering connections infe C Actions ¥ Create peering connection ®

Route tables
Q 1 @

Internet gatew

Egress-only internet Name Peering connection ID Status Requester VPC Accepter VPC

No peering connection found

DHCP option sets

Elastic IPs

ged prefix lists
Endpoints

Endpoint services BEEE

NAT gateways Select a peering connection above

Peering connections

¥ Security

Network ACLs

Secur

¥ DNS firewall

[ CloudShell  Feedback

2. Now create peering connection with the name Prod-Devel-peer having requester vpc as
production and accepter vpc as development.



Services € X shivavasmate v

Name - optional @

Create a tag with

‘ Prod-Devel-peer ‘

Select a local VPC to peer with
VPC ID (Requester)

‘ vpc-0a03ba0dd795f89af (Production) v ‘

VPC CIDRs for vpc-0a03ba0dd795f89af (Production)
CIDR Status Status reason

10.10.0.0/16 @ Associated -

Select another VPC to peer with

Account

© My account

O Another account

[«
vpc-0a03ba0dd795f89af (Production)

vpc-020c35a9436a85bcd (Development) v
vpc-083253b0c0b6b9d86 (default)
vpc-020c35a9436a85bcd (Development) A -

@ CloudShell Feedback © 2023, Amazon Web Services India Private Limited or its affiliates. Privacy Terms Cookie preferences

3. Peering connection is created with pending acceptance.

Services QS . Virgini shivavasmate v
VPC dashboard X Peering connections (1/1) info Create peering connection ®
EC2 Global View [4
Q 1 @
Filter by VPC:
Select a VPC v ‘ Name v Peering connection ID ¥ Status v Requester VPC Accepter VPC
| = x e e = - 3
v Virtual private cloud [ o Prod-Devel-peer pcx-02c1a2f96e4f403fa @ Pending acceptance vpc-0a03ba0dd795f89af / Pro... vpc-020c35a39436a85bed / [

»
Your VPCs »

Subnets
Route tables

Internet gateways

Egress-only internet = B E ®
gateways
pcx-02c1a2f96e4f403fa / Prod-Devel-peer

Carrier gateways
DHCP option sets @ Pending acceptance X

You can accept or reject this peering connection request using the ‘Actions' menu. You have until Wednesday, September 27, 2023 at 11:48:17
GMT+5:30 to accept or reject the request, otherwise it expires.

Elastic IPs

Managed prefix lists
Details ClassicLink DNS Route tables Tags
Endpoints
Endpoint services
v Details

© 2023, Amazon Web Services India Private Limited or its affiliates. Privacy Wi Cookie preferences

4. Go to action and accept request



Services

shivavasmate v

VPC dashboard D 4
EC2 Global View [4
Filter by VPC:

Select a VPC v

¥ Virtual private cloud
Your VPCs New
Subnets
Route tables

Internet gateways

Egress-only internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services

Accept VPC peering connection requestinfo

Are you sure you want to accept this VPC peering connection request? (pcx-02c1a2f96e4f403fa / Prod-Devel-peer)

Requester VPC Accepter VPC Requester CIDRs
vpc-0a03ba0dd795f89af / vpc-020c35a9436a85bed / 10.10.0.0/16
Production Development

Accepter Region
Accepter CIDRs Requester Region N. Virginia (us-east-1)
- N. Virginia (us-east-1)

Requester owner ID Accepter owner ID
297081084983 297081084983
(This account) (This account)

Cancel Accept request

© 2023, Amazon Web Services India Private Limited or its affiliates. Privacy

ms  Cookie preferences

Services

VPC dashboard X
EC2 Global View [4
Filter by VPC:

Select a VPC v ‘

¥ Virtual private cloud
Your VPCs New
Subnets
Route tables

Internet gateways

Egress-only internet
gateways

Carrier gateways

DHCP option sets

6. Go to route table and create route table with a name produ-devel-RT in the Production vpc.

Q

@© Your VPC peering connection (pcx-02¢1a2f96e4f403fa / Prod-Devel-peer) has been established.
To send and receive traffic across this VPC peering connection, you must add a route to the peered VPC in one or
more of your VPC route tables. Info

Peering connections (1/1) info

BB 4 @ & Nvignav T —

Modify my route tables now X @

P —

pcx-02c1a2f96e4f403fa / Prod-Devel-peer

ClassicLink DNS Route tables Tags

@
s Peering connectionID ¥ Status V. Requester VPC Accepter VPC :
Prod-Devel-peer pex-02c1a2f96e4f403fa © Active vpc-0a03ba0dd79589af / Pro... vpc-020c35a9436a85bcd v
»
= H = @

shivavasmate v

Route table settings

Name - optional
Create a tag with

‘ produ-devel-RT

VPC

The Vi this route table

‘ vpc-0a03ba0dd795f89af (Production) v ‘
Tags

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

‘O\ Name X ‘ ‘Q produ-devel-RT X ‘ l Remove

Add new tag

Cancel Create route table

7. Edit route give the CIDR of the DB-2 (20.20.2.0/24) instance of the Development subnet



shivavasmate v

VPC > Routetables > rtb-041b3ead37de0e106 » Edit routes

Edit routes

Destination Target Status Propagated
10.10.0.0/16 Q local X | ©Active No
Q 20.20.2.0/24 X Q pex- > 4 | = No

pex-02c1a2f96e4f403fa (Prod-Devel-peer)

Add route

Cancel Previ

8. Make subnet association with DB (10.10.4.0/24) instance of the Production subnet.

VPC dashboard X © You have successfully updated subnet associations for rtb-041b3ead37de0e106 / produ-devel-RT.

EC2 Global View [4
Route tables (1/6) info

e+ | R

Filter by VPC:
T E— [ Q, Find resources by attribute or tag 1 O]
Select a VPC v |
7 -] Name v Route table ID 2, Explicit subnet associati... | Edge associations Main v |
¥ Virtual private cloud
O - rtb-07ae5673107b64f47 - - Yes
Your VPCs New
sibivick O Production-RT rtb-0c87e6d6cce13e658 subnet-03f8c8e3bf3576b... - No
ubnets
fioutesatiiss produ-devel-RT rtb-041b3ead37de0e106 subnet-08f3501d11eb23... - No
e
Internet gateways ] »
Egress-only internet = E = @
gateways EXpLICIt subnet associations (1) | Edit subnet associations ‘ -
Carrier gateways I Q, Find subnet association 1 @
DHCP option sets
Name v | SubnetiD v | I1PvaCIDR v | 1Pv6 CIDR v
Elastic IPs
DB subnet-08f3501d11eb23cdf 10.10.4.0/24 -

Managed prefix lists

9. Similarly create another route table with a name Deve-prod-RT in the Development vpc.

shivavasmate v

VPC > Routetables » Create route table

Create route table i

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings

Name - optional

Create a tag with a key of ‘Name' and a value that you sp

‘ Deve-prod-RT ‘

VPC

The VPC his route table

[ vpc-020c35a9436a85bcd (Development) v ]

Tags

Atag s a label that you assign to an AWS resource. Each tag consists of a key and an [JSgaaElvalue. You can use tags to search and filter

your resources or track your AWS costs.

Key Value - optional

‘O\ Name X‘ ‘O\ Deve-prod-RT X‘ | Remove ‘

10. Edit route give the CIDR of the DB (10.10.4.0/24) instance of the Production subnet




Services | Q l Alt+S 2] L (0] (0] N. Virginia v shivavasmate v

VPC > Routetables » rtb-0338d588419171ac3 > Edit routes

Edit routes

Destination Target Status Propagated
20.20.0.0/16 Q local X | ©Active No
Q 10.10.4.0/24 X Q, pcx-02c1a2f96e4403f4 X | = No

- . R I

11. Make subnet association with DB-2 (20.20.2.0/24) instance of the Development subnet.

Services | Q Searc [ 2] L (©) & N. Virginia v shivavasmate v

VPC » Routetables » rtb-0338d588419171ac3 » Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

‘ Q Filter subnet associations 1 &
2 Name v Subnet ID v IPv4 CIDR v IPv6 CIDR v ‘ Route table ID
| DB-2 subnet-0dd366e29587e4b43 20.20.2.0/24 - Main (rtb-07ae5673107b64f47)
O WEB-2 subnet-0d90129f9ff55f533 20.20.1.0/24 - rtb-069a123776d8bc403 / Developi

3

Selected subnets

subnet-0dd366e29587e4b43 / DB-2 X

Cancel Save associations

12. Two-way peering connection is done

Services . shivavasmate v

Zi::o:‘} Fitemet Peering connections (1/1) info Create peering connection ®
vay
Carrier gateways Q 1 &
DHCP option sets
Elastic IPs Name v Peering connectionID ¥ Status v Requester VPC Accepter VPC
Managed prefix lists (o] Prod-Devel-peer pcx-02c1a2f96e4f403fa © Active vpc-0a03ba0dd795f89af / Pro... vpc-020c35a9436a85bcd / L
Endpoints ; v
Endpoint services ‘

=T C]

NAT gateways
pcx-02c1a2f96e4f403fa / Prod-Devel-peer

Peering connections

Details ClassicLink DNS Route tables Tags
¥ Security _—
Network/ACLs Route tables info
Security groups This VPC peering connection is referenced in a route in the following route tables
v DN firewall Q. search 1 @
Rule groups Route table ID v VPCID v Main v Associated with v
Domain lists rtb-0338d588419171ac3 / Deve... vpc-020c35a9436a85bced / Devel... No subnet-0dd366e29587e4b43
rtb-041b3ead37de0e106 / prod... vpc-0a03ba0dd795f89af / Produ... No subnet-08f3501d11eb23cdf

¥ Network Firewall

13. Now connect Web instance (10.10.5.230) ubuntu of production to DB instance(10.10.4.74)

linux by ssh -i test.pem ec2-user@10.10.4.74



rtt min/avg/max/mdev = 17.828/18.291/18.757/0.289 ms

ubuntu@ip-10-10-1-178:~$ ping google.com

PING google.com (142.250.190.110) 56(84) bytes of data.
bytes from ord37s35-in-£14.1e100.net (142.250.190.110): icmp_seq=33 ttl=54
bytes from ord37s35-in-£14.1e100.net (142.250.190.110): i ttl=54
bytes from ord37s35-in-f£14.1e100.net (142.250.190.110): icmp_: tt1=54
bytes from ord37s35-in-£14.1e100.net (142.250.190.110): icmp_: tt1=54
bytes from ord37s35-in-f£14.1e100.net (142.250.190.110): i ttl=54
bytes from ord37s35-in-£14.1e100.net (142.250.190.110): i ttl=54
bytes from ord37s35-in-f£14.1e100.net (142.250.190.110): i ttl=54
bytes from ord37s35-in-f14.1e100.net (142.250.190.110): icmp_seq=40 ttl=54
bytes from n-£14.1e100.net (142.250.190.110): icmp_seq=41 ttl=54
bytes from n-£14.1e100.net (142.250.190.110): icmp_sqq=42 ttl=54
bytes from n-£14.1e100.net (142.250.190.110): icmp_s: ttl=54
bytes from ord37s35-in-£14.1e100.net (142.250.190.110): icmp_seq=44 ttl=54
bytes from ord37s35-in-£14.1e100.net (142.250.190.110): icmp_seq=45 ttl=54

-—— google.com ping statistics —-—
45 packets transmitted, 13 received, 71.1111% packet loss, time 44788ms
rtt min/avg/max/mdev = 18.415/18.502/18.834/0.100 ms
ubuntu@ip-10-10-1-178:~$ ~C

ubuntu@ip-10-10-1-178:~$ exit

logout

connection to 10.10.1.178 close

lubuntu@ip-10-10-5-230:~$ sudo ssh —i test.pem ec2-user@[

i-041d6148ab6567383 (Web) X
PubliclPs: 3.128.87.215 PrivatelPs: 10.10.5.230

14. Now ping from DB instance (10.10.4.74) of Production network to DB-2 instance
(20.20.2.153) of the Development network

logout
Connection to 10.10.1.178 closed.
ubuntu@ip-10-10-5-230:~$ sudo ssh -i test.pem ec2-user@10.10.4.74
The authenticity of host '10.10.4.74 (10.10.4.74)" can't be established.
[ED25519 key fingerprint is SHA256:RwnptW6HAufdehEvPqcXQC/wSNSPSs0u/6WAND741d0.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
farning: Permanently added '10.10.4.74' (ED25519) to the list of known hosts.
. i
~\_ FEEE_ Amazon Linux 2023
an \_EEEF\
~n \$£§|

\¥/ https://aws.amazon.com/linux/amazon-linux-2023

/m/"
[ec2-user@ip-10-10-4-74 ~]$ ping 20.20.2.153
PING 20.20.2.153 (20.20.2.153) 56(84) bytes of data.
64 bytes from 20.20.2.153: icmp_ 1 i .27
64 bytes from 20.20.2.153: i i .26
64 bytes from 20.20.2.153: icmp_ i .01
64 bytes from 20.20.2.153: icmp_se i

i-041d6148ab6567383 (Web) X
PubliclPs: 3.128.87.215 PrivatelPs: 10.10.5.230

******************************END******************************************

* %



