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Problem Statement:

You work for XYZ Corporation. Your corporation wants to launch a new
web-based application. The development team has prepared the code but it is
not tested yet. The development team needs the system admins to build a web
server to test the code but the system admins are not available.

Tasks To Be Performed:

1. Web tier: Launch an instance in a public subnet and that instance should
allow HTTP and SSH from the internet.

2. Application tier: Launch an instance in a private subnet of the web tier and
it should allow only SSH from the public subnet of Web Tier-3.

3. DB tier: Launch an RDS MYSQL instance in a private subnet and it should
allow connection on port 3306 only from the private subnet of Application
Tier-4.

4. Setup a Route 53 hosted zone and direct traffic to the EC2 instance.

You have been also asked to propose a solution so that:

1. Development team can test their code without having to involve the system
admins and can invest their time in testing the code rather than

provisioning, configuring and updating the resources needed to test the

code.

2. Make sure when the development team deletes the stack, RDS DB
instances should not be deleted.



ANSWER:

1. Web tier: Launch an instance in a public subnet and that instance should
allow HTTP and SSH from the internet

: AWS::EC2::Instan

: t2.micro
AMT
PublicSubnetl

: AWS::EC2::SecurityGroup

: Allow HTTP and SSH from the internet

2. Application tier: Launch an instance in a private subnet of the web tier and
it should allow only SSH from the public subnet of Web Tier-3



AWS: :EC2::Instance
: t2.micro
AMI
Privatesubnet1

ApplicationTierSecurityGroup

: AWS::EC2::SecurityGroup

Allow SSH from Web Tier

WebTierSecurityGroup

3. DB tier: Launch an RDS MYSQL instance in a private subnet and it should
allow connection on port 3306 only from the private subnet of Application
Tier-4.



AWS: 1EC2

ApplicationTilerSecurityGroup

: :DBSubnetGroup

Subnet Group for RDS




AWS: :RDS: :DBInstance

20

db.t3.micro
DBName
DBName

MySQL

)JBUsername
DBPassword

Instan curityGroupDataBase
bnetGroup




4. Setup a Route 53 hosted zone and direct traffic to the EC2 instance.

AWS : : Routes3: :HostedZone

TR

xyzcorporation.com

: tRoutes3: :RecordSset

2 HostedZoneal
webtier3.xyzcorporation.com

A

20e

WebTierInstance.PublicTIp

Full Code:

An environment name that is prefixed to resource
string

RDS instance class
String
db.t2.micro

- db.t2.micro
- db.t2.small
Must be a valid RDS instance class.

The name of the database
String
mydatabase

The database admin account username
String
admin

database admin account password

The domain name for the Route
string
xyzcorporation.com




The DNS name of an ¢ ting Amazon Route 53 hosted zone

AMI ID for the web and application tier 1in
bs21b

:EC2::VPC

EnvironmentMName

::EC2: :InternetGaten

MName
H Environmentiame

AWS: :EC2: :VPC Ftachment

InternetG




EC2::Subnet

VPC
[0,

: 190.26.0.0/24

Name
${EnvironmentName} Public Subnet (AZ1)

EC2: :Subnet
VPC

: 18.26.1.6/24
us-east-1a

Name
: Private

EC2::Subnet
VPC

: 19.26.2.0/24
us-east-1b

Name
: Private2




AWS: :EC2: :RouteTable

VPC

Mame
${EnvironmentName} Public Routes

\ttachment

ble

:SubnetRouteTat ociation

PublicRouteTable
PublicSub

:RouteTable

VPO

MName
onmentName} Private Rq




:Instance
: t2.micro
AMI

PublicSubnetil

WLl FI

SecurityGroup

: Allow HTTP and SSH from the internet




AWS: :EC2::Instan

: t2.micro
AMI
PrivateSubnet1

ApplicationTierSecurityGroup

curityGroup

Allow SSH from Web Tier

WebTierSecurityGroup

curityGroup

Allow access to the dat

ApplicationTierSecurity




:DBSubnetGroup

Subnet Group for RDS

:DBInstance
28

db.t3.micro
DBName
DEName
83.8.33"
DBUsername

DBPassword

1000




MName

Hitesh Chauhan
Project

CloudFormationAssignmentol
Environment

orpora tion.com

Route53: :Recordset

WebTierInstance.PublicIp

This is the full code of this task performed.

Parameters:
EnvironmentName:

Description: An environment name that is prefixed to resource
names

Type: String



#db
DBInstanceClass:
Description: RDS instance class
Type: String
Default: db.t2.micro
AllowedValues:
- db.t2.micro
- db.t2.small

ConstraintDescription: Must be a valid RDS instance class.

DBName:
Description: The name of the database
Type: String
Default: mydatabase

DBUsername:
Description: The database admin account username
Type: String

Default: admin

DBPassword:
Description: The database admin account password
Type: String

NoEcho: true

#route53
DomainName:
Description: The domain name for the Route 53 hosted zone

Type: String



Default: xyzcorporation.com

HostedZone:
Type: String

Description: The DNS name of an existing Amazon Route 53 hosted
Zone

AMI:
Type: String
Description: AMI ID for the web and application tier instances

Default: ami-063d43db0594b521b

Mappings:
RegionMap:

us-east-1:

AMI: ami-7f418316
us-west-1:

AMI: ami-951945d0
us-west-2:

AMI: ami-16fd7026
eu-west-1:

AMI: ami-24506250
sa-east-1:

AMI: ami-3e3be423
ap-southeast-1:

AMI: ami-74dda626
ap-southeast-2:

AMI: ami-b3990e89
ap-northeast-1:

AMI: ami-dcfa4edd



Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: 10.26.0.0/16
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name

Value: 'Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name

Value: 'Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayld: !Ref InternetGateway
Vpcld: 'Ref VPC

PublicSubnet1:
Type: AWS::EC2::Subnet
Properties:
Vpcld: 'Ref VPC



AvailabilityZone: !Select [0, !GetAZs ""]
CidrBlock: 10.26.0.0/24
MapPubliclpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PrivateSubnet1:

Type: AWS::EC2::Subnet

Properties:
Vpcld: 'Ref VPC
CidrBlock: 10.26.1.0/24
AvailabilityZone: us-east-1a
MapPubliclpOnLaunch: false
Tags:

- Key: Name

Value: Private

PrivateSubnet2:

Type: AWS::EC2::Subnet

Properties:
Vpcld: 'Ref VPC
CidrBlock: 10.26.2.0/24
AvailabilityZone: us-east-1b
MapPubliclpOnLaunch: false
Tags:

- Key: Name

Value: Private2



PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
Vpcld: 'Ref VPC
Tags:
- Key: Name

Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableld: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
Gatewayld: 'Ref InternetGateway

PublicSubnet1RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableld: !Ref PublicRouteTable
Subnetld: 'Ref PublicSubnet1

PrivateRouteTable1l:
Type: AWS::EC2::RouteTable
Properties:
Vpcld: 'Ref VPC
Tags:
- Key: Name

Value: !Sub ${EnvironmentName} Private Routes (AZ1)



WebTierInstance:
Type: AWS::EC2::Instance
Properties:
InstanceType: t2.micro
Imageld: 'Ref AMI
Subnetld: !Ref PublicSubnet1
SecurityGrouplds:
- IRef WebTierSecurityGroup

WebTierSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Allow HTTP and SSH from the internet
Vpcld: 'Ref VPC
SecurityGrouplIngress:
- IpProtocol: tcp
FromPort: 80
ToPort: 80
Cidrlp: 0.0.0.0/0
- IpProtocol: tcp
FromPort: 22
ToPort: 22
Cidrlp: 0.0.0.0/0

ApplicationTierInstance:
Type: AWS::EC2::Instance

Properties:



InstanceType: t2.micro
Imageld: 'Ref AMI
Subnetld: !Ref PrivateSubnet1
SecurityGrouplds:
- IRef ApplicationTierSecurityGroup

ApplicationTierSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Allow SSH from Web Tier
Vpcld: 'Ref VPC
SecurityGrouplngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
SourceSecurityGroupld: 'Ref WebTierSecurityGroup

InstanceSecurityGroupDataBase:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Allow access to the database
Vpcld: 'Ref VPC
SecurityGrouplIngress:
- IpProtocol: tcp
FromPort: 3306
ToPort: 3306

SourceSecurityGroupld: !Ref ApplicationTierSecurityGroup



RDSDBSubnetGroup:
Type: AWS::RDS::DBSubnetGroup
Properties:
DBSubnetGroupDescription: Subnet Group for RDS
Subnetlds:
- IRef PrivateSubnet1
- IRef PrivateSubnet2

RDSDBInstance:

Type: AWS::RDS::DBInstance

Properties:
AllocatedStorage: 20
AutoMinorVersionUpgrade: true
DBInstanceClass: db.t3.micro
DBInstanceldentifier: 'Ref DBName
DBName: 'Ref DBName
Engine: MySQL
EngineVersion: "8.0.33"
MasterUsername: !Ref DBUsername
MasterUserPassword: !Ref DBPassword
PubliclyAccessible: false
StorageType: gp3
MultiAZ: false
Port: "3306"
StorageEncrypted: false
CopyTagsToSnapshot: true
EnableIAMDatabaseAuthentication: false
VPCSecurityGroups:

- IRef InstanceSecurityGroupDataBase



DBSubnetGroupName: !Ref RDSDBSubnetGroup
DeletionProtection: false
MaxAllocatedStorage: 1000
Tags:
- Key: Name
Value: DBAssessment
- Key: createdBy
Value: Hitesh Chauhan
- Key: Project
Value: CloudFormationAssignment01
- Key: Environment
Value: Prod

HostedZoneO1:
Type: AWS::Route53::HostedZone
Properties:
HostedZoneConfig:
Comment: ""
Name: xyzcorporation.com
MyDNSRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: 'Ref HostedZone01
Name: webtier3.xyzcorporation.com
Type: A
TTL: 300
ResourceRecords:

- IGetAtt WebTierInstance.Publiclp



Then After Complete the code and need to upload this code to cloud
formation so this code will create the infrastructure with the help .yml file

Login to AWS Management Console then Search Cloud Formation

€« € % us-east-1.consoleaws.amazon.com/console/home?nc2=h_ctiregicn=us-east-18src=header-signin# 0 & @ veivis
5 sof9Bic @ FIPHITESHCHAUR.. G Artfical Inteligenc.. P4 Ocean of Gomes carch Result Page... -+ Introduction o Pro..  [§ Pure CSS Loader .. @) L3150 Series 4 The Pirate Bay - The » 3 Al Bookmerks

?HS Q AWSTRAINING ¥

Bers Ble @ rovess & covawaren B v @ covarrail 7 rsx [ Etastic Beanstate G vee

= @
Console Home i Reset to default layout + Add widgets
[c]
i Recently visited info H = Applications (0) info Create application
Region: US East (N. Virginia)
CloudWatch CloudTrail
B s e us-east-1 (Current Region) ¥ | | Q. Find applications
1
B e Billing and Cost Management
VRC 5 Application Migration Service Name & | Description ¥ | Region ¥ | Originating account
[ #ws end User Messaging [E] routess
No applications
Direct Connect Get started by creating an applicatior
E EFS Create application

i Welcome to AWS 3 i AWS Health info H i Explore AWS info

() Cloudshell  Feadback

Q

Services

Services ‘ E’b CloudFormation

Features Create and Manage Resources with Templates

Resources New
Documentation

Knowledge articles 2298 Infrastructure Composer

L Visually design and build modern applications quickly
Marketplace
Blog posts
Events Features Show more
Tutorials

Here we need to upload the template as we created so in this case we need to
choose existing template then specify template there is 3 option but we need to
choose upload the template. This template through create the infrastructure.



Create stack
Step 2
Specify stack details

Step 3
Configure stack options

Step4
Review and create

Prerequisite - Prepare template

You can also create a template by scanning your existing resources in the |aC generator [2.

Prepare template

SEREEREE . i ' bl YAML file about the AWS resources you want to include in the stack.
© Choose an existing template () Use a sample template (© Build from Infrastructure Composer
Upload or choose an existing template. Choose from our sample template library. Create a template using a visual builder.
Specify template inro
A template is a JSON or YAML file that describes your stack's resources and properties.
Template source
Selecting a template generates an Amazon 53 URL where el e atared
O Amazon 53 URL © Upload a template file © Ssync from Git
Provide an Amazon 53 URL to your template. Upload your template directly to the console. Sync a template from your Git repository.

Upload a template file

T Choose file

[ ‘webitier.yaml

T o AT L TOT T iea T

S3 URL: _https://s3.us-east-1.amazonaws.com/cf-templates-2jwhgbwpj8cw-us-east-1/2024-11-17T075534.847 Zdz5-webtier3.yaml

View in Infrastructure Composer

After upload the template next step will be provide a stack name

Stack Name :cloudformationinstance without spacing.

Then As per template we have set the parameters like
AMI,DBInstanceClass,DBPassword,DBUsername,DomainName,EnvironmentName

and HostedZone.

Create stack

Step 1
@ Create stack

Step 2
@ Specify stack details

Step 3
Configure stack options

Step 4
Review and create

Specify stack details

Provide a stack name

Stack name

Cancel

[ cloudformationjnstance

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters, Character count: 22/128.

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

AMI

AMI ID for the web and application tier instances

[ ami-063d43db0594b521b

DBInstanceClass
RDS instance class

[ db.t2.micro




DBPassword

The database admin account password

DBUsername

The database admin account username

[ admin

DomainName

The domain name for the Route 53 hosted zone

[ xyzcorporation.com

EnvironmentName

An environment name that is prefixed to resource names

[ Enter String

HostedZone

The DNS name of an existing Amazon Route 53 hosted zone

[ Enter String

After Click Next You will see Configure Stack option we set a default setting in this.

> Create stack

Step 1
@ Create stack

Step 2
@ Specify stack details

Step 3
@ Configure stack options

Step 4
Review and create

Configure stack options

Tags - optional
Tags (key-value pairs) are used to apply metadata to AWS resources, which can help in organizing, identifying, and categorizing those
resources. You can add up to 50 unique tags for each stack.

No tags associated with the stack.

Add new tag

You can add 50 more tag(s)

Permissions - optional
Specify an existing AWS Identity and Access Management (IAM) service role that CloudFormation can assume.

1AM role - optional

Choose the IAM role for CloudFormation to use for all operations performed on the stack.

[ IAM role name v ] [ Sample-role-name v } ( Remove )




Stack failure options
Behavior on provisioning failure
Specify the roll back behavior for a stack failure. Learn more B

© Roll back all stack resources
Roll back the stack to the last known stable state.

(O Preserve successfully provisioned resources
Preserves the state of successfully provisioned resources, while rolling back failed resources to the last
known stable state. Resources without a last known stable state will be deleted upon the next stack
operation.

Delete newly created resources during a rollback
Specify whether resources that were created during a failed operation should be deleted regardless of their deletion policy. Learn more E

© Use deletion policy
Retains or deletes created resources according to their attached deletion policy.

() Delete all newly created resources
Deletes created resources during a rollback regardless of their attached deletion policy.

Advanced options
You can set additional options for your stack, like notification options and a stack policy. Learn more [2

» Stack policy - optional

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration - optional

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold,
CloudFormation rolls it back.

» Notification options - optional

Specify a new or existing Amazon Simple Notification Service topic where notifications about stack events are sent.

» Stack creation options - optional

Specify the timeout and termination protection options for stack creation.

Cancel Previous -

Then After Click next.we need to review the all the setting as per templates

> Create stack ® [c]
Step 1 R
@ Createstack Review and create
Step 2 Step 1: Specify template
@ Specify stack details p pecify P
Step 3 -
@ Configure stack options Prerequisite - Prepare template
Step 4 Template
(® Review and create Template is ready
Template

Template URL
https://s3.us-east-1.amazonaws.com/cf-templates-2jwhgbwpj8cw-us-east-1/2024-11-18T180359.890Z 1pm-webtier3.yaml

Stack description



Step 2: Specify stack details

Provide a stack name

Stack name
cloudformationinstance

Parameters (8)

[ Q, Search
Key A | value
AMI ami-063d43db0594b521b

DBInstanceClass
DBName
DBPassword
DBUsername

DomainName

EnvironmentName

HostedZone

tep 3: Configure stack options

Tags

db.t2.micro

mydatabase

Sk

admin

xyzcorporation.com

[ Q, Search tags

Key

Step 3: Configure stack options

Tags

A | Vvalue

No tags

There are no tags defined for this stack

[ Q, Search tags

Key

Permissions

Stack failure options
Rollback on failure
Activated

Delete newly created resources during a rollback
Deactivated

- Value

No tags

There are no tags defined for this stack

No permissions

There is no 1AM role associated with this stack

( Edit



Stack policy
No stack policy

There is no stack policy defined

Rollback configuration

Monitoring time

CloudWatch alarm ARN

Notification options
SNS topic ARN

No notification options

There are no notification options defined

Stack creation options

Timeout

Termination protection
Deactivated

Quick-create link

Use quick-create links to get stacks up and running quickly from the AWS CloudFormation console with the same basic configuration as this stack.

Copy the URL on the link to share. Learn more [2

( Open quick-create link [2 )

Create change set

Cancel Previous

Submit

After Review completed we need to submit the code to cloud formation.cloud
formation will helps you create the insfrastructure.

>

cloudformationinstance

® o o

@

>

Outputs Parameters Template

ct

>

= Stacks (1) @ cloudformationinstance
Filter stat
Her status Update ( Stack actions v )( Create stack v )
(@ Fitter by stack name | [(Actie v | @ viewnested
1 Stack info Events - updated Resources
Stacks

cloudformationinstance

o] 2024-11-18 23:40:10 UTC+0530 Events (1 )

Table view

Detect root cause @

(@ CREATE_IN_PROGRESS

[ Q, Search events

] &

Timestamp | Logical ID

2024-11-18 23:40:10
UTC+0530

cloudformationinstance

Status

@ CREATE_IN_PROGRES
S

Detailed status

St



> cloudformationinstance

= Stacks (1)

©

[ Q Filter by stack name

)

Filter status

Stacks

1

cloudformationinstance
2024-11-18 23:40:10 UTC+0530
(© CREATE_IN_PROGRESS

@ Stacks (1)

©

[ Q Filter by stack name

)

Filter status

Stacks

1

cloudformationinstance
2024-11-18 23:40:10 UTC+0530
@ CREATE_IN_PROGRESS

> cloudformationinstance

@ Stacks (1)

©

{ Q_ Filter by stack name

)

Filter status

Stacks

1

cloudformationinstance
2024-11-18 23:40:10 UTC+0530
(@ CREATE_IN_PROGRESS

Events (60)

© o

Detect root cause @

[ Q search events

] ®

Timestamp

2024-11-18 23:40:14
UTC+0530

2024-11-18 23:40:13
UTC+0530

2024-11-18 23:40:13
UTC+0530

2024-11-18 23:40:13
UTC+0530

2024-11-18 23:40:12
UTC+0530

2024-11-18 23:40:12
UTC+0530

2024-11-18 23:40:12
UTC+0530

2024-11-18 23:40:10
UTC+0530

Events (60)

Logical ID

InternetGateway

InternetGateway

HostedZone01

InternetGateway

HostedZone01

cloudformationinstance

Status
@ CREATE_IN_PROGRES
)

@ CREATE_IN_PROGRES
S

@ CREATE_IN_PROGRES
s

(@ CREATE_IN_PROGRES
s

(@ CREATE_IN_PROGRES
)

@ CREATE_IN_PROGRES
S

@ CREATE_IN_PROGRES
S

@ CREATE_IN_PROGRES
s

Detailed status

(@ CONFIGURATION_CO
MPLETE

Status reason

Eventual consistency
check initiated

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

User Initiated

Detect root cause

[ Q. Search events

® o

] ®

Timestamp Logical ID | Status Detailed status Status reason
[VITEAEE) >

2024-11-18 23:40:25 WebTierS ityG (® CREATE_IN_PROGRES

UTC#+0530 ‘ebTierSecurityGroup h - -

2024-11-18 23:40:25 . @ CREATE_IN_PROGRES

UTC+0530 PrivateRouteTable1 S - -

2024-11-18 23:40:25 . (® CREATE_IN_PROGRES

UTC+0530 PrivateSubnet2 h - -

2024-11-18 23:40:25 - @ CREATE_IN_PROGRES

UTC+0530 PublicRouteTable S - -

2024-11-18 23:40:25 . (® CREATE_IN_PROGRES

UTC+0530 PrivateSubnet1 h - -

2024-11-18 23:40:25 InternetGatewayAttachm @ CREATE_IN_PROGRES

UTC+0530 ent S

2024-11-18 23:40:24 vpC (© CREATE_COMPLETE - -

UTC+0530

2024-11-18 23:40:14 InternetGatewa @ CREATE_IN_PROGRES (@ CONFIGURATION_CO Eventual consistency
UTC+0530 ¥ S MPLETE check initiated
Events (60) Detect root cause @
[ Q, Search events

Timestamp Logical ID Status Detailed status Status reason

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:25
UTC+0530

2024-11-18 23:40:25

PublicSubnet1

PublicRouteTable

PrivateSubnet2

PrivateSubnet1

PrivateRouteTable1

PublicRouteTable

InternetGatewayAttachm
ent

PublicSubnet1

WebTierSecurityGroup

(@ CREATE_IN_PROGRES
S

(@ CREATE_IN_PROGRES
S

(@ CREATE_IN_PROGRES
s

@ CREATE_IN_PROGRES
5

(@ CREATE_IN_PROGRES
5

@ CREATE_IN_PROGRES
S

@ CREATE_IN_PROGRES
S

(@ CREATE_IN_PROGRES
S

(@ CREATE_IN_PROGRES

(@ CONFIGURATION_CO
MPLETE

Resource creation
Initiated

Eventual consistency
check initiated

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

] @

]




2024-11-18 23:40:29
UTC+0530

2024-11-18 23:40:29
UTC+0530

2024-11-18 23:40:28
UTC+0530

2024-11-18 23:40:28
UTC+0530

2024-11-18 23:40:27
UTC+0530

2024-11-18 23:40:27
UTC+0530

2024-11-18 23:40:27
UTC+0530

2024-11-18 23:40:26
UTC+0530

2024-11-18 23:40:34
UTC+0530

2024-11-18 23:40:34
UTC+0530

2024-11-18 23:40:32
UTC+0530

2024-11-18 23:40:32
UTC+0530

2024-11-18 23:40:31
UTC+0530

2024-11-18 23:40:31
UTC+0530

2024-11-18 23:40:30
UTC+0530

2024-11-18 23:40:30
UTC+0530

» cloudformationinstance

@ Stacks (1)

PublicSubnet1
InternetGateway
PrivateSubnet1

PrivateSubnet2

InternetGatewayAttachm
ent

WebTierSecurityGroup
PrivateRouteTable1

PublicSubnet1

ApplicationTierSecurityG
roup

WebTierSecurityGroup
RDSDBSubnetGroup

RDSDBSubnetGroup

PublicSubnet1RouteTabl
eAssociation

PublicSubnet1RouteTabl
eAssociation

PublicSubnet1RouteTabl
eAssociation

RDSDBSubnetGroup

@ Events (60)

(@ CREATE_COMPLETE

(® CREATE_COMPLETE

(® CREATE_COMPLETE

(@ CREATE_COMPLETE

(@ CREATE_COMPLETE

(® CREATE_IN_PROGRES
S

(© CREATE_IN_PROGRES
s

(® CREATE_IN_PROGRES
S

(D CREATE_IN_PROGRES
S

() CREATE_COMPLETE

(@ CREATE_COMPLETE

(D CREATE_IN_PROGRES
S

(©) CREATE_COMPLETE

(D CREATE_IN_PROGRES
S

( CREATE_IN_PROGRES
5

(D CREATE_IN_PROGRES
5

(@ CONFIGURATION_CO
MPLETE

Resource creation
Initiated

Eventual consistency
check initiated

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

@ o

Detect root cause @

[ Q_ Filter by stack name

] ®

Filter status

Stacks

} [ Q Search events
Timestamp Logical ID | Status Detailed status Status reason
2024-11-18 23:40:38 - () CREATE_IN_PROGRES Resource creation
UTC+0530 DefaultPublicRoute s ) Initiated

1
2024-11-18 23:40:38
UTC+0530

cloudformationinstance
° 2024-11-18 23:40:10 UTC+0530
( CREATE_IN_PROGRESS

2024-11-18 23:40:37
UTC+0530

1 2024-11-18 23:40:37

UTC+0530

2024-11-18 23:40:36
UTC+0530

2024-11-18 23:40:36
UTC+0530

2024-11-18 23:40:36
UTC+0530

2024-11-18 23:40:34
UTC+0530

( CREATE_IN_PROGRES
s

WebTierlnstance

PrivateRouteTable1 @ CREATE_COMPLETE

DefaultPublicRoute 9 CREATE_IN_PROGRES
ApplicationTierSecurityG (@ CREATE_IN_PROGRES
roup s

PublicRouteTable @ CREATE_COMPLETE

(® CREATE_IN_PROGRES
WebTierlnstance S
@ CREATE_IN_PROGRES

WebTierlnstance S

(@ CONFIGURATION_CO
MPLETE

Eventual consistency
check initiated

Resource creation
Initiated

Resource creation
Initiated

d



2024-11-18 23:40:52
UTC+0530

2024-11-18 23:40:47
UTC+0530

2024-11-18 23:40:46
UTC+0530

2024-11-18 23:40:45
UTC+0530

2024-11-18 23:40:43
UTC+0530

2024-11-18 23:40:43
UTC+0530

2024-11-18 23:40:42
UTC+0530

2024-11-18 23:40:38
UTC+0530

2024-11-18 23:41:26
UTC+0530

2024-11-18 23:40:56
UTC+0530

2024-11-18 23:40:55
UTC+0530

2024-11-18 23:40:55
UTC+0530

2024-11-18 23:40:55
UTC+0530

2024-11-18 23:40:54
UTC+0530

2024-11-18 23:40:52
UTC+0530

Resources (19)

InstanceSecurityGroupDa
taBase

WebTierlnstance

InstanceSecurityGroupDa
taBase

ApplicationTierlnstance

InstanceSecurityGroupDa
taBase

ApplicationTierlnstance

ApplicationTierSecurityG
roup

DefaultPublicRoute

MyDNSRecord

ApplicationTierlnstance

MyDNSRecord

RDSDBInstance

MyDNSRecord

HostedZone01

RDSDBInstance

(?) CREATE_COMPLETE

(%) CREATE_COMPLETE

(D CREATE_IN_PROGRES
S

(D CREATE_IN_PROGRES
S

(D) CREATE_IN_PROGRES
S

(D CREATE_IN_PROGRES
S

(@ CREATE_COMPLETE

(%) CREATE_COMPLETE

(@ CREATE_COMPLETE

(@ CREATE_COMPLETE

@ CREATE_IN_PROGRES
S

(® CREATE_IN_PROGRES
S

(@ CREATE_IN_PROGRES
S

(¥ CREATE_COMPLETE

(@ CREATE_IN_PROGRES
S

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

Resource creation
Initiated

[ Q. Search resources

IR

Logical ID

PublicRouteTable

PublicSubnet

PublicSubnet1RouteTableAs
sociation

RDSDBInstance

RDSDBSubnetGroup

VPC

WebTierlnstance

WebTierSecurityGroup

Physical ID -
rtb-0Oc8d4bad93abfdcea

subnet-
055241059f4e1df63 [3

rtbassoc-
001f9823c4b650db5

mydatabase [2

cloudformationinstance-
rdsdbsubnetgroup-
6lexkpwrorp [2

vpc-
03bffb17009438a4a [

0aa4654286d23cfd7 [2

s5g-
0c42205f6ee8d8590 [

Type -4 |

AWS:EC2:RouteTable
AWS:EC2:Subnet

AWS:EC2:SubnetRouteT
ableAssociation

AWS::RDS::DBInstance

AWS:RDS:DBSubnetGro
up

AWS:EC2:WVPC

AWS:EC2:Instance

AWS:EC2::SecurityGroup

Status A4 |

(& CREATE_COMPLETE

(@ CREATE_COMPLETE

(@ CREATE_COMPLETE

(@ CREATE_IN_PROGRES
s

(& CREATE_COMPLETE

@ CREATE_COMPLETE

(&) CREATE_COMPLETE

(& CREATE_COMPLETE

Module 1



Resources (19)

[ Q, Search resources

Logical ID

DefaultPublicRoute

HostedZone01

InstanceSecurityGroupData
Base

InternetGateway

InternetGatewayAttachmen
t

MyDNSRecord

PrivateRouteTable1

PrivateSubnet1

PrivateSubnet2

ApplicationTierinstance

ApplicationTierSecurityGrou

p

Physical ID
0c8d4b4d93abf4cea|0.0.
0.0/0

Z093150025DBCIQRM3
BSR [

59-
027729a683b465233 [2

igw-
095e118dc3b17a132 [2

IGW|vpc-
03bffb17009438a4a

webtier3.xyzcorporation.
com

rtb-0a1bcd50e619b5133

subnet-
098abfb3b316a9a14 [2

subnet-
03e60bc4188364da7 [

i-0223bf0fd951e94fa [3

59-
0f1302a16548373a4 [

v |

Type
AWS::EC2::Route

AWS::Route53:HostedZo
ne

AWS::EC2::SecurityGroup

AWS:EC2:InternetGatew
ay

AWS:EC2:VPCGatewayA
ttachment

AWS::Route53:RecordSet

AWS:EC2::RouteTable

AWS::EC2::Subnet

AWS:ECZ:Subnet

AWS:EC2:Instance

AWS:EC2::SecurityGroup

v |

Status v Module

(%) CREATE_COMPLETE -

(¥ CREATE_COMPLETE -

(¥) CREATE_COMPLETE -

(¥) CREATE_COMPLETE -

(%) CREATE_COMPLETE -

(¥) CREATE_COMPLETE -

(¥) CREATE_COMPLETE -

(¥) CREATE_COMPLETE -

(%) CREATE_COMPLETE -

(%) CREATE_COMPLETE -

(?) CREATE_COMPLETE -

This Is the Parameter section as we set before the templates

> cloudformationinstance

® o o©

@ Stacks (1) @ cloudformationinstance 8 >
[ Q, Filter by stack name ] ( Delete ) ( Update ) ( Stack actions w ) ( Create stack v )
Filter status Stack info Events - updated Resources Outputs Parameters Template Change sets Git sync
1 Parameters (8) @
Stacks (Q searcn ) 1 )
cloudformationinstance Key A Value v | Resolved value v
O  2024-11-18 25:40:10 UTC+0530
© CREATE_COMPLETE " AMI ami-063d43db0594b521b -
4 > DBInstanceClass db.t2.micro -
DBName mydatabase -
DBPassword e -
DBUsername admin -

DomainName Xyzcorporation.com -
EnvironmentName - -

HostedZone - -

After Complete this process we need to all things verify.



This is the instance created
1.public instance

2.private instance

i-0aa4654286d23cfd7 @ Running @ Q t2.micro

@ 2/2 checks passec  View alarms + us-east-1a ec2-54-158-144-63.co...

i-0223bf0fd951e94fa @ Running @ Q t2.micro

@ 2/2 checks passec  View alarms 4 us-east-1a -

EC2 > Instances ) i-0aa4654286d23cfd7

Instance summary for i-0aa4654286d23cfd7 info

Updated less than a minute ago
Instance ID

[0 i-0aa4654286d23cfd7

IPv6 address

Hostname type
IP name: ip-10-26-0-62.ec2.internal

Answer private resource DNS name

Auto-assigned IP address
[0 54.158.144.63 [Public IP]

1AM Role

IMDSv2
Required

Public IPv4 address
I01 54.158.144.63 | open address [2

Instance state
@ Running

Private IP DNS name (IPv4 only)
I0) ip-10-26-0-62.ec2.internal

Instance type
t2.micro

VPCID
I0) vpc-03bffb17009438a4a [2

Subnet ID
I subnet-055241059f4e1df63 ( Public Subnet (AZ1)) [2

Instance ARN
|E arn:aws:ec2:us-east-1:207567757353:instance/i-0aad654286d
23cfd7

This is the security group as per templates

Details Status and alarms

¥ Security details

1AM Role

Security groups

[n]

59-0c42205f6ee8d8590 (cloudformationinstance-
WebTierSecurityGroup-spSyCgi0dwzu)

‘v Inbound rules

Networking Storage Tags

Owner ID
I 207567757353

Q, Filter rules

Name

Security group rule ID

sgr-04c5ba59c167dabdb 22 TCcP

Port range ‘ Protocol ‘ Source

sgr-0b3d6177f70ec6e40 80 TcP 0.0.0.0/0

Connect H Instance state v H Actions ¥

Private IPv4 addresses
[0 10.26.0.62

Public IPv4 DNS
[0 ec2-54-158-144-63.compute-1.amazonaws.com
open address [2

Elastic IP addresses

AWS Compute Optimizer finding
@ Opt-in to AWS Compute Optimizer for recommendations. |

Learn more [

Auto Scaling Group name

Launch time
Mon Nov 18 2024 23:40:36 GMT+0530 (India Standard Time)

Security groups

0.0.0.0/0 cloudformationinstance-WebTierSecu.

cloudformationinstance-WebTierSecu.

3




Details Status and alarms Monitoring Security

¥ Networking details Info
Public IPv4 address
I0) 54.158.144.63 | open address [2

Public IPv4 DNS
|_|:| ec2-54-158-144-63.compute-1.amazonaws.com |
open address [2

Subnet ID
ID) subnet-055241059f4e1df63 ( Public Subnet (AZ1)) [2

Availability zone
[0 us-east-1a

Use RBN as guest OS hostname
I0) Disabled

EC2 > Instances > i-0223bfofd951e94fa

Instance summary for i-0223bf0fd951e94fa info

Updated less than a minute ago

Instance ID
[0 i-0223bfofd951e94fa

IPv6 address

Hostname type
IP name: ip-10-26-1-11.ec2.internal

Answer private resource DNS name

Auto-assigned IP address

IAM Role

IMDSv2
Required

Details Status and alarms Monitoring Security

W Security details
IAM Role

Security groups

[a]
5g9-0f1302a16548373a4 (cloudformationinstance-
ApplicationTierSecurityGroup-16D9W5ckJgCW)

¥ Inbound rules

Networking Storage Tags

Private IPv4 addresses
10 10.26.062

Private IP DNS name (IPv4 only)
[0 ip-10-26-0-62.ec2.internal

IPV6 addresses

Carrier IP addresses (ephemeral)

Answer RBN DNS hostname IPv4
I0) Disabled

Public IPv4 address

Instance state
@ Running

Private IP DNS name (IPv4 only)
I3 ip-10-26-1-11.ec2.internal

Instance type
t2.micro

VPCID
I3 vpc-03bffb17009438ada [2

Subnet ID
[0 subnet-098abfb3b316a9a14 (Private) [2

Instance ARN

|E| arn:aws:ec2:us-east-1:207567757353:instance /i-0223bf0fd95

1e94fa

Networking Storage Tags

Owner ID
5 207567757353

Q, Filter rules

VPCID
[0 vpc-03bffb17009438a4a [4

Secondary private IPv4 addresses

Outpost ID

Connect H Instance state ¥ H Actions ¥

Private IPv4 addresses
[0 10.26.1.11

Public IPv4 DNS

Elastic IP addresses

AWS Compute Optimizer finding

@ Opt-in to AWS Compute Optimizer for recommendations. |

Learn more [2

Auto Scaling Group name

Launch time
Mon Nov 18 2024 23:40:44 GMT+0530 (India Standard Time)

Name ‘ Security group rule ID Port range ‘ Protocol | Security groups
- sgr-05a5820c40a380361 22 TCP 5g-0c42205f6ee8d8590 [2 cloudformationinstance-ApplicationTi.
4 »
¥ Outbound rules
Q Filter rules ‘ 1
Name ‘ Security group rule ID Port range ‘ Protocol Destination Security groups

- sgr-0c08f8001aef87403 All All

cloudfermationinstance-ApplicationTi.

»




This is the Hosted Zone

e Route 53 > Hosted zones

Route 53 <

Hosted zones (1)

Edit

@ View details

Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.

Dashboard

Hosted zones

[ Q. Filter records by property or value

)

Health checks

Hosted zone name

Profiles New
@)

¥ IP-based routing 4
CIDR collections
v Traffic flow

Traffic policies

Brliry rarnrde

Xyzcorporation.com

v | Type

Public

v Created by v

Route 53 3

In this Hosted zone we have created A record as per code.

@ xyzcorporation.com i

Record count

1 @

v | Des

( Delete zone ) C Test record ) ( Configure query logging ) 0

Se
» Hosted zone details Edit hosted zone
Records (3) DNSSEC signing Hosted zone tags (0)
Records (3) Info @ Delete record Import zone file -
Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.
[ Q, Filter records by property or value ] [ Type ¥ J [ Routing p... ¥ ] [ Alias » ] 1 i}
]
O Record ... ¥ I Type w | Routin... ¥ Differ... ¢ | Alias v | Value/Route traffic to v | TTL(s... ¥ |
ns-1888.awsdns-44.co.uk.
D NS Simol N ns-911.awsdns-49.net. 172800
Xyzeorpor... imple . o ns-121.awsdns-15.com.
ns-1409.awsdns-48.org.
D XyZCorpor... SOA Simple - No ns-1888.awsdns-44.co.uk. a... 900
D webtier3.... A Simple - No 54.158.144.63 300
4 »
This is the VPC
1.Public
2.Private
VPC dashboard X four VPCs (2) info " @
Q Search c]
EC2 Global View [3 [m] Name v | vecip v | state v | IPvaCIDR @ | I1Pv6 CIDR @ | DHCP option set @ | Main &
Filter by VPC v oo - vpc-03bifh17009438ada @ Available 10.26.0.0/16 - dopt-01e53168b525e7...  rtb-0]
o - vnc-0cadhd 137270756ch @ Available 17231.00/16 - dopt-01e53168b525e7... rtb-0¢

w Virtual private cloud

Your VPCs

Subnets



vpc-03bffb17009438a4a

Details o

vPCID State DNS hostnames DN resolution

I vpc-03bifb17009438a4a @ Available Enabled Enabled

Tenaney DHCP option set Main route table Main network ACL

Default dopt-01e53168b52567d96 rtb-07995323941073ba8 acl-0¢525282759b8bF10

Default VPC IPv4 CIDR IPv6 pool IPv6 CIDR (Network berder group)
No 10.26.0.0/16 - -

Network Address Usage metrics Route 53 Resolver DNS Firewall rule groups Owner ID

Disabled - G 207567757353

Resource map CIDRs Flow logs Tags Integrations

Resource map info

VPC Show details Subnets (3) Route tables (3) Network connections (1)
Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks
vpc-03bffb17009438a4a us-east-1a rth-07995323941073ba8 igw-095e118dc3b17a132

@ Public Subnet (AZ1) Public Routes

@ Private Private Routes (AZ1)
us-east-1b

@ Private2

This is the subnet creation
1.Public
2.Private

As per the task.

- Last updat
VPC dashboard X Subnets|(9) i e S

[Q Find resources by attribute o tag |

EC2 Global View [2

O Name v | SubnetID v | state v | vpc v | IPvaCIDR v | Ipve ciDrR
Filter by VPC [ Public Subnet (AZ1) subnet-055241055f4e1df63 @ Available upc-03bffh17009438ada 10.26.0.0/24 -
. ) 0O Private subnet-0983bfb3b31639a14 © Available VpC-03bffh1700943834a 10.26.1.0/24 -
v Virtual private cloud —
o - subnet-008282638ae31575 @ Available vpc-Ocadbd13727b758¢ch 172.31.0.0/20 -
Your VPCs e
Subnets O - subnet-09c8bcéfedafb2bee @ Available vpc-0ca4bd13727b758ch 172.31.32.0/20 -
Route tables o - subnet-0c33227a6d896e22e @ Available vpc-Ocadbd13727b758¢ch 172.31.64.0/20 -
Internet gateways . [mi — subnet-07500936c65530e04 @ Available vnc-0cadhd13727h758ch 172.31.160/20 -
Egress-only internet _
VPC > Subneis > subnet-055241059%e1dr63
subnet-055241059f4e1df63 / Public Subnet (AZ1)
Details
Subnet 1D Subnet ARN state 1w cion
1 subnet-055241059F 010163 T armaws ecZ us-uast- 1207567757353 subet/subnet- © Avatable @ 102600724
085241080 04010163
Available (P o vt CIDR association 10 Availability Zome
=] 1PV CIDR - T us-east-1a
Avallability Zone 10 - vPe Route table
T wetazs Network border graup vpe-03tf170094 38342 i-Ocsdabadosabtacea | Public Routes
Network ACL Auto-assign public 1Pva address Auto-assign 1PvG ad
2c1-0c525280759585M10 . - Na.
Auto-sssign customer.owned IPva sddress Outpost 10 1Pus CIDR reservations
o Customer-owned Pva pool : .
1PvE CIDR reservations - Hostnarme type Resource name BNS A recard
N 1Pve-anly 7 name Disabled
Ha
Resource name DNS AAAA recard wner
Dicabledt onsed 0 207867757383
Disabiled
Flaw logs Network ACL |  CIDR reservations |  Sharing | Tegs
Route table: rtb-Ocsdabad9sabfacea / Public Routes Edit route table association
Routes (2)
[@ Fitter routes i R
Destination @ | Target -

102600116 lacal

v00070 Igw-0950118de301 70132



This is the private subnet without internet.

VPC > Subnets > subnet-098abfb3b316a9a14

subnet-098abfb3b316a9a14 / Private

Details
Subnet 1D
IF subnet-098abfb3b316agala

Available IPv4 addresses

Availability Zone ID
[ usel-azz

Network ACL
2cl-0¢52528¢750b8bF10

Auto-assign customer-owned IPvd address
No

IPV6 CIDR resenvations

Subnet ARN

] cec:us-east-1:2075677
098abfb3b316a0a14

1Pv6 CIDR

Network border group
0 useast1

Default subnet
No

Customer-owned Pv4 poal

State
@ Available

1Pv6 CIDR association ID

vee
¥pC-03bffb] 7009438242

Auto-assign public IPv4 address
No

Outpost ID

Hostname type

1Pva CIDR

10 10.26.1.0/24

Availability Zone
B us-cast

Route table

1a

rth-07995323941073ba8

Auto-assign IPV6 address

No

1Pv4 CIDR reservations

Resource name DNS A record

Private2

subnet-098abfb3b31629a14

subnet 03e60bed188364da7

102610724

10.26.20/24

- IPv6-only 1P name Disabled
No
Resource name DNS AAAA record Owner
Disabled DNSE4. IO 207567757353
Disabled
Flow logs Route table Network ACL CIDR reservations Sharing Tags
Route table: rtb-07995323941073ba8
Routes (1)
[QFitter routes 1 2]
Destination Target v
10.260.0/16 local
2.Private.
Route tables (4) info :—“
"
Q. Find resources by attribute or tag
[T Name v | Routetable ID v | Explicitsubnetassoci... ¥ | Edgeassociations v | Main VPC v | OwnerlD
- - rth-07995323941073ba8 - - Yes vpc-03bffb17009438a4a 207567757353
[~ Public Routes rth-Oc8d4bdda3abfacea subnet-055241059f4eld... - No vpC-03bffb17009438a4a 207567757353
[ - rtb-095aabeb9b1593bb7 - - Yes vpc-Ocadbd13727b758ch 207567757353
[T Private Routes (AZ1) rth-0a1bcd50e619b5133 = = Mo vpc-03bffb17009438a4a 207567757353
VPC 3 Routetables » rtb-0c8ddbdd93abfdcea
rtb-0c8d4b4d93abf4cea / Public Routes
Details o
Route table ID Main Explicit subnet associations Edge associations
IO rtb-0cBd4bada3abfacea T No subnet-055241055F4e1df63 / Public Subnet (AZ1) -
vec Owner D
vpe-03bffb1 700943 834a 0 207567757353
Routes Subnet associations Edge assaciations Route propagation Tags
Routes (2)
[QFitter routes 1 =]
Destination v | Target Status Propagated v
0.000/0 igw-095¢118dc3b172132 @ Active No
10.26.0.0/16 local © Active Ne
VPC » Routetables > rtb-Oc8dabddg3abfdcea
rtb-0c8d4b4d93abf4cea / Public Routes
Details info
Route table ID Main Explicit subnet associations Edge associations
5 rtb-0c8d4bida3abfdcea B No subnet-055241059f4e1df63 / Public Subnet (AZ1) -
vec Owner D
Vpe-03bf1700943843 6 207567757353
Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (1)
Q Find subnet association 1 &
Name v Subnet ID v IPv4 CIDR 1Pv6 CIDR v
Public Subnet (AZ1) subnet-055241059f4e 1df63 10.26.00/24 -
Subnets without explicit associations (2)
he nc by e thereore route table
Q_Find subnet association 1 @
Name v Subnet ID v IPv4 CIDR 1Pv6 CIDR v




VPC 5 Routetables > rtb-Oc8ddbdd93abfdcea

rtb-0c8d4b4ad93abfacea / Public Routes

Details o
Route table ID Main Explicit subnet associations Edge associations
10 rtb-OcBdabdda3abfcea T No subnet-055241058f4e1df63 / Public Subnet (AZ1) -
vee OwnerID
Vpc-03bffb17003438a4a 0 207567757353
Routes bnet assaciat Edge associati Route i Tags
rage
Q Search tags 1 @
Key | value
Name Public Routes
awscloudf...  PublicRouteTable
awscloudf...  cloudformationinstance
loud, i joni d8-11ef-b2e5-Oecle138a7c)

VPC dashboard X Internet gateways (2) info c Actions ¥ \— '

| Q search \ 1 1]
EC2 Global View [3 O Name v | Internet gateway ID v | State v | veciD v | Owner v |
| Filter by VPC v | C - lgw-01655718ff8c7f3a5 @ Attached vpe-0cadbd13727b758¢h 207567757353
o - igw-095¢118dc3b17a132 @ Attached vpe-03bffh17009438ada 207567757353
v Virtual private cloud
Your VPCs
Subnets

Route tables

Internet gateways

VPC > Internet gateways > igw-095e118dc3b17a132

igw-095e118dc3b17a132

Details nfo
Internet gateway ID State VPCID Owner
I0 igw-095e118dc3b17a132 @ Attached vpc-03bffh17009438a4a I0 207567757353
Tags Manage tags
Q Search tags 1 o]
Key | value
Name
aws:cloudf... cloudformationinstance
awsicloudf...  InternetGateway
aws:cloudf... arn:aws:cloudformation:us-east-1:207567757353:stack/cloudformationinstance/592ac970-a5d8-11ef-b2e5-0ec0e139a7c9
Amazon RDS X (@ Introducing Aurora I/O-Optimized
Aurora’s 1/O-Optimized [ is a new cluster storage configuration that offers predictable pricing for all applications and improved price-performance, with up to 40% costs savings for 1/O-intensive
Dashboard
Databases RDS > Databases
Query Editor
Perfarmance insights @ Consider creating a Blue/Green Deployment to minimize downtime during upgrades X
. hots ‘You may want to consider using Amazon RDS D and minimize your downtime during upgrades. A Blue/Green Deployment provides a staging environment for
napshats changes ta ion databases. RDS User Guide [ Aurora User Guide [

Exports in Amazon 53

Automated backups

Reserved instances Databases (1) © Growpresources | O} | Modify Actions ¥ Restore from 53| | Create database |

Proxies

Q Filter by databases | 1 ]
Subnet groups DB identifier a | status  w Role v | Engine ¥ | Region.. v Size v | Recommendations v cPU v
Parameter groups o mydatabase @ Available Instance MySQL Co.. us-east-1a db.t3.micro oo1a2et
Option groups r »

Custom engine versions



Summary

DB identifier Status Role Engine Recommendations
mydatabase @ Available Instance MySQL Community

CPU Class Current activity Region & AZ

i I 4.28% db.t3.micro 10 Connections us-east-1a

Connectivity & security Monitoring Logs & events Configuration Zero-ETL integrations Maintenance & backups Tags Recommendations

Connectivity & security

Endpoint & port

Endpoint
0] mydatabase.cjo22wdeqmmj.us-east-1.r
ds.amazonaws.com

Port
3306

Networking

Availability Zone

us-east-1a

VPC
(vpc-03bffb17009438a4a)

Subnet group
cloudformationinstance-rdsdbsubnetgroup-
6lexkpw9rorp

Subnets
subnet-098abfb3b316a9a14
subnet-03200bc4188364da7

Security

VPC security groups
cloudformationinstance-
InstanceSecurityGroupDataBase-
0OTmIZbKprPD (sg-027729a683b465233)
@ Active

Publicly accessible
No

Certificate authority Info
rds-ca-rsa2048-g1

Certificate authority date




arch [Alt+S]

Elers Bl ez /@ rowtess & cloudwarch & 1aM  [Z3] cloudTrail  [FH] Fsx @] Elastic Beanstalk
-~ V-t T

>
S/
/
s
/m/
[ec2-userfip-10-26-0-62 ~]15 ping google.com
PITNG google.com (172.253.115.102) 56(84) bytes of data.
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp_seg=1 time=2_48
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seg=2 i .86
bytes from bg-in—-f102.1el00.net (172.253.115.102): icm.szeq=3 i
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seg=4
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp_seg=5
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seq=6
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp_seqg=7
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp_ seg=8
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seg=9
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=10
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=11
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=12
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seg=13
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seg=14
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp_ seqg=15 time=2.09
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=16 time=2_17
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=17
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=18
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seg=19
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=20
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=21
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seq=22 time=2_08
bytes from bg-in-f102.1el00.net (172.253.115.102): icmp seqg=23 time=2.46
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[Alt+S]

Bes Blec @ romess @ doudwarch & M B coudTrait [ Fox [ ElasticBeanstalk G| vec [ 53 o} ros G

of "Amazon Linux" is available.
)241111:
eck-release—update” for full release and wversion update info

Amazon Linux 2023

https://aws.amazon.com/linux/amazon-1linux

.206.107.29

user]# vi cloudwatchlogs.pem
user]# chmod 07
user]#
user] #
d 26.1.11
blished.

S0 @000@®

xey fingerp i tkWwYZ20LF1fzC
is not known by any other nam
sure you want continue nnecting (yes/no/[fingerprint])? ye
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