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Problem Statement: 
You work for XYZ Corporation. Your corporation wants to launch a new 

web-based application. The development team has prepared the code but it is 

not tested yet. The development team needs the system admins to build a web 

server to test the code but the system admins are not available. 

 

Tasks To Be Performed: 

1. Web tier: Launch an instance in a public subnet and that instance should 

allow HTTP and SSH from the internet. 

2. Application tier: Launch an instance in a private subnet of the web tier and 

it should allow only SSH from the public subnet of Web Tier-3. 

3. DB tier: Launch an RDS MYSQL instance in a private subnet and it should 

allow connection on port 3306 only from the private subnet of Application 

Tier-4. 

4. Setup a Route 53 hosted zone and direct traffic to the EC2 instance. 

 

You have been also asked to propose a solution so that: 

1. Development team can test their code without having to involve the system 

admins and can invest their time in testing the code rather than 

provisioning, configuring and updating the resources needed to test the 

code. 

2. Make sure when the development team deletes the stack, RDS DB 

instances should not be deleted. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ANSWER: 

1. Web tier: Launch an instance in a public subnet and that instance should 

allow HTTP and SSH from the internet 

 

2. Application tier: Launch an instance in a private subnet of the web tier and 

it should allow only SSH from the public subnet of Web Tier-3 



 

 

3. DB tier: Launch an RDS MYSQL instance in a private subnet and it should 

allow connection on port 3306 only from the private subnet of Application 

Tier-4. 



 



 

 

 

 

 

 

 

 

 

 

 



4. Setup a Route 53 hosted zone and direct traffic to the EC2 instance. 

 

 

 

Full Code: 

 



 

 

 

 

 



 

 

 

 

 



 

 



 

 



 



 



 

 

This is the full code of this task performed. 

 

Parameters: 

  EnvironmentName: 

    Description: An environment name that is prefixed to resource 

names 

    Type: String 

 



  #db 

  DBInstanceClass: 

    Description: RDS instance class 

    Type: String 

    Default: db.t2.micro 

    AllowedValues: 

      - db.t2.micro 

      - db.t2.small 

    ConstraintDescription: Must be a valid RDS instance class. 

 

  DBName: 

    Description: The name of the database 

    Type: String 

    Default: mydatabase 

 

  DBUsername: 

    Description: The database admin account username 

    Type: String 

    Default: admin 

 

  DBPassword: 

    Description: The database admin account password 

    Type: String 

    NoEcho: true 

 

  #route53  

  DomainName: 

    Description: The domain name for the Route 53 hosted zone 

    Type: String 



    Default: xyzcorporation.com 

 

  HostedZone: 

    Type: String 

    Description: The DNS name of an existing Amazon Route 53 hosted 

zone 

   

  AMI: 

    Type: String 

    Description: AMI ID for the web and application tier instances 

    Default: ami-063d43db0594b521b 

 

Mappings: 

  RegionMap: 

    us-east-1: 

      AMI: ami-7f418316 

    us-west-1: 

      AMI: ami-951945d0 

    us-west-2: 

      AMI: ami-16fd7026 

    eu-west-1: 

      AMI: ami-24506250 

    sa-east-1: 

      AMI: ami-3e3be423 

    ap-southeast-1: 

      AMI: ami-74dda626 

    ap-southeast-2: 

      AMI: ami-b3990e89 

    ap-northeast-1: 

      AMI: ami-dcfa4edd 



 

Resources: 

  VPC: 

    Type: AWS::EC2::VPC 

    Properties: 

      CidrBlock: 10.26.0.0/16 

      EnableDnsSupport: true 

      EnableDnsHostnames: true 

      Tags: 

        - Key: Name 

          Value: !Ref EnvironmentName 

 

  InternetGateway: 

    Type: AWS::EC2::InternetGateway 

    Properties: 

      Tags: 

        - Key: Name 

          Value: !Ref EnvironmentName 

 

  InternetGatewayAttachment: 

    Type: AWS::EC2::VPCGatewayAttachment 

    Properties: 

      InternetGatewayId: !Ref InternetGateway 

      VpcId: !Ref VPC 

 

  PublicSubnet1: 

    Type: AWS::EC2::Subnet 

    Properties: 

      VpcId: !Ref VPC 



      AvailabilityZone: !Select [0, !GetAZs ""] 

      CidrBlock: 10.26.0.0/24 

      MapPublicIpOnLaunch: true 

      Tags: 

        - Key: Name 

          Value: !Sub ${EnvironmentName} Public Subnet (AZ1) 

 

  PrivateSubnet1: 

    Type: AWS::EC2::Subnet 

    Properties: 

      VpcId: !Ref VPC 

      CidrBlock: 10.26.1.0/24 

      AvailabilityZone: us-east-1a 

      MapPublicIpOnLaunch: false 

      Tags: 

        - Key: Name 

          Value: Private 

 

  PrivateSubnet2: 

    Type: AWS::EC2::Subnet 

    Properties: 

      VpcId: !Ref VPC 

      CidrBlock: 10.26.2.0/24 

      AvailabilityZone: us-east-1b 

      MapPublicIpOnLaunch: false 

      Tags: 

        - Key: Name 

          Value: Private2 

 



  PublicRouteTable: 

    Type: AWS::EC2::RouteTable 

    Properties: 

      VpcId: !Ref VPC 

      Tags: 

        - Key: Name 

          Value: !Sub ${EnvironmentName} Public Routes 

 

  DefaultPublicRoute: 

    Type: AWS::EC2::Route 

    DependsOn: InternetGatewayAttachment 

    Properties: 

      RouteTableId: !Ref PublicRouteTable 

      DestinationCidrBlock: 0.0.0.0/0 

      GatewayId: !Ref InternetGateway 

 

  PublicSubnet1RouteTableAssociation: 

    Type: AWS::EC2::SubnetRouteTableAssociation 

    Properties: 

      RouteTableId: !Ref PublicRouteTable 

      SubnetId: !Ref PublicSubnet1 

 

  PrivateRouteTable1: 

    Type: AWS::EC2::RouteTable 

    Properties: 

      VpcId: !Ref VPC 

      Tags: 

        - Key: Name 

          Value: !Sub ${EnvironmentName} Private Routes (AZ1) 



 

 

  WebTierInstance: 

    Type: AWS::EC2::Instance 

    Properties: 

      InstanceType: t2.micro 

      ImageId: !Ref AMI  

      SubnetId: !Ref PublicSubnet1 

      SecurityGroupIds: 

        - !Ref WebTierSecurityGroup 

 

  WebTierSecurityGroup: 

    Type: AWS::EC2::SecurityGroup 

    Properties: 

      GroupDescription: Allow HTTP and SSH from the internet 

      VpcId: !Ref VPC 

      SecurityGroupIngress: 

        - IpProtocol: tcp 

          FromPort: 80 

          ToPort: 80 

          CidrIp: 0.0.0.0/0 

        - IpProtocol: tcp 

          FromPort: 22 

          ToPort: 22 

          CidrIp: 0.0.0.0/0 

 

  ApplicationTierInstance: 

    Type: AWS::EC2::Instance 

    Properties: 



      InstanceType: t2.micro 

      ImageId: !Ref AMI  

      SubnetId: !Ref PrivateSubnet1 

      SecurityGroupIds: 

        - !Ref ApplicationTierSecurityGroup 

 

  ApplicationTierSecurityGroup: 

    Type: AWS::EC2::SecurityGroup 

    Properties: 

      GroupDescription: Allow SSH from Web Tier 

      VpcId: !Ref VPC 

      SecurityGroupIngress: 

        - IpProtocol: tcp 

          FromPort: 22 

          ToPort: 22 

          SourceSecurityGroupId: !Ref WebTierSecurityGroup 

 

  InstanceSecurityGroupDataBase: 

    Type: AWS::EC2::SecurityGroup 

    Properties: 

      GroupDescription: Allow access to the database 

      VpcId: !Ref VPC 

      SecurityGroupIngress: 

        - IpProtocol: tcp 

          FromPort: 3306 

          ToPort: 3306 

          SourceSecurityGroupId: !Ref ApplicationTierSecurityGroup 

 

 



  RDSDBSubnetGroup: 

    Type: AWS::RDS::DBSubnetGroup 

    Properties: 

      DBSubnetGroupDescription: Subnet Group for RDS 

      SubnetIds: 

        - !Ref PrivateSubnet1 

        - !Ref PrivateSubnet2 

 

  RDSDBInstance: 

    Type: AWS::RDS::DBInstance 

    Properties: 

      AllocatedStorage: 20 

      AutoMinorVersionUpgrade: true 

      DBInstanceClass: db.t3.micro 

      DBInstanceIdentifier: !Ref DBName 

      DBName: !Ref DBName 

      Engine: MySQL 

      EngineVersion: "8.0.33" 

      MasterUsername: !Ref DBUsername 

      MasterUserPassword: !Ref DBPassword 

      PubliclyAccessible: false 

      StorageType: gp3 

      MultiAZ: false 

      Port: "3306" 

      StorageEncrypted: false 

      CopyTagsToSnapshot: true 

      EnableIAMDatabaseAuthentication: false 

      VPCSecurityGroups: 

        - !Ref InstanceSecurityGroupDataBase 



      DBSubnetGroupName: !Ref RDSDBSubnetGroup 

      DeletionProtection: false 

      MaxAllocatedStorage: 1000 

      Tags: 

        - Key: Name 

          Value: DBAssessment 

        - Key: createdBy 

          Value: Hitesh Chauhan 

        - Key: Project 

          Value: CloudFormationAssignment01 

        - Key: Environment 

          Value: Prod 

 

  HostedZone01: 

    Type: AWS::Route53::HostedZone 

    Properties: 

      HostedZoneConfig: 

        Comment: "" 

      Name: xyzcorporation.com 

  MyDNSRecord: 

    Type: AWS::Route53::RecordSet 

    Properties: 

      HostedZoneId: !Ref HostedZone01 

      Name: webtier3.xyzcorporation.com 

      Type: A 

      TTL: 300 

      ResourceRecords: 

        - !GetAtt WebTierInstance.PublicIp 

 



Then After Complete the code and need to upload this code to cloud 

formation so this code will create the infrastructure with the help .yml file 

 

Login to AWS Management Console then Search Cloud Formation 

 

 

 

Here we need to upload the template as we created so in this case we need to 
choose existing template then specify template there is 3 option but we need to 
choose upload the template. This template through create the infrastructure. 



 

After upload the template next step will be provide a stack name  

Stack Name :cloudformationinstance without spacing. 

Then As per template we have set the parameters like 
AMI,DBInstanceClass,DBPassword,DBUsername,DomainName,EnvironmentName 
and HostedZone. 

 

 



 

After Click Next You will see Configure Stack option we set a default setting in this. 

 

 



 

 

Then After Click next.we need to review the all the setting as per templates 

 



 

 

 



 

 

 

After Review completed we need to submit the code to cloud formation.cloud 
formation will helps you create the insfrastructure. 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 

This Is the Parameter section as we set before the templates 

 

 

 

After Complete this process we need to all things verify. 



This is the instance created 

1.public instance 

2.private instance 

 

 

 

 

 

This is the security group as per templates 

 



 

 

 

 

 

 

 

 



This is the Hosted Zone 

 

 

In this Hosted zone we have created A record as per code. 

 

 

This is the VPC 

1.Public 

2.Private 

 



 

 

This is the subnet creation 

1.Public  

2.Private  

As per the task. 

 

 

This is public subnet in internet. 

 

 



This is the private subnet without internet. 

 

Route table 

1.Public 

2.Private. 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 


