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Problem Statement:

You work for XYZ Corporation. Your team is asked to deploy similar
architecture multiple times for testing, development, and production
purposes. Implement CloudFormation for the tasks assigned to you below.
Tasks To Be Performed:

Tasks To Be Performed:
1. Create a FIFO SQS queue and test by sending messages.

2. Register your mail in SES and send a test mail to yourself.

ANSWER:

Login to AWS Management Console then Search Cloud Formation. you will see the cloud
formation and click the Cloud Formation.
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In cloud formation need to create the templates

AWSTemplateFormatVersion:

Description:

Resources:
MyFIFOQueue:
Type: "AWS::SQS::Queue"



Properties:

QueueName: "MyFIFOQueuel.fifo" #FIFO queues must end with .fifo

FifoQueue: true

ContentBasedDeduplication: true #Content-based deduplication is the default setting
After complete the code you need to save .yaml file. Save this file as sqs-fifo-queue.yaml.

[ used For this code editor is visual studio.This is the visual studio code editor download
link.

https://code.visualstudio.com

Upload the Template to CloudFormation.

Log in to your AWS Management Console.

¢ Navigate to the CloudFormation service.

e Click Create Stack and select with new resources (standard).

¢ Choose Upload a template file and upload the sqs-fifo-queue.yaml file.
o(Click Next.
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Specify template info

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source

Selecting a template generates an Amazon 53 URL where it will be stored.

(O Amazon S3 URL
Provide an Amazon 53 URL to your
template.

© Upload a template file

Upload your template directly to the
console.

O Sync from Git

Sync a template from your Git
repository.

Upload a template file
4 Choose file

JSON or YAML formatted file

View in Infrastructure Composer

S3 URL: Will be generated when template file is uploaded

Specify template info

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

(O Amazon S3 URL
Provide an Amazon S3 URL to your
template.

© Upload a template file

Upload your template directly to the
console.

(O Sync from Git
Sync a template from your Git
repository.

Upload a template file

J50N or YAML formatted file

View in Infrastructure Composer

S3 URL: Will be generated when template file is uploaded
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Specify template info

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

() Amazon S3 URL

Provide an Amazon $3 URL to your
template.

O Upload a template file

Upload your template directly to the
console.

(O Sync from Git

Sync a template from your Git
repository.

Upload a template file

sqs-fifo-queue.yaml

JSON or YAML formatted file

S3 URL: https://s3.us-east-1.amazonaws.com/cf-templates-2jwhgbwpj8cw-us-east-1/2024-11-15T165702.501Z380-sqs-fifo-

queue.yaml

View in Infrastructure Composer

Click Next.

Cancel




Stack Name myfifoqueue

Then Click Next

CloudFormation » Stacks » Create stack

Step 1

Specify stack details

Create stack

Step 2 Provide a stack name
Specify stack details

Stack name
Step 3

Configure stack options myfifoqueue| I

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 11/128.

Step 4
Review and create

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

No parameters

There are no parameters defined in your template

Cancel
After You Will see Configure stack options
CloudFormation > Stacks > Create stack
P Configure stack options
a2 Tags - optional
M Tags (key-value pairs) are used to apply metadata to AWS resources, which can help in organizing, identifying, and categorizing those resources. You can

add up to 50 unique tags for each stack.

Step 3

Configure stack options No tags associated with the stack.
Step 4 Add new tag

Review and create You can add 50 more tag(s)

Permissions - optional

Specify an existing AWS Identity and Access Management (IAM) service role that CloudFormation can assume.

IAM role - optional
Choose the IAM role for CloudFormation to use for all operations perfoermed on the stack.

‘ IAM role name v Sample-role-name v ‘ ‘ Remove

Then After You will failure option.
Behaviour On Provision Failure

You need to choose Roll back all stack resources

Stack failure options

Behavior on provisioning failure
Specify the roll back behavior for a stack failure. Learn more [ 2
© Roll back all stack resources
Roll back the stack to the last known stable state.
oned resources

¥ provi
a last known stable state will be deleted upon

> Preserve successfully provi
Preserves the state of succe:
stable state. Resources withou

:d resources to the last known
he next stack operation

oned resources, while rolling back fa

Delete newly created resources during a rollback
Specify whether resources that were created during a failed operation should be deleted regardless of their deletion policy. Learn more [3
O Use deletion policy

Retains or deletes created resources according to their attached deletion policy.

Is

V)

Delete all newly created resources
Deletes created resources during a rollback regardless of their attached deletion policy.



Then You will see Advanced Options.Nothing to do on this section.

Then Click Next

Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn maore E

» Stack policy - optional

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration - optional
Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation
rolls it back.

» Notification options - optional

Specify a new or existing Amazon Simple Notification Service topic where notifications about stack events are sent.

» Stack creation options - optional

Specify the timeout and termination protection options for stack creation.

Cancel Previous -

After Click The next you need to review the templates Then Submit

CloudFormation » Stacks » Create stack

Step 1
Create stack

Review and create

Step 2 Step 1: Specify template

Specify stack details

o Prerequisite - Prepare template

Configure stack options

Template
Step 4 Template is ready
Review and create

Template

Template URL
https://s3.us-east-1.amazonaws.com/cf-templates-2jwhgbwpj8cw-us-east-1/2024-11-15T170221.172Zv63-sqs-fifo-queue.yaml

Stack description
CloudFormation template to create an SQS FIFO sqsQueue

Step 2: Specify stack details

Provide a stack name

Stack name
myfifoqueue

Parameters
Q, Search 1 &3
Key - Value -

No parameters

There are no parameters defined in your template




Step 3: Configure stack options

Tags

Q, Search tags

Key 'y Value

No tags

There are no tags defined for this stack

Permissions

No permissions

There is no IAM role associated with this stack

Stack failure options

Rollback on failure
Activated

Delete newly created resources during a rollback
Deactivated

Stack policy

No stack policy

There is no stack policy defined

Rollback configuration

Monitoring time

CloudWatch alarm ARN

Notification options

SNS topic ARN

No notification options

There are no notification options defined




Stack creation options

Timeout

Termination protection
Deactivated

Quick-create link

Use quick-create links to get stacks up and running quickly from the AWS CloudFormation console with the same basic
configuration as this stack. Copy the URL on the link to share. Learn more [2

‘ Open quick-create link [ ‘

‘ Create change set ‘ Cancel Previous -

After Submit Template will creating the resources like fifo queue.

CloudFormation » .. » myfifoqueue myfifoqueue (] X
[ Stacks (1) Update ‘ Stack actions v | ‘ Create stack v |
Q Filter by stack name Stack info Events - updated Resources Outputs Parameters Template Chan >
Filter status

Timeline view - new

@ View nested

1

Events (1) Detect root cause
Stacks
U Q, Search events
myfifoqueue
o 2024-11-15 22:35:40 UTC+0530 Timestamp | Logical ID | Sstatus Detailed status |
(@ CREATE_IN_PROGRESS
2024-11-15 22:35:40 ) @ CREATE_IN_PROGRES
4 » myfifoqueue
UTC+0530 S
4 »
CloudFormation » .. » myfifoqueue myfifoqueue @83 X
= Stacks (1) Delete Update I Stack actions w I l Create stack w J
| Q Filter by stack name Stack info Events - updated Resources Outputs Parameters Template ch >

Filter status

1

Events (5) Detect root cause

Stacks
" Q Search events ‘ @
myfifoqueue
o 2024-11-15 22:35:40 UTC+0530 Timestamp Logical ID | Status ‘ Detailed status

(@ CREATE_IN_PROGRESS

2024-11-15 22:35:44 . (@ CREATE_IN_PROGRES & CONFIGURATION_CO

4 3 myfifoqueue
UTC+0530 S MPLETE

2024-11-15 22:35:44 MYFIFOQ @ CREATE_IN_PROGRES
ueue
UTC+0530 Y s
2024-11-15 22:35:43 © CREATE_IN_PROGRES
MyFIFO I
UTC+0530 YFIFOQueue s
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You will see the resource configuration has been completed.

CloudFormation » .. » myfifoqueue

‘ Q Filter by stack name ‘

[ Stacks (1)

Filter status

@ View nested

1

Stacks

myfifoqueue
[o] 2024-11-15 22:35:40 UTC+0530
© CREATE_COMPLETE

myfifoqueue & X
‘ Delete | ‘ Update | ‘ Stack actions w ‘ | Create stack w
Stack info Events - updated Resources Outputs Parameters Template ch >
Overview
Stack ID Description

n [0 arn:aws:cloudformation:us-east-
1:207567757353:stack/myfifoqueue/d7809730-a373-
11ef-92¢7-125487e00b97 [3

Status
@ CREATE_COMPLETE

Status reason

User Initiated

Parent stack

CloudFormation template to create an SQS FIFO
sqsQueue

Detailed status

(@ CONFIGURATION_COMPLETE

Root stack

Created time
2024-11-15 22:35:40 UTC+0530

Updated time

Then After Go to Simple Queue Service for check the resource create or not for the verifiy

the same.

Verify Queue Creation.

Features
Resources’ New
Documentation
Knowledge articles

Marketplace

Search results for 'sqs'
Services

@ Simple Quel ice

SQS Managed Message Queues

View and manage your AWS service quotas from a central location

Resource has been created through cloudformation template.

Amazon SQS » Queues

Queues (1) C Edit Delete Send and receive messages Actions ¥ Create queue

‘ Q Search queues by prefix 1 @
Name A Type v Created v Messagesavailable ¥  Messagesinflight ¥  Encryption v Content-based deduplication ¥

(@] MyFIFOQueue1 fifo FIFO 2024-11-15T22:35+05:30 [} 0 Amazon 5QS key (SSE-5QS) Enabled

Once the stack is created, go to the SQS Console in AWS.

Verify that there is a new FIFO queue called MyFIFOQueuel.fifo in the list of queues.



Amazon SQ5 > Queues » MyFIFOQueuel.fifo

MyFIFOQueue1.fifo [ede ][ oetete |[ purge || send and receive messages \| Start DLQ redrive
Details info
Name Type ARN
I MyFIFOQueue1.fifo FIFO IT) arm:aws:sqs:us-east-1:207567757353:MyFIFOQueuel fifo
High throughput mode is off
Encryption URL Dead-letter queue
Amazon SQS key (SSE-SQS) [0 https://sqs.us-east-

1.amazonaws.com/207567757353/MyFIFOQueue.fifo

» More

Test the SQS Queue by Sending Messages.
Send a Message to the FIFO Queue.
In the SQS Console, select MyFIFOQueuel.fifo from your list of queues.

Click on Send and receive messages.

Send and receive messages

Send messages to and receive messages from a queue,

Send message info Clear content Send message

Message body
Enter the

age

Message group ID
The tag t fies that a

Message deduplication
sed for

he token v r dedup! ges within the deduplication interva

» Message attributes - Optional Info

Test the SQS Queue by Sending Messages.

Send a Message to the FIFO Queue.

In the SQS Console, select MyFIFOQueuel.fifo from your list of queues.
Click on Send and receive messages.

Enter Message Details. In the Message body section, type a sample message like "Test
message - 1".

Enter a Message Group ID like "Group - 1". For FIFO queues, Message Group ID is
required to ensure the messages are processed in the order they're sent within that
group. Click Send message.



Send and receive messages

Send messages to and receive messages from a queue.

Send message info Clear content Send message

Message body
Enter the message to send to the queue.

Test message - 1

Message group 1D

The tag that specifies that a message belongs to a specific message group.
IIGrouej‘II |

Message deduplication 1D - Optional
The token used for deduplication of messages within the deduplication interval

| Enter message deduplication id |

» Message attributes - Optional Info

Send and receive messages

Send messages to and receive messages from a queue.

Send message info Clear content Send message
‘ © Your message has been sent and is ready to be received. View details X ‘

Message body

Enter the message to send to the queue.

Test message - 1

Message group ID
The tag that specifies that a message belongs to a specific message group.

‘ Group-1 ‘

Message deduplication ID - Optional
The token used for deduplication of messages within the deduplication interval.

‘ Enter message deduplication id ‘

b Message attributes - Optional info

Message: 0b37d307-e95d-4ef5-8bad-7f638f1480a7 X

D MD5 of message body MDS5 of message attributes
0b37d307-e95d-4ef5-8bad- 0ddc5d05496a2f8ec59f287ea27b7 -
7t638f1480a7 Bad

Sequence number
18890056919711727872

Done

Send Additional Messages for Testing.

Send a few more messages, changing the Message body (e.g., "Test message - 2",
"Test message - 3") but using the same Message Group ID.

This will help demonstrate the FIFO behaviour of the queue when messages are
processed.



Receive messages info

Messages available

1

Messages (0)

Polling duration

30

Maximum message count

10

Q, Search messages

1D

v Sent

'y Size

Edit poll settings Stop polling Poll for messages

No messages. To view messages in the queue, poll for messages.

Poll for messages

Polling progress

0 receives/second

View details Delete

v Receive count v

Receive messages info

Messages available

Polling duration

Maximum message count

Edit poll settings Stop polling

J Poll for messages

Polling progress

23%

1 30 10 1 receives/second
Messages (1) View details Delete

Q Search messages <1 @
O D v Sent A Size v Receive count v
O 0b37d307-e95d-4ef5-8bad-7f638f1480a7 2024-11-15T22:43+05:30 16 bytes 1

Receive messages info Edit poll settings Stop polling Poll for messages

Messages available Polling duration Maximum message count Polling progress

@
1 30 0 0O receives/second
Messages (1) View details Delete
Q, Search messages <1 > B
O ID v Sent a Size v Receive count v

O 0b37d307-e95d-4ef5-8bad-7f638f1480a7

2024-11-15T22:43+05:30

16 bytes 3




2.Registering Your Email in Amazon SES and Sending a Test Email.
Register Your Email in Amazon SES. Open the SES Console.

Log in to your AWS Management Console. Go to the SES (Simple Email Service).

Q seﬁsic:n Manager

Search results for 'ses'

Services
Features
Resources New
Documentation
Knowledge articles
Marketplace
Blog posts
Events

Tutorials

Click Get Started.

@ Mail Manager Journaling
Streamline email compliance and reduce costs with SES Mail Manager's email journaling solution. Click here [7 ta learn more.

Customer eng

Amazo n S E S Start using Amazon Simple Email

Service

Highly_sca I-abl-e |nbound and Get started with SES by verifying an email

address and sending domain so that you can

outbound email service start sendling email through SES.

Pricing

In the left sidebar, click on Verified Identities.
Click Create Identity and choose Email Address.

Enter the email address you want to verify (e.g., your-email@example.com) and
click Create Identity.

AWS will send a verification email to the specified address.



Amazon SES > Amazon SES > €

Get set up Identities

The Identities pane lists your domal

Account dashboard

Lidentities must be verified
four

mto

1ore: [ The Recommendations pa he identities you =
Identities (0) 1o Check for racommen. dations Sand test omail Dolate | croateidentity
Q Search all identitices 1 P
Identity - Identity type - Identity status -

- WorkMail

Overview New

w Virtual Deliverability an, vefeosh the tahle by selacting Chee

Manager

Create identity

An identity is a domain, subdomain, or email address you use to send email through Amazon SES. Identity verification at the
domain level extends to all email addresses under one verified domain identity.

Identity details info

Identity type
() Domain © Email address
To verify ownership of a domain, you must have access to To verify ownership of an email address, you must have
its DNS settings to add the necessary records. access to its inbox to open the verification email

(@ Sending email from an email address identity without having the domain identity verified will result in your

message being quarantined or rejected depending on the domain's DMARC policy. Learn more about DMARC
and how to look up a domain's DMARC policy. [?

Email address

hiteshchauh@gmail.cor

Email address can contain up to 320 characters, including plus signs (+), equals signs (=) and underscores (_).

[7] Assign a default configuration set

Enabling this option ensures that the assigned configuration set is applied to messages sent from this identity by default whenever a
configuration set isn‘t specified at the time of sending.

Tags - optional nfo

You can add one or more tags to help manage and organize your resources, including identities.

No tags associated with the resource.

You can add 50 more tags.

Cancel



@ Action required

To verify ownership of this identity, check your inbox for a verification request email and click the link provided.

Amazon SES » Configuration: Identities » hiteshchauh@gmail.com

hiteshchauh@gmail.com Send test email

Summary

Identity status Amazon Resource Name (ARN) AWS Region

@ Vi on pending 5 arn:aws:ses:us-east- US East (N. Virginia)

1:207567757353:identity/hiteshchauh@gmail.com

Recommendations

‘ (@ Recommendations are available only for verified domain identities.

Confirm the Verification Email.
Open your email inbox.

Find the verification email from AWS and click the link to confirm your email
address.

Go back to the SES console and refresh the page to confirm that your email status
shows as Verified.

Amazon Web Services - Email Address Verification Request in region US East (N. Virginia) » e s ©
—_, Amazon Web Services & T @ «

Dear Amazon Web Services Customer,

We have received a request to autharize this email address for use with Amazon SES and Amazon Pinpaint in region US East (N. Virginia). If you requested this verification, please go to the following URL to confirm that you are suthorized to use this email address:

BIHF2F20241115%2F us-gast-1%:

Your request will not ba processed unless you confirm the address using this URL This link expires 24 hours after your original verification request

fyou did NOT request to veriy this email address, do not click on the fink. Please note that many times, the situstion isn't @ phishing attsmpt, but either a misunderstanding of how 1o use our service, or sameone setting up email-sending capabiliies on your behal as part of a legitmate servics, but
without having fully communicated the procedure first

To leam more about sending email from Amazon Web Sarvices, pleasa refer to the Amazon SES Developer Guide at hifp./idocs aws amazon com/ses/\atesyDeveloperGuide/Walcome himl and Amazon Pinpoint Developer Guids at hifp.i/docs aws amazon.compinpointlatest/userguidewelcome him!

Sinceraly,

The Amazon Web Services Team

aws

About AWS ContactUs Support v  English
\u—/-’

AmazonQ  Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events

Congratulations!

You have successfully verified an email address. You can now start sending email from
this address.



Amazon SES » Configuration: Identities » hiteshchauh@gmail.com

Send test email

hiteshchauh@gmail.com

Summary

Identity status Amazon Resource Name (ARN) AWS Region

@ Verified 5] am:awsises:us-east- US East (N. Virginia)
1:207567757353:identity/hiteshchauh@gmail.com

Recommendations

() Recommendations are available only for verified domain identities.

Enable Virtual Deliverability Manager to generate recommendations automatically

Send a Test Email Using SES.
Send a Test Email.

In the SES Console, click on Verified Identities and select the email you just
verified.

Click Send a Test Email.

Amazon SES b4 Amazon SES » Configuration: Identities

Identities

The Identities pane lists your domains, subdomains, and email address identities. All identities must be verified before you use them to send email in Amazon SES. Learn
more [A. The Recommendations pane lists high-impact email authentication issues found for the identities you select and check for recommendations. Learn more [

Get setup
Account dashboard

Reputation metrics

SMTP settings L
Identities (1/1) nfo Check for recommendations | Send test email ” Delete Create identity

¥ Configuration
Q, Search all identities ‘ 1 @
Configuration sets New o o o
2 Identity v Identity type v Identity status v
Dedicated IPs
i hiteshchauh@gmail.com Email address @ Verified
Email templates
Suppression list
Cross-account notifications Recommendations (0) info
Email reces To see high-impact recommendations, select up to 10 identities in the list above and choose Check for recommendations. IF you implement a provided solution, refresh the table by selecting Check
mail receiving for recommendations to ensure it's no longer listed. If you enable Virtual Deliverability Manager, this table will refresh automatically for all your identities
¥ WorkMail Q, Search recommendations [}
Overview New
Impact Identity name v Age v Recommendation/Description v Last checked v Resolve issue v

w Virtual Deliverability
Manager
- No recommendations found

Send a Test Email Using SES.
Send a Test Email.

In the SES Console, click on Verified Identities and select the email you just
verified.

Click Send a Test Email.
Enter Email Details. Email format: Choose Simple.

From address: Enter your own verified email address.



Scenario: Successful delivery
Subject: Type a subject for the email, such as "Test Email from SES".

Body: Type a sample message for the email, such as "Hello, this is a test email from
Amazon SES."

Send test email i

The Amazon SES mailbox simulator lets you test how your application handles different email sending scenarios. Emails that
you send to the mailbox simulator do not count towards your sending quota or your bounce and complaint rates. Learn

more [A
Message details

Email format

© Formatted ) Raw

Choose this option if you want to construct a simple test
message using the form provided. SES takes the
information entered in the form and parses it into email
format for you.

Choose this option if you want to send a more complex
test message, such as one that uses HTML or includes
attachments. This option requires you to format the entire
message yourself.

From-address

hiteshchauh@gmail.com

Scenario  Info
Choose the email sending scenario that you want to simulate. Each scenario corresponds to a different recipient email address managed by
the mailbox simulator. To specify a custom recipient, select Custom.

Custom v
Use a recipient address of your own

Custom recipient
While your account is in the Amazon SES sandbox, you can only send test emails to other verified identities. If you've verified an identity at
the domain level, you can send a test email to any email address under that verified domain.

‘ hiteshchauh@gmail.com ‘

Subject

‘ Test Email from SES ‘

Body - optional

Hello, this is a test email from Amazon SES

Configuration set - optional  Info

‘ my-first-configuration-set v ‘

[b Additional configurations - optional]

Verify the Test Email. Check your email inbox for the test email from SES. It should
arrive within a few moments.
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