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Employee profile of XYZ company – New employees input their information and upload photos. 

Existing employees can get their information. 

Here, we will work on an employee profile web application to send employee information, upload 

photos to specific RDS databases, S3 Bucket, and get notifications about the employee data to 

respect the user or admin team. We will publish the information to an Amazon SQS which keeps 

it secure and private to respect individual email or phone numbers. 
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Prerequisite: 

Basic understanding of Python Flask Framework. 

An AWS account and access credentials to configure the S3 connection. 

Lambda Function and SQS Topic 

A Flask web application project repository. (Don't worry if you don't have a repository feel free to 

use this repository https://github.com/hiteshchauhan89/aws-code-main.git ) 

This is Optional but Cloud Formation makes the creation of AWS resources easy. (Don’t worry if 

you don’t know feel free to use this repository https://github.com/hiteshchauhan89/Cloud-

formation-Template-Code/blob/main/vpc-new.yaml) 
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Getting Started 

Set up VPC for Load Balancer, Ec2 instance, and RDS Database — Two public and two private 

subnets. (But in the title Image you see one public subnet because Load Balancer required 2 

subnets 1 for the current run and another for backup if the failure happens then switch to that 

one) 

 

Created VPC with 1 public and 3 private subnets. 

Security Group & Network ACLs for secure communication. 

EC2 Instance in the public subnet. 

S3 Bucket for static website hosting. 

DynamoDB Table for additional data storage. 

#Route 53 Domain Setup (placeholder for custom domain). 

#AMI Creation for application deployment. 

#Elastic Load Balancer (ELB) & Auto Scaling Group (ASG) for high availability. 

S3 Event Notifications for automation. 

SNS Topic for alerts and testing. 

 

Step — 1:- Navigate to Cloud Formation and click Create New Stack, upload or copy 

the file as mentioned above. Now check whether all AWS resources are created or 

not. 

Set up VPC for Load Balancer, Ec2 instance, and RDS Database — Two public and 

two private subnets. (But in the title Image you see one public subnet because 

Load Balancer required 2 subnets 1 for the current run and another for backup if 

the failure happens then switch to that one) 

This is the aws yaml code for this projects 

AWSTemplateFormatVersion: "2010-09-09" 

Description: "CloudFormation template for VPC, EC2, S3, DynamoDB, S3 Event 

Notifications, and SNS." 

 

Parameters: 

  VpcCIDR: 

    Type: String 

    Default: "10.0.0.0/16" 
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  PublicSubnetCIDR: 

    Type: String 

    Default: "10.0.1.0/24" 

 

  PrivateSubnet1CIDR: 

    Type: String 

    Default: "10.0.2.0/24" 

   

  PrivateSubnet2CIDR: 

    Type: String 

    Default: "10.0.3.0/24" 

   

  PrivateSubnet3CIDR: 

    Type: String 

    Default: "10.0.4.0/24" 

 

  ImageId: 

    Type: AWS::EC2::Image::Id 

    Description: "Provide a valid AMI ID for your AWS region" 

 

  InstanceType: 

    Type: String 

    Default: "t2.micro" 

   

  KeyName: 

    Type: AWS::EC2::KeyPair::KeyName 

    Description: "Enter the name of an existing EC2 KeyPair" 

 

Resources: 
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  # VPC 

  MyVPC: 

    Type: AWS::EC2::VPC 

    Properties: 

      CidrBlock: !Ref VpcCIDR 

      EnableDnsSupport: true 

      EnableDnsHostnames: true 

      Tags: 

        - Key: Name 

          Value: EmployeeVPC 

 

  # Subnets 

  PublicSubnet: 

    Type: AWS::EC2::Subnet 

    Properties: 

      VpcId: !Ref MyVPC 

      CidrBlock: !Ref PublicSubnetCIDR 

      MapPublicIpOnLaunch: true 

      AvailabilityZone: !Select [0, !GetAZs ""] 

 

  PrivateSubnet1: 

    Type: AWS::EC2::Subnet 

    Properties: 

      VpcId: !Ref MyVPC 

      CidrBlock: !Ref PrivateSubnet1CIDR 

      AvailabilityZone: !Select [1, !GetAZs ""] 

 

  PrivateSubnet2: 

    Type: AWS::EC2::Subnet 

    Properties: 



7 | P a g e  
 

      VpcId: !Ref MyVPC 

      CidrBlock: !Ref PrivateSubnet2CIDR 

      AvailabilityZone: !Select [2, !GetAZs ""] 

 

  PrivateSubnet3: 

    Type: AWS::EC2::Subnet 

    Properties: 

      VpcId: !Ref MyVPC 

      CidrBlock: !Ref PrivateSubnet3CIDR 

      AvailabilityZone: !Select [0, !GetAZs ""] 

 

  # Internet Gateway & Route Table 

  InternetGateway: 

    Type: AWS::EC2::InternetGateway 

 

  AttachGateway: 

    Type: AWS::EC2::VPCGatewayAttachment 

    Properties: 

      VpcId: !Ref MyVPC 

      InternetGatewayId: !Ref InternetGateway 

 

  PublicRouteTable: 

    Type: AWS::EC2::RouteTable 

    Properties: 

      VpcId: !Ref MyVPC 

 

  PublicRoute: 

    Type: AWS::EC2::Route 

    DependsOn: AttachGateway 

    Properties: 
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      RouteTableId: !Ref PublicRouteTable 

      DestinationCidrBlock: "0.0.0.0/0" 

      GatewayId: !Ref InternetGateway 

 

  # Security Group 

  InstanceSecurityGroup: 

    Type: AWS::EC2::SecurityGroup 

    Properties: 

      GroupDescription: "Allow SSH and HTTP access" 

      VpcId: !Ref MyVPC 

      SecurityGroupIngress: 

        - IpProtocol: tcp 

          FromPort: 22 

          ToPort: 22 

          CidrIp: 0.0.0.0/0 

        - IpProtocol: tcp 

          FromPort: 80 

          ToPort: 80 

          CidrIp: 0.0.0.0/0 

 

  # Network ACL 

  PublicSubnetACL: 

    Type: AWS::EC2::NetworkAcl 

    Properties: 

      VpcId: !Ref MyVPC 

 

  AllowInboundHTTP: 

    Type: AWS::EC2::NetworkAclEntry 

    Properties: 

      NetworkAclId: !Ref PublicSubnetACL 
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      RuleNumber: 100 

      Protocol: 6 

      RuleAction: allow 

      Egress: false 

      CidrBlock: 0.0.0.0/0 

      PortRange: 

        From: 80 

        To: 80 

 

  # EC2 Instance 

  EC2Instance: 

    Type: AWS::EC2::Instance 

    Properties: 

      InstanceType: !Ref InstanceType 

      ImageId: !Ref ImageId 

      KeyName: !Ref KeyName 

      SubnetId: !Ref PublicSubnet 

      SecurityGroupIds: 

        - !Ref InstanceSecurityGroup 

      Tags: 

        - Key: Name 

          Value: EmployeeAppInstance 

      UserData: 

        Fn::Base64: !Sub | 

          #!/bin/bash -xe 

          sudo yum update -y 

          sudo yum install -y python3 python3-pip git mysql 

          sudo pip3 install flask boto3 pymysql 

          cd /home/ec2-user 

          git clone https://github.com/hiteshchauhan89/aws-code-main.git 
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          cd aws-code-main 

          nohup python3 EmpApp.py > app.log 2>&1 & 

 

  # S3 Bucket for Static Website Hosting 

  EmployeeS3Bucket: 

    Type: AWS::S3::Bucket 

    Properties: 

      BucketName: !Sub "employee-static-website-${AWS::AccountId}" 

      WebsiteConfiguration: 

        IndexDocument: "index.html" 

        ErrorDocument: "error.html" 

      PublicAccessBlockConfiguration: 

        BlockPublicAcls: false 

        BlockPublicPolicy: false 

        IgnorePublicAcls: false 

        RestrictPublicBuckets: false 

 

  # DynamoDB Table 

  EmployeeDynamoDBTable: 

    Type: AWS::DynamoDB::Table 

    Properties: 

      TableName: "EmployeeData" 

      AttributeDefinitions: 

        - AttributeName: "EmployeeID" 

          AttributeType: "S" 

      KeySchema: 

        - AttributeName: "EmployeeID" 

          KeyType: "HASH" 

      BillingMode: PAY_PER_REQUEST 
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  # S3 Event Notifications (Triggers SNS) 

  S3EventNotification: 

    Type: AWS::Lambda::Permission 

    Properties: 

      Action: "lambda:InvokeFunction" 

      FunctionName: !Ref S3LambdaFunction 

      Principal: "s3.amazonaws.com" 

      SourceArn: !GetAtt EmployeeS3Bucket.Arn 

 

  # Lambda Function for S3 Event 

  S3LambdaFunction: 

    Type: AWS::Lambda::Function 

    Properties: 

      FunctionName: "S3EventProcessor" 

      Runtime: "python3.8" 

      Handler: "index.lambda_handler" 

      Role: !GetAtt LambdaExecutionRole.Arn 

      Code: 

        ZipFile: | 

          import json 

          def lambda_handler(event, context): 

              print("S3 Event Received:", json.dumps(event)) 

              return {"statusCode": 200, "body": "Event Processed"} 

 

  # Lambda Execution Role 

  LambdaExecutionRole: 

    Type: AWS::IAM::Role 

    Properties: 

      AssumeRolePolicyDocument: 

        Version: "2012-10-17" 
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        Statement: 

          - Effect: Allow 

            Principal: 

              Service: "lambda.amazonaws.com" 

            Action: "sts:AssumeRole" 

      Policies: 

        - PolicyName: "LambdaS3AccessPolicy" 

          PolicyDocument: 

            Version: "2012-10-17" 

            Statement: 

              - Effect: Allow 

                Action: 

                  - "s3:GetObject" 

                  - "s3:PutObject" 

                Resource: !Sub "${EmployeeS3Bucket.Arn}/*" 

 

  # SNS Topic 

  EmployeeSNSTopic: 

    Type: AWS::SNS::Topic 

    Properties: 

      TopicName: "EmployeeNotifications" 

 

  EmployeeSNSTopicSubscription: 

    Type: AWS::SNS::Subscription 

    Properties: 

      TopicArn: !Ref EmployeeSNSTopic 

      Protocol: email 

      Endpoint: "your-email@example.com" 

 

Outputs: 
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  VpcId: 

    Value: !Ref MyVPC 

 

  PublicSubnetId: 

    Value: !Ref PublicSubnet 

 

  EC2InstanceId: 

    Value: !Ref EC2Instance 

 

  EmployeeS3BucketName: 

    Value: !Ref EmployeeS3Bucket 

 

  DynamoDBTableName: 

    Value: !Ref EmployeeDynamoDBTable 

 

  SNSTopicARN: 

    Value: !Ref EmployeeSNSTopic 

 

Now need to check the all things 
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Subnets 

 

 

 

Route Tables 
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Main VPC 

 

 

In This VPC Created 1 ec2 instance in public EmployeeVPC subnet  
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CREATED S3 BUCKETS 

 

 

CREATED DYNAMODB  

 

 

CREATED LAMBDA FUNCTION 

 

CREATED RDS DATABASE 
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Step — 2:- Connect to AWS EC2 instance in private subnet and get internet via Nat-

gateway. 

Additionally, create a VPC endpoint for connecting with private ec2 instance 

Created VPC Endpoints in EmployeeVPC  

 

 

 

Then Click Create endpoint. 
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After Endpoint creation need to connect the endpoint through ec2 instance 

 

Created NAT Gateway 
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Step — 3: Next, go to the aws-code-main directory and list out all files by using the simple 

command ls 

Change all requirements of config.py and EmpApp.py files by using the sudo nano config.py and 

sudo nano EmpApp.py commands from all aws resources created in step -1 and Create S3 

bucket, specify your region like us-east-1. 

 

customhost = "aws-case-study.cod0owcwm9sa.us-east-1.rds.amazonaws.com" 

customuser = "admin" 

custompass = "Hitesh123" 

customdb = "aws-case-study" 

custombucket = "employee-static-website-850995532146" 

customregion = "us-east-1 

 

------------------------------------------------------------------------------------------------------------------------ 

EmpApp.py file 

from flask import Flask, render_template, request 

from pymysql import connections 

import os 

import boto3 

from config import * 

 

app = Flask(__name__) 

 

# DBHOST = os.environ.get("DBHOST") 

# DBPORT = os.environ.get("DBPORT") 
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# DBPORT = int(DBPORT) 

# DBUSER = os.environ.get("DBUSER") 

# DBPWD = os.environ.get("DBPWD") 

# DATABASE = os.environ.get("DATABASE") 

 

bucket= "employee-static-website-850995532146" 

region= "us-east-1" 

 

db_conn = connections.Connection( 

    host= "aws-case-study-database.cod0owcwm9sa.us-east-1.rds.amazonaws.com", 

    port=3306, 

    user= "admin", 

    password= "Hitesh123", 

    db= "aws-case-study" 

     

) 

output = {} 

table = 'employee'; 

 

@app.route("/", methods=['GET', 'POST']) 

def home(): 

    return render_template('AddEmp.html') 

 

@app.route("/about", methods=['POST']) 

def about(): 

    return render_template('www.intellipaat.com'); 

@app.route("/addemp", methods=['POST']) 

def AddEmp(): 

    emp_id = request.form['emp_id'] 

    first_name = request.form['first_name'] 

    last_name = request.form['last_name'] 
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    pri_skill = request.form['pri_skill'] 

    location = request.form['location'] 

    emp_image_file = request.files['emp_image_file'] 

   

    insert_sql = "INSERT INTO employee VALUES (%s, %s, %s, %s, %s)" 

    cursor = db_conn.cursor() 

 

    if emp_image_file.filename == "": 

        return "Please select a file" 

 

    try: 

         

        cursor.execute(insert_sql,(emp_id, first_name, last_name, pri_skill, location)) 

        db_conn.commit() 

        emp_name = "" + first_name + " " + last_name 

        # Uplaod image file in S3 # 

        emp_image_file_name_in_s3 = "emp-id-"+str(emp_id) + "_image_file" 

        s3 = boto3.resource('s3') 

 

          try: 

            print("Data inserted in MySQL RDS... uploading image to S3...") 

            s3.Bucket(custombucket).put_object(Key=emp_image_file_name_in_s3, 

Body=emp_image_file) 

            bucket_location = boto3.client('s3').get_bucket_location(Bucket=custombucket) 

            s3_location = (bucket_location['LocationConstraint']) 

 

            if s3_location is None: 

                s3_location = '' 

            else: 

                s3_location = '-' + s3_location 
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            object_url = "https://s3{0}.amazonaws.com/{1}/{2}".format( 

                s3_location, 

                custombucket, 

                emp_image_file_name_in_s3) 

 

            # Save image file metadata in DynamoDB # 

            print("Uploading to S3 success... saving metadata in dynamodb...") 

         

             

            try: 

                dynamodb_client = boto3.client('dynamodb', region_name='us-east-1') 

                dynamodb_client.put_item( 

                 TableName='EmployeeData', 

                    Item={ 

                     'empid': { 

                          'N': emp_id 

                      }, 

                      'image_url': { 

                            'S': object_url 

                        } 

                    } 

                ) 

 

            except Exception as e: 

                program_msg = "Flask could not update DynamoDB table with S3 object URL" 

                return str(e) 

         

        except Exception as e: 

            return str(e) 

 

    finally: 
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        cursor.close() 

 

    print("all modification done...") 

    return render_template('AddEmpOutput.html', name=emp_name) 

 

@app.route("/getemp", methods=['GET', 'POST']) 

def GetEmp(): 

    return render_template("GetEmp.html") 

 

 

@app.route("/fetchdata", methods=['GET','POST']) 

def FetchData(): 

    emp_id = request.form['emp_id'] 

 

    output = {} 

    select_sql = "SELECT emp_id, first_name, last_name, pri_skill, location from employee where 

emp_id=%s" 

    cursor = db_conn.cursor() 

 

    try: 

        cursor.execute(select_sql,(emp_id)) 

        result = cursor.fetchone() 

 

        output["emp_id"] = result[0] 

        print('EVERYTHING IS FINE TILL HERE') 

        output["first_name"] = result[1] 

        output["last_name"] = result[2] 

        output["primary_skills"] = result[3] 

        output["location"] = result[4] 

        print(output["emp_id"]) 

        dynamodb_client = boto3.client('dynamodb', region_name=customregion) 
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        try: 

            response = dynamodb_client.get_item( 

                TableName='EmployeeData', 

                Key={ 

                    'empid': { 

                        'N': str(emp_id) 

                    } 

                } 

            ) 

            image_url = response['Item']['image_url']['S'] 

 

        except Exception as e: 

            program_msg = "Flask could not update DynamoDB table with S3 object URL" 

            return render_template('addemperror.html', errmsg1=program_msg, errmsg2=e) 

 

    except Exception as e: 

        print(e) 

 

    finally: 

        cursor.close() 

 

    return render_template("GetEmpOutput.html", id=output["emp_id"], 

fname=output["first_name"], 

                           lname=output["last_name"], interest=output["primary_skills"], 

location=output["location"], 

                           image_url=image_url) 

 

if __name__ == '__main__': 

    app.run(host='0.0.0.0',port=80,debug=True) 

 

Save all changes in the Ec2 instance and proceed with the Next Steps. 
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Before We need to create the database  

 

CREATE DATABASES aws-case-study; 

Then Type SHOW DATABASES; 

Then Create Tables name is employee; 

CREATE TABLE employee (empid VARCHAR (20), first_name VARCHAR (20), last_name 

VARCHAR (20), primary_skills VARCHAR (20), location VARCHAR (20)); 

 

Step — 5: Run python files with sudo python3 EmpApp.py command from the flask web 

application and check whether it works or not. 

Instance profile that has to be attached to the EC2 instance being launched. The instance profile 

should have permission to access RDS, DynamoDB, and S3 Bucket. (This will be there in the 

cloud formation script) 
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Now All this done you need to run the command 

python3 EmpApp.py 

If You any getting error you need to install the dependencies of python. 

          sudo apt-get update -y 

          sudo apt-get install python3 -y 

          sudo apt-get install python3-boto3 -y 

          sudo apt-get install python3-flask -y 

          sudo apt-get install mysql-server -y 

          sudo apt-get install python3-pymysql -y 

          git clone https://github.com/hiteshchauhan89/aws-code-main.git 

 

https://github.com/hiteshchauhan89/aws-code-main.git
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After Things Completed copy the public ip and paste the web browser.you will see like this page. 
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This is s3 bucket.the image has been automatically uploaded from EmpApp.py scripts. 
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Here fill in the data and click update Database button then navigate to our RDS instance and log 

in earlier exiting the MySQL database. 

 

 

RDS Instance 
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Step — 6: Create a lambda function that will trigger the s3 bucket as soon as files are 

uploaded in the S3 bucket and set the destination to SQS notification to get the user or 

admin of this web application to know about employee data. 

Lambda function to get triggered when an object is uploaded to the bucket. SQS Queue for 

Lambda to respond with user email ID subscription. 

 

 

 

 


