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Employee profile of XYZ company - New employees input their information and upload photos.
Existing employees can get their information.

Here, we will work on an employee profile web application to send employee information, upload
photos to specific RDS databases, S3 Bucket, and get notifications about the employee data to
respect the user or admin team. We will publish the information to an Amazon SQS which keeps
it secure and private to respect individual email or phone numbers.
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Application Architecture

XYZ Internal Web Page

Main Page

User Input *
Employee Name .
Location
Age RDS (MySQL)
Technology

Employee Information

Upload Photo : Employee D

Application Logic

Open Web Page About Us Page > Static Webpage from S3
i in > > N > .
—— fa"‘r";"n'i';"’"‘ put all it in INSERT in ROS MySQL
> (EET variables database
+ Technology
+ Salary
Get Employee Info | Take User Input > Putinputina > GET Employee
» Page « Employee ID variable information from RDS
MySQL database
Create VPC Setup Firew all in VPC Create Bastion Host Create S3 Bucket
1 Public Subnet > Create Security Groups & $  Launch an EC2 instance in the > ToStore images
3 Private Subnets Netw ork ACLs Public Subnet For Static Website Hosting
Create AMIw ith application Domain Name Setup Create RDS Instance
Login to a EC2 instance and setup [« Get a Domain Name < Cre:t:;yg;mnDEL Table <+ Connect to it and create “employee”
application Setup Route 53 2 CEETER table
Create ELB & ASG Create 53 Event - Setup SNS. topic. )
Setup application w ith Load > Tosend notification to SKS > Email subscriber to receive — Test Application
Balancer and Route 53 upload success message
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Prerequisite:

Basic understanding of Python Flask Framework.

An AWS account and access credentials to configure the S3 connection.
Lambda Function and SQS Topic

A Flask web application project repository. (Don't worry if you don't have a repository feel free to
use this repository https://github.com/hiteshchauhan89/aws-code-main.git )

This is Optional but Cloud Formation makes the creation of AWS resources easy. (Don’t worry if
you don’t know feel free to use this repository https://github.com/hiteshchauhan89/Cloud-
formation-Template-Code/blob/main/vpc-new.yaml)
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Getting Started

Set up VPC for Load Balancer, Ec2 instance, and RDS Database — Two public and two private
subnets. (But in the title Image you see one public subnet because Load Balancer required 2
subnets 1 for the current run and another for backup if the failure happens then switch to that
one)

Created VPC with 1 public and 3 private subnets.

Security Group & Network ACLs for secure communication.

EC2 Instance in the public subnet.

S3 Bucket for static website hosting.

DynamoDB Table for additional data storage.

#Route 53 Domain Setup (placeholder for custom domain).

#AMI Creation for application deployment.

#Elastic Load Balancer (ELB) & Auto Scaling Group (ASG) for high availability.
S3 Event Notifications for automation.

SNS Topic for alerts and testing.

Step — 1:- Navigate to Cloud Formation and click Create New Stack, upload or copy
the file as mentioned above. Now check whether all AWS resources are created or
not.

Set up VPC for Load Balancer, Ec2 instance, and RDS Database — Two public and
two private subnets. (But in the title Image you see one public subnet because
Load Balancer required 2 subnets 1 for the current run and another for backup if
the failure happens then switch to that one)

This is the aws yaml code for this projects
AWSTemplateFormatVersion: "2010-09-09"

Description: "CloudFormation template for VPC, EC2, S3, DynamoDB, S3 Event
Notifications, and SNS."

Parameters:
VpcCIDR:
Type: String
Default: "10.0.0.0/16"

4|Page




PublicSubnetCIDR:
Type: String
Default: "10.0.1.0/24"

PrivateSubnet1CIDR:
Type: String
Default: "10.0.2.0/24"

PrivateSubnet2CIDR:
Type: String
Default: "10.0.3.0/24"

PrivateSubnet3CIDR:
Type: String
Default: "10.0.4.0/24"

Imageld:
Type: AWS::EC2::Image::1d

Description: "Provide a valid AMI ID for your AWS region”
InstanceType:

Type: String

Default: "t2.micro"
KeyName:

Type: AWS::EC2::KeyPair::KeyName

Description: "Enter the name of an existing EC2 KeyPair"

Resources:
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# VPC
MyVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 'Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: EmployeeVPC

# Subnets
PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
Vpcld: 'Ref MyVPC
CidrBlock: 'Ref PublicSubnetCIDR
MapPubliclpOnLaunch: true
AvailabilityZone: !Select [0, !GetAZs ""]

PrivateSubnet1:
Type: AWS::EC2::Subnet
Properties:
Vpcld: 'Ref MyVPC
CidrBlock: 'Ref PrivateSubnet1CIDR
AvailabilityZone: !Select [1, !GetAZs ""]

PrivateSubnet2:
Type: AWS::EC2::Subnet

Properties:
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Vpcld: 'Ref MyVPC
CidrBlock: 'Ref PrivateSubnet2CIDR
AvailabilityZone: !Select [2, !GetAZs ""]

PrivateSubnet3:
Type: AWS::EC2::Subnet
Properties:
Vpcld: !Ref MyVPC
CidrBlock: 'Ref PrivateSubnet3CIDR
AvailabilityZone: !Select [0, !GetAZs ""]

# Internet Gateway & Route Table
InternetGateway:

Type: AWS::EC2::InternetGateway

AttachGateway:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
Vpcld: 'Ref MyVPC

InternetGatewayld: !Ref InternetGateway

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:

Vpcld: 'Ref MyVPC

PublicRoute:
Type: AWS::EC2::Route
DependsOn: AttachGateway

Properties:
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RouteTableld: 'Ref PublicRouteTable
DestinationCidrBlock: "0.0.0.0/0"

Gatewayld: 'Ref InternetGateway

# Security Group
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: "Allow SSH and HTTP access”
Vpcld: 'Ref MyVPC
SecurityGrouplngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
Cidrlp: 0.0.0.0/0
- IpProtocol: tcp
FromPort: 80
ToPort: 80
Cidrlp: 0.0.0.0/0

# Network ACL
PublicSubnetACL:
Type: AWS::EC2::NetworkAcl
Properties:

Vpcld: 'Ref MyVPC

AllowInboundHTTP:
Type: AWS::EC2::NetworkAclEntry
Properties:

NetworkAclld: 'Ref PublicSubnetACL
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RuleNumber: 100
Protocol: 6
RuleAction: allow
Egress: false
CidrBlock: 0.0.0.0/0
PortRange:

From: 80

To: 80

# EC2 Instance
EC2Instance:
Type: AWS::EC2::Instance
Properties:
InstanceType: !Ref InstanceType
Imageld: !Ref Imageld
KeyName: 'Ref KeyName
Subnetld: 'Ref PublicSubnet
SecurityGrouplds:
- 'Ref InstanceSecurityGroup
Tags:
- Key: Name
Value: EmployeeApplnstance
UserData:
Fn::Base64: !Sub |
#!/bin/bash -xe
sudo yum update -y
sudo yum install -y python3 python3-pip git mysql
sudo pip3 install flask boto3 pymysql
cd /home/ec2-user

git clone https://github.com/hiteshchauhan89 /aws-code-main.git

9|Page




cd aws-code-main

nohup python3 EmpApp.py > app.log 2>&1 &

# S3 Bucket for Static Website Hosting
EmployeeS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub "employee-static-website-${AWS::AccountId}"
WebsiteConfiguration:
IndexDocument: "index.html"
ErrorDocument: "error.html”
PublicAccessBlockConfiguration:
BlockPublicAcls: false
BlockPublicPolicy: false
IgnorePublicAcls: false

RestrictPublicBuckets: false

# DynamoDB Table
EmployeeDynamoDBTable:
Type: AWS::DynamoDB::Table
Properties:
TableName: "EmployeeData”
AttributeDefinitions:
- AttributeName: "EmployeelD"
AttributeType: "S"
KeySchema:
- AttributeName: "EmployeelD"
KeyType: "HASH"
BillingMode: PAY_PER_REQUEST
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# S3 Event Notifications (Triggers SNS)
S3EventNotification:
Type: AWS::Lambda::Permission
Properties:
Action: "lambda:InvokeFunction"
FunctionName: !Ref S3LambdaFunction
Principal: "s3.amazonaws.com"

SourceArn: !GetAtt EmployeeS3Bucket.Arn

# Lambda Function for S3 Event
S3LambdaFunction:
Type: AWS::Lambda::Function
Properties:
FunctionName: "S3EventProcessor"
Runtime: "python3.8"
Handler: "index.lambda_handler”
Role: !GetAtt LambdaExecutionRole.Arn
Code:
ZipFile: |
import json
def lambda_handler(event, context):
print("S3 Event Received:", json.dumps(event))

return {"statusCode": 200, "body": "Event Processed"}

# Lambda Execution Role
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:

Version: "2012-10-17"
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Statement:
- Effect: Allow
Principal:
Service: "lambda.amazonaws.com”
Action: "sts:AssumeRole"
Policies:
- PolicyName: "LambdaS3AccessPolicy”
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "s3:GetObject”
- "s3:PutObject”
Resource: !Sub "${EmployeeS3Bucket.Arn}/*"

# SNS Topic

EmployeeSNSTopic:
Type: AWS::SNS::Topic
Properties:

TopicName: "EmployeeNotifications"

EmployeeSNSTopicSubscription:
Type: AWS::SNS::Subscription
Properties:

TopicArn: !Ref EmployeeSNSTopic
Protocol: email

Endpoint: "your-email@example.com”

Outputs:
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Vpcld:

Value: 'Ref MyVPC

PublicSubnetld:

Value: 'Ref PublicSubnet

EC2Instanceld:

Value: 'Ref EC2Instance

EmployeeS3BucketName:

Value: 'Ref EmployeeS3Bucket

DynamoDBTableName:
Value: 'Ref EmployeeDynamoDBTable

SNSTopicARN:

Value: 'Ref EmployeeSNSTopic

Now need to check the all things

Resource map CIDRs Flow logs

Resource map info

VPC show details

‘Your AWS virtual network

EmployeeVPC

Integrations

Subnets (4)
Subnets within this VPC

us-east-1a
subnet-0888a028abf60b376
subnet-03b1aafad59d8463d
us-east-1b
B subnet-074d741f6b9c3b921
us-east-1c

@ subnet-0aas89abcifaada2s

Route tables (2)

Route network traffic to resources

rtb-0484886293961c54a

rtb-09c4163383ea020f7

Network connections (1)

Connections to other networks

igw-00de704509d742987

©

VPCdashboard < YourVPCs (2) wo

v | veciD
vpe-05258f2289ad8a8

vpe-056bf1d89dcfI098e

State v | Block Public... ¥ | IPv4CIDR
@© Available Qoff 10000/16
@ Available © off 172.31.00/16

Q Search
EC2 Global View [3

O | Name
( Fitter by ve v

EmployeeVPC
v Virtual private cloud

Your VPCs <
Subnets
Route tables
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Subnets

ets nto pdatad Create subnet
VPC dashboard < Subnets (10) i s O ) o
(Q Find resources by attribute or tag 1 @
EC2 Global View [2 A
(“Fitter by ve %) Subnet ID v | State v | vPC v | Block Public... ¥ | IPv4 CIDR v 1Pv6 CIDR v | Py
subnet-008038d63bafdecca @ Available vpc-056bf1d89dcfo098e @ off 172.31.0.0/20 = =
v Virtual private cloud subnet-0888a028ab60D376 @ Available VpC-05ae584F2289ad8a8 | EmployeeVPC Qoff 100.1.0/24 - -
ous. VPes abc1faada2s @© Available VDC-052e58F2289a838 | Employes\PC ©off 10.0.3.0/24 =
Subnets
. @ Available vpC-056bf1d89dcfo098e Qo 172.31.16.0/20 -
Route tables
b @ Available 56bf1d89d Qoff 172.31.80.0/20 - -
Intemet gateways 1d85 e
ubnet-09! 19fb5Sb24e503: Available vpc-056bf1d89dcfI098 off .31.64.( - =
e et et 5d9fhsb24e503c @ Available /PC-056bf1489dcfI098 Qof 172.3164.0/20 3
gateways
G t - =
arrier gateways
o Select a subnet
PHED nntinn <ate
) ° o =w
Sk 1) i © (o =) Qe
VPC dashboard <
Q_ Find resources by attribute ) 1 ]
EC2 Global View [2
Subnet ID v | state v | vec v | BlockPublic... ¥ | IPva CIDR v | IPveCIDR v | v
Filter by VPC v |
‘ ) subnef 30f73b6b7 @ Available vpc-056bf1d89dcfo098e @ off 172.31.80.0/20 - -
¥ Virtual private cloud subs dd9fbSb24e503c © Available vpc-056bf1d89dcf9098e @ off 172.31.64.0/20 - -
Your VPCs subnet-03b13afad59d8463d © Available vpe-05ae58df2289ad8a8 | EmployeeVPC © off 10.0.4.0/24 - -
Subnets © Available vpe-056bf1d89dcf9098e © off 172.31.32.0/20 - -
Route tables subnet-074d741 @ Available VPC-0535842289ad8a8 | EmployeeVPC 100.2.0/24 - -
Internet gateways
R subnet-0e07h989fa8e3135d © Available VPC-056bf1d89dcfI0: 172.31.480/20 = =
Egress-only internet i >
gateways
G t - =
arrier gateways
g Select a subnet
e VPC > Routetables > rtb-0484886293961cS4a © 6 &
VPC dashboard < rtb-0484886293961c54a
EC2 Global View [3
F = Details o
Route table 1D Main Explicit subnet associations Edge associations
¥ Virtual private cloud D) rtb-0484886293961c54a 0 Yes - -
YourVPCs VPC Owner ID
Subnets vpc-05ae58df2289ad8a8 | EmployeeVPC 0 850995532146
Route tables
Internet gateways Routes  Subnet i Edge i Route pr Tags
Egress-only intemet
ateways —
g Routes (1) Both v
Carrier gateways i B
Q Filter routes 1 (o]
DHCP option
Destination v | Target v | Status v | Propagated v
Elastic IPs
Managed prefixlists 10000/16 local @Active "
NAT gateways
Peerina connections
© vrc > Routetables > rth-09ca163383ea02017
VPC dashboard < rtb-09c4163383ea020f7
EC2 Global View [2
. - Details o
Route table 1D Main Explicit subnet associations Edge associations
¥ Virtual private cloud 15 rb-09c416326523020F7 B No - -
Your VPCs Owner 1D
Subnets 5ae58di2289ad8a8 | EmployeeVPe D 850995552146
Route tables
Internet gateways Routes Subnet associations Edge associations Route propagation Tags
Egress-anly intermet
gateways Routes (2) [ Both » | ( Edit routes
Carrier gateways E . -
Q_Filter routes 1 @
DHCP option sets
Destination Targe Status Propagated
Elastic IPs rHinati e oot v | s hl megt v
Managed prefi lists 0.0.0.0/0 gw-00de 7045090742987 @ Active o
NAT gateways 10.0.0.0/16 toc @ Active No

Pee

v Security
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Main VPC

=]

VPC dashboard <

Your VPCs (1/1) info

© 6 &

e @ oo ) QD |

(@ search
EC2 Global View (2
e [ VPC ID : vpe-05ae58df2289ad8a8 | x] ( Clear filters ) ) @
. . Name v v State v Block Public... ¥ I1Pv4 CIDR v IPv6 CIDR v DHCP option
¥ Virtual private cloud
Vour VPCs ( EmployeeVPC @ Available Qo 100.0.0/16 - dopt-00251¢
4 P v
Subnets
= B EE
Route tables
vpc-05ae58df2289ad8a8 / EmployeeVPC
Internet gateways
Egress-only internet Details ~ Resourcemap | CIDRs | Flowlogs = Tags | Integrations
gateways
Carvier gateways .
Details

DHCP aption sets
Clastic 195 vPCID State Block Public Access DNS hastnames

astieles TG vpc-053e58d72289ad8a8 @ Available ©off Enabled
Managed prefix lists
NAT gateways DNS resolution Tenancy DHCP option set Main route table

R Enabled default dopt-00251e3ec222b5bac rtb-0484886293961c54a
Peering connections
Main network ACL Default VPC 1Pv4 CIDR 1PV6 pool
¥ Security adl-05ab015070184a 10 No 10.00.0/16 -

Network ACLs

etweor Network Address Usage metrics Owner ID

Security groups

1Pv6 CIDR (Network border group)

Disabled

In This VPC Created 1 ec2 instance in public EmployeeVPC subnet

Instances

e EC2

B oudTrail

B e

peanstalk W vec [ s3 Aurora and RDS

Fvents Instances (1) wfo -
¥ Instances (Q Find o | [ Running ¥ |
Instances §
0| MNome 2 v | InstancelD Instancestate v | Instancetype v | Statuscheck
Instance Types
Launch Tempiates [ Employeeappinstance -07c5¢55ch81bb027c @Running @ @ 2micre @224
“
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Instance summary for i-07¢5¢55cb81bb027¢ (EmployeeApplinstance) info
Updated less than a minute ago
Instance ID Public IPv4 address
[0 i-07¢5¢55¢b81bb027¢ I0] 18.234.240.117 | open address [2
IPv6 address Instance state
- @ Running
Hostname type Private IP DNS name (IPv4 only)
IP name: ip-10-0-1-107.ec2.internal [0 ip-10-0-1-107.ec2.internal
Answer private resource DNS name Instance type
- t2.micro
Auto-assigned IP address VPCID
I5) 18.234.240.117 [Public IP] I5) vpc-05ae58df2289ad8a8 (EmployeeVPC) [2
1AM Role Subnet ID
- I0) subnet-0888a028abfe0b376 [2
IMDSv2 Instance ARN
Required 0 am:aws:ec2:us-east-1:850995532146:instance/i-07c5c55ch81bb0
27c
Operator
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Route 53 Resolver DNS Firewall rule groups

&8 CloudFormation

passec

0 850995532146

@

& CloudFront

[ =

(]

lipaat v

B Lambda @ Global 8 Elastic Kubernete >

Lnc s v
1 @
| Alarm status Availability Zone v | Public IPv4 DNS v

£c2-18-234-240-117.co...
3

View alarms +  us-east-1a

@ ( Connect ) ( Instance state v) ( Actions w )

Private IPv4 addresses
It 10.01.107

Public IPv4 DNS
'_D ec2-18-234-240-117.compute-1.amazonaws.com
open address [A

Elastic IP addresses

AWS Compute Optimizer finding
(@ Opt-in to AWS Compute Opti

Learn more [2

izer for recommendations. |

Auto Scaling Group name

Managed
false




CREATED S3 BUCKETS

e Amazon53 > Buckets
Amazon 53 <

» Account snapshot - updated every 24 hours
General purpose buckets

Storage lens provides visibility into storage usage and activity trends. Metrics don't include directory buckets. Learn more [2
Directory buckets

@ 8 o

Table buckets

Access Grants General purpose buckets Directory buckets

Access Points

Object Lambda Access Points

General purpose buckets (3) i @ N npty Delete Create bucket
Multi-Region Access Points Buckets are containers for data stored in 53
Batch Operations
: ots b . 1 @
1AM Access Analyzer for S3 L
Name a AWS Region v 1AM Access Analyzer Creation date v

US East (N. Virginia) us-east-1

Block Public Access settings for =
this account O employee-static-website-850995532146 US East (N. Virginia) us-east-1

March 9, 2025, 13:24:50 (UTC+05:30)

March 13, 2025, 22:20:17 (UTC+05:30)

CREATED DYNAMODB

e DynamaDB > Tables

[o ]

DynamoDB < Tables (1) e @ N Delete G
Dashbaard | | Any tag key v 1 @
Tables _

] Name a | Status v | Partitionkey ¥ | Sortkey ¥ | Indexes ¥ | Replication Regions ¥ | Deletion protection ¥ | Favorite ¥ | Read capacitymode ¥ | Write cap
Explore items
PartiQL editor [m} EmployeeData @ Active EmployeelD (S) - 0 0 o On-demand ‘On-dema
Backups ] >

Exports to 53
Imports from 53
Integrations New

CREATED LAMBDA FUNCTION

aws,

s @ec2 [ oviess B ow

RS Simple Not vie @ on (B Lamba

= lambda > Functions

Functions (1) Las[leul\mi;pgugu[\d_s‘_ﬂg@ Actians ¥ Create function

(m) Function name v Description v Package type v Runtime v Last modified

O S3EventProcessor -

Zip Python 3.8 18 minutes ago

CREATED RDS DATABASE
e RDS > Databases

Amazon RDS < (® Successfully created database aws-case-study-database

Dashboard You can use settings from aws-case-study-database to simplify configuration of suggested database add-ons while we finish creating your DB for you.
Databases

Query Editor Databases (1) © Group resources @ Modify Actions ¥

Performance insights

Q Filter by dotabases
Snapshots L

Exports in Amazan 53 DB identifier a Status ¥ Role v Engine v |

Region... ¥ | Size v | Recommendations v | ecpu v
Automated backups

Reserved instances C ws-case-study-database @ Available Instance PostgreSQL us-east-1a db.tdg.micro

Praxies 4

Subnet groups
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Step — 2:- Connect to AWS EC2 instance in private subnet and get internet via Nat-

gateway.

Additionally, create a VPC endpoint for connecting with private ec2 instance

Created VPC Endpoints in EmployeeVPC

VPC Endpoints > Create endpoint

Create endpoint i

Create the type of VPC endpoint that supports the service, service network or rescurce 10 which you want to cannect

s

<t the type of endpoint

Endpoint

Name tag - optionai

aws-case-study

) AWS services
Connect to sar svided by Amazon with tartacs snaps

© EC2 Instance Connect Ens

T Endpaint services that use NLBs

VPC > Endpoints > Create endpoint

Network settings

Select the VPC in which to create the endpoint

VPC

vpc-05ae58df2289ad8ag (EmployeeVPC)

» Additional settings

Security groups (1/2) it

) PrivateLink Ready partner services
o arvicas which havs AWS

) Resources - New

Q search

etplace services

‘ AWS M,
s >

v\@

((veCiD:vpc-DsaesBdr2zaoadal [X)  ((Clearfilters ) , @
B | GroupID v | Group name v | vPCID v | Description v
[0 sq-Oafagesic2eeacadd default vpc-052e58df2289ad8ag default VPC security group

[ 5g-0d91714c218b8ed67 wdsd-InstanceSecurityGroup-xgaséDzV...  vpc-05ae58df2289ad8a8 Allow SSH and HTTP access ]

sg-0d5f7f4c218bBed6? X

Subnet
Select the Subnet in which ta create the endpoint

Subnet

| subnet-08883028abf60b376

Tags

Key Value - optional

| @ Name X | | Q aws-case-study x| Remove
Add new tag

Then Click Create endpoint.

o tta

B027c 2

EC2 Instance Connect Session Manager SSH elient
Instance I
B i-o7cs:

Connection Type

scbE1bB027c (EmplayeeAppinstance)
) Connect using EC2 Instance Cannect

Private IP address
B 1001107

ECZ Instance Connect Endpoint

seveeacczsoomans. 3 ) ()

e
username

Q. eczouser =)
s tunnel duration (saconds)
3600

EC2 serial console

[ © Connect using EC2 Instance Cannect Endpaint

cancel  ({ Create endpoint

[ D) otms i st o, the hefemdt ommrrmere, e b v Hionvmr remdlyour AM) nzage knstricsions i check IF the AW svner fme changed tfe defmutt Abl semrmmre.

[_ Dt e e e
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After Endpoint creation need to connect the endpoint through ec2 instance

aws,

& Cloudwatch

Wers B B oues

Create NAT gat

Create NAT gateway i

A highly availabl

NAT gateway settings

Name - optional

aws-case-study-nat-gateway

Subnet
subnet-0888a028abf60b3 76
Connectivity type

© Public

Private

Elastic IP allocation 1D Info

eipalloc-0c2191722ab5¢2504

» Additional settings Info

Edit routes

Destination

10.0.0.0/16

Q o.000/0

(CAdd route )
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, managed Network Address Translation (NAT) service that instances in

B cloudTrail Bl Fsx [ Elostic Beanstalk G vPe [ s3

Each tag consists of a key and an optional value. You can use tag:

Value - optional

X Q aws-case-study
Target
local v
Q local X
X NAT Gateway v
Q_ nat-Obc2c4b2 114196742 X

8 Aurcra and RDS

te subnets can use to connect to services in othe

Status

@ simple Notification Service

4 0 @

B8 doudrFormation [ Lambda @ dloudFront

VPCs, on-premises networks, or the internet.

v
- - -
v ] (Alocate Elastic IP )

resources or track your AWS costs

X Remove

[@

Propagated
No
Na

Cancel

United States (. Virginia) » Intellipaat w

) Global Accelecator [l Elastic Kubem >

@ &
(emov)
7/
C I\.\VJ Save changes




Step — 3: Next, go to the aws-code-main directory and list out all files by using the simple
command Is

Change all requirements of config.py and EmpApp.py files by using the sudo nano config.py and
sudo nano EmpApp.py commands from all aws resources created in step -1 and Create S3
bucket, specify your region like us-east-1.

customhost = "RDS-endpoint”

customuser = "ROS-username
custompass = "RDS-password"
customdb = "DE-mame"
custombucket = -bucketname"

custaomregion = s-gast-1"

customhost = "aws-case-study.codOowcwm9sa.us-east-1.rds.amazonaws.com"
customuser = "admin"

custompass = "Hitesh123"

customdb = "aws-case-study"

custombucket = "employee-static-website-850995532146"

customregion = "us-east-1

GNU nano 7.2 config.py
"aws-case-study.codOowcwm9sa.us-east-1.rds.amazonaws.com"
"a.d!ﬂin"
custompa = "Hiteshl23"
customdb = "aws-case-study"”
custombucket = "employee-static-website-850995532146"
= "us-east-1"

customregion

EmpApp.py file

from flask import Flask, render_template, request
from pymysql import connections

import os

import boto3

from config import *

app = Flask(__name__)

# DBHOST = os.environ.get("DBHOST")

# DBPORT = os.environ.get("DBPORT")
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# DBPORT = int(DBPORT)
# DBUSER = os.environ.get("DBUSER")
# DBPWD = os.environ.get("DBPWD")

# DATABASE = os.environ.get("DATABASE")

bucket= "employee-static-website-850995532146"

region="us-east-1"

db_conn = connections.Connection(
host= "aws-case-study-database.codOowcwm9sa.us-east-1.rds.amazonaws.com”,
port=3306,
user="admin",
password= "Hitesh123",

db="aws-case-study"

)
output = {}

table = 'employee’;

@app.route("/", methods=['GET', 'POST'])
def home():

return render_template('AddEmp.html')

@app.route("/about", methods=['POST'])
def about():
return render_template('www.intellipaat.com’);
@app.route("/addemp", methods=['POST'])
def AddEmp():
emp_id = request.form['emp_id']
first_name = request.form['first_name']

last_name = request.form['last_name']
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pri_skill = request.form['pri_skill']
location = request.form['location']

emp_image_file = request.files['emp_image_file']

insert_sql = "INSERT INTO employee VALUES (%s, %s, %s, %s, %s)"
cursor =db_conn.cursor()
if emp_image_file.filename =="":

return "Please select a file"

try:

cursor.execute(insert_sql,(emp_id, first_name, last_name, pri_skill, location))

db_conn.commit()

emp_name ="" + first_name +" " + last_name
# Uplaod image file in S3 #
emp_image_file_name_in_s3 = "emp-id-"+str(emp_id) + "_image_file"

s3 = boto3.resource('s3')

try:
print("Data inserted in MySQL RDS... uploading image to S3...")

s3.Bucket(custombucket).put_object(Key=emp_image_file_name_in_s3,
Body=emp_image_file)

bucket_location = boto3.client('s3').get_bucket_location(Bucket=custombucket)

s3_location = (bucket_location['LocationConstraint'])

if s3_location is None:
s3_location ="
else:

s3 location ='-' + s3_location
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object_url = "https://s3{0}.amazonaws.com/{1}/{2}".format(
s3_location,
custombucket,

emp_image_file_name_in_s3)

# Save image file metadata in DynamoDB #

print("Uploading to S3 success... saving metadata in dynamodb...")

try:
dynamodb_client = boto3.client('dynamodb’, region_name='us-east-1')
dynamodb_client.put_item(

TableName='EmployeeData’,

ltem={
'empid": {
'N': emp_id
2
'image_url": {

'S": object_url

except Exception as e:
program_msg = "Flask could not update DynamoDB table with S3 object URL"

return str(e)

except Exception as e:

return str(e)

finally:
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cursor.close()

print("all modification done...")

return render_template('AddEmpOutput.html’, name=emp_name)

@app.route("/getemp", methods=['GET', 'POST'])
def GetEmp():

return render_template("GetEmp.html")

@app.route("/fetchdata", methods=['GET','POST'])
def FetchData():

emp_id = request.form['emp_id']

output = {}

select_sql = "SELECT emp_id, first_name, last_name, pri_skill, location from employee where
emp_id=%s"

cursor =db_conn.cursor()

try:
cursor.execute(select_sql,(emp_id))

result = cursor.fetchone()

output["emp_id"] = result[0]
print('"EVERYTHING IS FINE TILL HERE')
output["first_name"] = result[1]
output["last_name"] = result[2]
output["primary_skills"] = result[3]
output["location"] = result[4]
print(output["emp_id"])

dynamodb_client = boto3.client('dynamodb’, region_name=customregion)
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try:
response = dynamodb_client.get_item(
TableName='EmployeeData’,
Key={
‘empid": {

'N': str(emp_id)

)

image_url = response|['ltem']['image_url']['S']

except Exception as e:
program_msg = "Flask could not update DynamoDB table with S3 object URL"

return render_template('addemperror.html’, errmsgl=program_msg, errmsg2=e)

except Exception as e:

print(e)

finally:

cursor.close()

return render_template("GetEmpOutput.html", id=output["emp_id"],
fname=output["first_name"],

Iname=output["last_name"], interest=output["primary_skills"],
location=output["location"],

image_url=image_url)

if _name__=='__main__"

app.run(host='0.0.0.0',port=80,debug=True)

Save all changes in the Ec2 instance and proceed with the Next Steps.
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Before We need to create the database

root@ip-172-31-93-41: /home/ubuntu# mysql -h aws-case-study.codBowcwm9sa.us-east-
1.rds.amazonaws.com -u admin -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 25

Server version: 8.0.40 Source distribution

Copyright (c) 2000, 2025, Oracle and/or its affiliates.

Oracle 1s a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> SHOW DATABASES;

information_schema |
mysql |
performance_schema |

4 rows in set (0.01 sec)

mysql> CREATE DATABASE employee;
Query OK, 1 row affected (0.01 sec)

mysql> [l

CREATE DATABASES aws-case-study;
Then Type SHOW DATABASES;
Then Create Tables name is employee;

CREATE TABLE employee (empid VARCHAR (20), first_name VARCHAR (20), last_name
VARCHAR (20), primary_skills VARCHAR (20), location VARCHAR (20));

mysql> SHOW DATABASES;

aws-case-study

emp Loyee
wnformation schema
mysql

performance schema

6 rows 1n set (0.01 sec)

mysql> [}

Step — 5: Run python files with sudo python3 EmpApp.py command from the flask web
application and check whether it works or not.

Instance profile that has to be attached to the EC2 instance being launched. The instance profile
should have permission to access RDS, DynamoDB, and S3 Bucket. (This will be there in the
cloud formation script)
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re README .md
nana EmpApPE. py

"GET / HTTPS1.1" 2

- = [31/Julf2024

Now All this done you need to run the command
python3 EmpApp.py
If You any getting error you need to install the dependencies of python.
sudo apt-get update -y
sudo apt-get install python3 -y
sudo apt-get install python3-boto3 -y
sudo apt-get install python3-flask -y
sudo apt-get install mysql-server -y
sudo apt-get install python3-pymysql -y
git clone https://github.com/hiteshchauhan89 /aws-code-main.git

[root@ip-10-0-1-155 aws-code-main]l# python3 EmpApp.py
Traceback (most recent call last):
File "/home/ecZ-user/aws—-code-main/EmpApp.py", line 19, in <module>
db _conn = connections.Connection(
File "/usr/local/lib/python3.9/site-packages/pymysgl/connections.py”, line 297, in _ init
raise ValueError ("port should be of type int™)
alueError: port should be of type int
[root@ip-10-0-1-155 aws-code-mainl]l# sudo nanc EmpApp.py
[root@ip-10-0-1-155 aws-code-main]# python EmpApp.py
[pbash: python: command not found
[root@ip-10-0-1-155 aws-code-main]# sudo python3 EmpApp.py
Traceback (most recent call last):
File "/home/ecZ-user/aws—code-main/EmpApp.py", line 19, in <module>
db_conn = connections.Connection(
File "/usr/local/lib/python3.9/site-packages/pymysql/connections.py™, line 361, in _ init_
self.connect ()
File "/usr/leocal/lib/python3.9/site—-packages/pymysgl/connections.py”, line 669, in connect
self._ request_authentication()
File "/usr/local/lib/python3.9/site-packages/pymysqgl/connections.py™, line 957, in _request_authentication
auth_packet = self._read packet()
File "/usr/local/lib/python3.9/site-packages/pymysql/connections.py™, line 775, in _read packet
packet. raise_for_error ()
File "/usr/local/lib/python3.9/site-packages/pymysgl/protocol.py”, line 219, in raise_for_ error
err.raise mysqgl_ exception(self._data)
File "/usr/local/lib/python3.9/site-packages/pymysgl/err.py”, line 150, in raise mysgl_exception
raise errorclass (errno, errval)
lpymysgl _.err_OperationalError: (1049, "Unknown database 'employee'™)
[root@ip-10-0-1-155 aws-code-main]# sudo python3 EmpApp.py
* Serving Flask app 'EmpApp’
* Debug mode: on
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https://github.com/hiteshchauhan89/aws-code-main.git

er is active!
120-722-1
[14/Mar
[14/Mar/2
[14/Mar

[14/Mar
[(14/Mar/2
[14/Mar/20
[l4/Mar/20

[14/Mar
[14/Mar/2
[14/Mar/20

[l4/Mar/2
[l14/Mar
[14/Mar/202

14 11:25

1
1 5067 14 10:50
1 812 14 10:23
2 4096 14 10:38 _ pycache /
1 226 14 10:37 config.py
2 4096 14 10:23 templates/
buntu@ip-10-0-1-130:~/aws—-code-main$ python3 EmpApp.py
* Serving Flask app "EmpApp’
* Debug mode: on
Permission denied
buntu@ip-10-0-1-130:~/aws-code-main$ sudo python3 EmpApp.py
* Serving Flask app "EmpApp'
* Debug mode: on

Running on all addresses (0.0.0.0)
Running on http://127.0.0. 0
Running on http://10.0.1.130:80

Restarting with stat

Debugger is active!

Debugger PIN: 296-343-143
106.222.209.100 - - [14/Mar/2025 11:46:09] "GET / HTTE/1.1" 200
106.222.209.100 - - [14/Mar/2025 11:46:10] "GET / HTTER/1.1"
106.222.209.100 - - [14/Mar/2025 11:46:37] "GET / HTTER/1.1"
106.222.209.100 - - [14/Mar/2025 11:46:38] T / i 1
93.174.93.12 - - [14/Mar/2025 11:47:20] "GET / HTTE/1.0™ 200 -
Data inserted in MySQL RDS... uploading image to S3...
ploading to S3 success... saving metadata in dynamodb...
106.222.209.100 - - [14/Mar/2025 11:47:30] "POST /addemp HTTE/1.1"™ 200 -
=

After Things Completed copy the public ip and paste the web browser.you will see like this page.

“ @ A Notsecure 18.206.156.104 o In} [+

88 5 somsti G Anificallnteligenc.. P Ocean of Games Search Result Page A Introduction to Pro.. 3 Pure

ader @ L3150 Series 4 The Pirate Bay - Tt X Popular 24 hours A » | 3 Al Gool

Employee Database

EEEET

Employee ID:
First Name:
Last Name:

Primary Skills:

Location:

Image:| Choose File

About Us

27 |




« © A MNotseare 18206156104 * O L@

oo
&8

5 sonthir G Anificial Intelligenc..  §# Ocean of Games Search Result Page... iy Introduction to Pro.. % Pure CSS Loader - @ L3150 Series  § The Pirste Bay - The.. X Popular 24 hours A.. » | [3J All Bookmarks

Employee Database

GET EMPLOYEE
INFORMATION

Employee ID:
5243

First Name:

cloud

Image: | Choose File

s Image

UPDATE DATABASE
About Us

This is s3 bucket.the image has been automatically uploaded from EmpApp.py scripts.
e Ama

Amazon'ss $ employee-static-website-850995532146 i«

General purpose buckets

Buckets employee-static-website-850995532146 ®© &8 06

Objects ~ Metadata  Properties  Permissions = Metrics = Management  Access Points

Y C et Create folder T Upload

[2 to get a list of all objects in your bucket.

Directory buckets

Table buckets

- Objects (4)

Access Points

Acce:

nazon $3. You can use A $3 invent ts, you'll need to explicitly grant them

hers to access your o

Object Lambda Access Points

Multi-Region Access Points Q. Find objects ¢ ’s 1 ]

atch

i Name a | Type v | Last modified v | Ssize v | Storage class v
1AM Access Analy
2 March 14, 2025, 16:35:27
image_file 2
5 _imagy (UTC+05:20) 5.7KB  Standard

Block Public Acce: : i March 14, 2025, 16:35:05
this account [ emp-id-1234567_image file - iy 57K8  Standard

v Storage Lens ( [ emp-id-5410_image_file - (’:J"T’("’O‘:i;?zs'm'"m 723.9KB  Standard

Dashb

) March 14, 2025, 16:38:05 S7KB  Staidend
(UTC+05:30)

Storage Lens groups (

AWS Organizations settings

Feature spotlight
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Here fill in the data and click update Database button then navigate to our RDS instance and log
in earlier exiting the MySQL database.

1> select * from employee;

+————t— +

rows in set (0.00 sec)

Hitesh
Hitesh
Hitesh
Hitesh
Hitesh

+————t— +

Chauhan

Chauhan

select * from employee;

982188638:
9821886383

34567
123455
89741253

+
|

+
|
|
|
|
|
|
+

Hitesh
Hitesh
Hitesh
Hitesh

+—————+— +

last _name

Chauhan
Chauhan

- select * from employee;
............ e

4567
1234567
123455
89741253

+—————— +— +

rows in set (0.00 sec)

mysql> ]

RDS Instance
e DynamoDB

DynamoDB

Explore items

Dashboard
Tables

Explore items
PartiQL editor
Backups

Exports to 53
imports from 53
integrations New
Reserved capacity

Settings

¥ DAX
Clusters

Subnet groups
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Hitesh
Hitesh
Hitesh
Hitesh
Hitesh
Hit

EmployeeData

Tables (1)

| Anytag key

| @ Find tat

Chauhan
Chauhan
Chauhan
Cha

¢ EmployeeData

-

¥ Scan or query items

O sen

Query

---------- +

location |

---------- +

MUMBAI
MUMBAI
MUMBAI
MUMBAI
MUMBAL

MUMBAI
MUMBAI
MUMBAT
MUMBATI
MUMBAI
Mumnbai

MUMBATI
MUMBAI
MUMBAI
MUMBATI
MUMBAI
Mumnbai
MUMBAT

Select a table or index
1 @

Table - EmployeeData

O EmployeeData 44

¥ Filters
Attribute name

QE

( Add filter )

Run Reset

Select attribute prajection

v All attributes

Condition Value

v | Equalto v

D Autopreview ( View table details

@ @

~

Remave )

[ @ Completed. Read capacity units consumed: 2




Get live item count

When you choose "Start scan,” you will perform a DynamoDB scan to determine the most-recent item count. This
scan might consume additional table read capacity units.

/N Itis not recommended to perform this action on very large tables or tables that serve critical production
traffic. You can pause the action at any time to avoid consuming extra read capacity.

Item count Scan status Last updated
1 @ Complete March 14, 2025 17:17:56

s

Step — 6: Create a lambda function that will trigger the s3 bucket as soon as files are
uploaded in the S3 bucket and set the destination to SQS notification to get the user or
admin of this web application to know about employee data.

Lambda function to get triggered when an object is uploaded to the bucket. SQS Queue for
Lambda to respond with user email ID subscription.

= Lambda > Functions » S3EventProcessor ® o
S3EventProcessor ( Throttle ) (lﬁ Copy ARN ) ( Actions ¥ )
v Function overview o (Export to Infrastructure composer ) (__Download ¥ )
S3EventProcessor Last modified
2hours ago
@ Layers ©

Function ARN
0 am:aws:lambda:us-east-1:850995532146:function:53EventProcessor

S3 E Amazon SNS
Application
awsrevised

Function URL info

Code Test Monitor Configuration Aliases Versions
<« - C 23 sns.us-east-1.amazonaws.com/confirmation.html?TopicArn=arn:aws:sns:us-east-1:8509¢
858 5 soft98.ir & Artificial Intelligenc... P Ocean of Games =7 Search Result Page... <4 Introduction to Pr

aws

Simple Notification Service

Subscription confirmed!
You have successfully subscribed.

Your subscription’s id is:
arn:aws:sns:us-east-1:858995532146: Employeelotifications:34c+9521-2851-
4485-b3d5-dcalcf884@7e

If it was not your intention to subscribe, click here to unsubscribe.
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