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Description:

Amazon Elastic Compute Cloud (Amazon EC2) provides scalable computing
capacity in the Amazon Web Services (AWS) cloud. Using Amazon EC2
eliminates your need to invest in hardware up front so you can develop and
deploy applications faster. You can use Amazon EC2 to launch as many or as
few virtual servers as you need, configure security and networking, and
manage storage. Amazon EC2 enables you to scale up or down to handle
changes in requirements or spikes in popularity, reducing your need to
forecast traffic.

Problem Statement:

Company ABC wants to move their product to AWS. They have the following
things set up right now:

1. MySQL DB

2. Website (PHP)

The company wants high availability on this product, therefore wants Auto
Scaling to be enabled on this website.

Steps To Solve:

1. Launch an EC2 Instance

2. Enable Auto Scaling on these instances (minimum 2)
3. Create an RDS Instance

4. Create Database & Table in RDS instance:
a. Database name: intel

b. Table name: data

c. Database password: intel123

5. Change hostname in website

6. Allow traffic from EC2 to RDS instance

7. Allow all-traffic to EC2 instance



Project- 1: Solution



1.Login to the AWS Console providing your credentials.
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Then Click EC2 and after click the ec2 you will open this page.

3.In the Services section, you'll see Compute where you need to choose
EC2.

4. Then in the Create Instance section, select the Launch Instance option

idFormation
© ®
Dashboard < .
e Resources EC2 Free Tier info

EC2 Global View . -
You are using the following Amazon EC2 resources in the US East (N. Virginia) Region: Offers for all AWS Reglons

A
12

Events . .
0 EC2 free tier offers in use
v Instances Instances {running) 0 AutoScaling Groups 0 Capacity Reservations [
Instances End of month forecast
Dedicated Hosts 0 Elastic IPs 0 Instances 0 A\ O offers forecasted to exceed free tier limit.

Instance Types
Exceeds free tier

Laurich Tesrpletas Key pairs 2 Load balancers 0 Placement groups 0
£ 0 offers exceeded and is now pay-as-yo
Spot Requests Security groups 6  Snapshots 0 Valumes 0 9
Savings Plans View Global EC2 resources
Reserved Instances
Dedicated Hosts . .
Launch instance Service health
Capacity Reservations To get started, launch an Amazon EC2 instance, which "AWS Health Dashboard [3 @ View all AWS Free Tier offers [2
is a virtual server in the cloud.
» Images
Region
Ate v S East (N. Virginia) Account attributes @
AMI Catalog —
w Elastic Block Store — i i " Default VPC [3
his service is operating normally.
@ This service is operating normally. vpc-Ocadbd13727b758ch
Volumes Note: Your instances will launch in the US East (N. Setti
Snapshots Virginia) Region Zones ings
- Data protection and securii M

Assign ec2 instance name

= EC2 » Instances » Launch an instance

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the
simple steps below.

Name and tags info

Name

[ MYEC2INSTANCE] ] Add additional tags

5. Then Select an AMI or Amazon Machine Image

 Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating systemn, application server, and applications)
to launch your instance. Search or Browse for AMIs if you don’'t see what you are looking for below

[ @ Ssearch owr full catatog including 1000s of application and OS images

Recents Quick Start
Amazon Ubuntu wWindows Red Hat SUSE Linux S Q
Linux
Browse mon
= Inelud '
aws : ubuntu® B Microsoft G ’ AWS, M.
SUsSE the Comm
Amazon Machine mage (AMI)
Ubuntu Server 24.04 LTS (HVM), SSD Volume Type Free tier elig
ami-OB66a3cB686e (xB6)) / ami-03254982 7407 7facs (64-bit (Arm))
wVirtu rtion: hvm NA enabled: true Root device type: ebs
Description

Ubuntu Server 24.04 LTS (HVM).EBS General Purpose (SSD) Volume Type. Support available from Canonical
(http:/ Svwnww.ubuntu.com/cloud /services).




6. Choose your instance type. We’re choosing Free tier for demo
purposes

¥ Instance type info | Get advice

Instance type

t2.micro Free tier eligible

Family:t2 1vCPU 1 GiB Memory Current generation: true )
On-Demand Windows base pricing: 0.0162 USD per Hour (O All generations
On-Demand Ubuntu Pro base pricing: 0.0134 USD per Hour v

On-Demand SUSE base pricing: 0.0116 USD per Hour Compare instance types

On-Demand RHEL base pricing: 0.026 USD per Hour
On-Demand Linux base pricing: 0.0116 USD per Hour

Additional costs apply for AMIs with pre-installed software

7.Choose Your Key pair for connect to the instance.

v Key pair (login) inf

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you
launch the instance.

Key pair name - required

[ cloudwatch logs v ] C Create new key pair

8.Choose Network Setting And Security Group Setting.

¥ Network settings info

VPC - required | Info

vpc-0cad4bd13727b758ch (default)
172.31.0.0/16

v &

Subnet Info

subnet-0d828a638aec31575

VPC: vpc-Ocadbd13727b758cb  Owner: 207567757353 = G Create new subnet B
Availability Zone: us-east-1d  Zone type: Availability Zone
IP addresses available: 4091  CIDR: 172.31.0.0/20)

\.

Auto-assign public IP | info

( Enable v J

Additional charges apply when outside of free tier allowance

Firewall (security groups) | Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ (O Create security group ] [ © Select existing security group J

Common security groups | Info

{ Select security groups v ]

cloudwatch agent sg-0513f7b0108994883 X
VPC: vpc-0cadbd13727b758ch

] C Compare security group rules




9. Configure your instance details and then select the

Add storage option

v Configure storage info Advanced
Tx [ 8 ] GiB [ gp3 v ] Root volume (Not encrypted)
[ (D Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X J

The selected AMI contains more instance store volumes than the instance allows. Only the first O instance store volumes from
the AMI will be accessible from the instance

(@) Click refresh to view backup information C
The tags that you assign determine whether the instance will be backed up by any Data
Lifecycle Manager policies.

0 x File systems Edit

10.Then Click Launch Instance
You will be able to see your status that your Instance is on

Initializing stage.

Last updated ( ) C N )
Instances (1) o 2 minutes ago @ Connect Instance state v Actions w Launch instances v
[ Q Find Instance by attribute or tag (case-sensitive) ] [ All states ¥ ] 1 S
[0 | Name g v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarm status | Availability Zone ¥ | Publi
O i-027e50531f56b0314 @ Runing @ @ t2.micro @ Initializing View alarms + us-east-1a ec2-4

»

MobaXterm won’t be able to support this .pem file, so you'd require a
PuTTY gen tool which can convert your .pem file into .ppk format,
because you need a .ppKk file in order to connect it with your instance.

B® PuTTY Key Generator ? =
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate
@) RSA ODsA (O ECDSA (OED25519 (O SSH-1(RSA)
Number of bits in a generated key




11. PuTTYgen key always shows the .ppk format file, so go to the

right bottom bar and select the All files option as shown below

E Load private key: X
i . : _
« v 1 = ? ThisPC > Documents v D Search Documents e
Organize ~ New folder == ~ [ 0
[ Desktop ~ Name Date modified Type Size
& LECiEs [£) TEJAS KABLE RESUME 28-11-2024 20:41 Adobe Acrobat D.. 1
¥ Downloads [#] TEJAS KABLE RESUME (1) (1) 28-11-2024 2006 Adobe Acrobat D.. 1
b Music & Default 24-11-2024 22:56 Remote Desktop C...
&= Pictures W Windows Server nnmi 21-11-2024 22:33 Open Virtualizatio... 2,691z
B videos || Ubuntu.mf 19-11-2024 23:04 MF File
i Local Disk (C;) W Ubuntu 19-11-2024 22:54 Open Virtualizatio...
a1 47 A L
— New Volume (D: W Ubuntu 19-11-2024 22:4 Open Virtualizatio... 59,10
W Application Server OnPrem 7-11-2024 21:34 Open Virtualizatio... 7,790
. New Volume (E:) — v
v < >
65 items
A
File name: V| All Files (*.%) ~

12. Then select the folder where you downloaded this keypair and load
it there

13. You will see this option then click OK

1y
PuTTYgen Motice *

Successfully imported fargign key

[Open55H 55H-2 private key (old PEM format)).
Ta use this key with PuTTY, you need to

use the “Save private key” command to

save it in PUTTY's own format.

14.Then click on Save the Private key, PUTTY gen will give a warning about
saving the key without Key passphrase, click Yes and specify the same name
for your file that you gave it in the key pair.



s

B2 PuTTY Key Generator ?
File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

ssh-sa ~
AAAABINzaClycZEAAAADAGABAAABAQCWYEUe LAoCYQvtdnWhwzphl DNknG Py
SyD5Ur34FHnafH

+5P8yfEmSvdUDeh| 3 66q TgBLul0ctz45RJWI22RbEDZZMa 7 38 igguejA
+Bw5vRLABHIMSex 7GsxCh XEt Vvpz PeOBr2Fsyteh 008z PRSBC 3cqCd3mMNvh5uanQls v

Key fingerprint: |ssh-rsa 2048 46:36:35:95:26:89:54-c6: 7a:44:8d:50:8b:3e f2-4d |
Key comment: |imp0rted-openssh4qe'_.' |
Key passphrase: | |
f[:%rrfin'n passphrase: | |
Actions

Generate a public/private key pair Generate

Load an existing private key file
Save the generated key Save public key
Parameters

Type of key to generate:

(@) RSA () DSA (JECDSA (JED25513 () 55H-1 (RSA)
Mumber of bits in a generated key: 2048

15.Then click on Save the Private key, PUTTY gen will give a warning about
saving the key without Key passphrase, click Yes and specify the same name
for your file that you gave it in the key pair.

16.Now you will see that in your folder, the .ppk file is already added
with that name you had given (in our case, it’s ec2)

Connecting to your EC2 Instance using SSH & Mobaxterm:

First open MobaXterm then in the Host Name box, add the Public IP of

your Instance.

Instance summary for i-027e50531f56b0314 inso @ ( Connect ) ( Instance state v ) ( Actions ¥ )
Updated less than a minute ago

Instance ID Public IPv4 address Private IPv4 addresses

[0] i-027e50531f56b0314 IE) 44.204.46.79 | open address [2 0 172.31.82.41

IPv6 address Instance state Public IPv4 DNS

- @ Running [C] ec2-44-204-46-79.compute-1.amazonaws.com

open address [%

Hostname type Private IP DNS name (IPv4 only)

IP name: ip-172-31-82-41.ec2.internal 0] ip-172-31-82-41.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses

1Pv4 (A) t2.micro -

Auto-assigned IP address VPCID AWS Compute Optimizer finding

0] 44.204.46.79 [Public IP] 0 vpc-0cad4bd13727b758¢h [2 @ Opt-in to AWS Compute Optimizer for recommendati

ons.
| Learn more [2



Open MobaXterm And Click Sessions

B Mobaxterm Prafessional - o
Terminal Sessions View Xserver Tools Settings Macros Help
., £ . ® B Y B & & @ X
ools  Sessions  View St MuBrec Tunneling Packages Setings el X sarver
2

N 152050,

BN 5334717
44201141 21
4.204.71.226 (2241
B wsL-Ubunty
© Start local terminal ¢ Recover previous sessions
Find existing session or server name
Recent sessions
KN 44.204.71.226 (ec2-user) KN 3.83.47.179 (ec2-user) 18.206.89.68 (ec2-user)
¥ 44.201.140.89 (ecZ-user) @ WSL-Ubuntu
< >

After Click the Session.now we choose ssh in this case.
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Seemmion sellings
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After Click the SSH,you will fill the details like
Remote Host:-44.204.46.79

Specify Username:-Ubuntu

Then We need to upload the private key .ppk file format.we got
converted through puttygen.then click ok.




Session settings X

B @B X ¥ ¢ @  F W @ x ©=
SSH Telnet Rsh Xdmcp RDP  VNC FTP  SFTP  Sernal File Shell Browser Mosh AwsS3 WSL

Basic SS5H settings

Remote host * |44.204.46.79 [4] Specify username |ubuntu v | & Port

Advanced SSH settings Bl Terminal settings % Network settings Bookmark settings
X11-Forwarding Compression Remote environment: | Interactive shell  ~

Execute command: | ‘ [ ] Do not exit after command ends
SSH-browser type: |SFTP protocol > ‘ ] Follow SSH path (experimental) %
[VELR VL GV | E - \cloudwatch logs pp 2+ Expert SSH settings

Execute macro at session start: |<nune> v

@ 0K @ Cancel

After Click ok You will prompt Connection to public ip.now click accept.

[%]2. 44.204.46.79 (ubuntu)

It seems to be the first time you connect to this server:
the remote server identity is not yet known by MobaXterm.

Press "Accept” if you trust this identity and want to carry on connecting.
Press "Cancel" if you want to abandon this connection.

Accept Cancel More info...

[[1Do not show this message again

After Click the accept you will; connect the instance through
mobaxterm.



[%]2. 44 204 4679 (ubuntu)

SSH-browser
X11-forwarding

SSH)

(remote display is forwarded through

» For more info, ctrl+click on help or visit our

Welcome to Ubuntu 24.04.1 LTS (GNU/Linux 6.8.0-1016-aws
Documentation:
Management:

Su yrt

https://help.ubuntu.com
https://landscape.canonical .com
https://ubuntu.com/pro

System inform as of Thu Dec 5 15:10:02 UTC 2024
Processes:
Users logged

IPv4 address

System load:
Usage of /:
Memory usage
Swap usage:

of 6.71GB in:

for enXxe

Expanded Security Maintenance for Applications is not

0 updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The 1list of available updates 1is more than a week old.

To check for new updates run: sude apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in
individual files 1in /usr/share/doc/*/copyright.

the

Ubuntu comes with ABSOLUTELY NO to

applicable law.

WARRANTY , the extent permitted by

/usr/bin/xauth:
To run a command
See "man sudo_root

file /home/ubuntu/.Xauthority
as administrator (user "root")
for details.

ubuntu@ip-172-31-82-41:~% .

After Connection the Instance we need to perform the below task from

server.
First Update your system using the command

sudo apt-get update
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Then use this command in MobaXterm to install Apache2

sudo apt-get install apache2

ts [11.7 kB]
tadata [11¢€




[%]2. 44.204.46.79 (ubuntu)

root@ip-172-31-82-41:/home/ubuntu# sudo apt-get install apache2
Reading package 1ists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils libaprit64 libaprutill-dbd-sqlite3 libaprutill-ldap libaprutillt64 liblua5.4-0 ssl-cert
Suggested packages:
apache2-doc apache2-suexec-pristine | apache2-suexec-custom www-browser
The following NEW packages will be installed:
apache2 apache2-bin apache2-data apache2-utils libaprit64 libaprutili-dbd-sqlite3 libaprutili-ldap libaprutilit64 liblua5.4-0 ssl-cert
0 upgraded, 10 newly installed, © to remove and 60 not upgraded.
Need to get 2084 kB of archives.
After this operation, 8094 kB of additional disk space will be used.
Do you want to continue? [Y/n] I

[%]2. 44.204.46.79 (ubuntu)

module mpm_event.

module authz_core.

module authz_host.

module authn_core.

module auth_basic.

module access_compat.

module authn_file.

module authz_user.

module alias.

module dir.

module autoindex.

module env.

module mime.

module negotiation.

module setenvif.

module filter.

module deflate.

module status.

module regtimeout.

conf charset.

conf localized-error-pages.

conf other-vhosts-access-log.

conf security.

conf serve-cgi-bin.

site 000-default.
Created symlink /etc/systemd/system/multi-user.target.wants/apache2.service -» /usr/1lib/systemd/system/apache2.service.
Created symlink /etc/systemd/system/multi-user.target.wants/apache-htcacheclean.service - /usr/lib/systemd/system/apache-htcacheclean.service.
Processing triggers for ufw (0.36.2-6) .
Processing triggers for man-db (2.12.0-4build2) ...
Processing triggers for libc-bin (2.39-0Oubuntu8.3)
Scanning processes...
Scanning linux 1images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
root@ip-172-31-82-41: /home/ubuntu#

Then install php-mysql using the following command

sudo add-apt-repository -y ppa:ondrej/php

[]2. 44.204.46.79 (ubuntu)
t@ip-172-31-82-41: /home /ubuntu# sudo add-apt-repository -y ppa:ondrej/php
publishes dbgsym, you may need to include 'main/debug’ component
sitory: 'T deb

aunchpadcontent.net/ondrej/php/ubuntu/

te
Components: main

criptic
- PHP versions: PHP 5.6, PHP 7.x, PHP 8.x and most requested extensions are included. Only Supported Ubuntu Releases (https://wiki.ubuntu.com/Releases) a

oldstable and stable packages are provided as well: hitps://deb.sury.org/#debian-dpa
can get more information about the packages at https://deb.sury.org

BL FEATURES: This PPA now has a issue tracker:
https://deb.sury.org/#bug-reporting

., you need to add ppa:c

are advised to add py

v e are advised to add ppa
vdrej /ng inx

PLEASE READ: If you like my work and want to give me a little motivation, please consider donating regularly: https://donate.sury.org/

: add-apt-repository is broken with non-UTF-8 locales, see
com/oerdnj/deb. sury.org/ issues/56 for workaround:

j-apt-repository ppa:ondrej/php
/launchpad.net/~ondrej /+archive/ubuntu/php
ubuntu.com/ubuntu noble InRelease

-updates InRelease
ubuntu.com/ubuntu noble-backports InRelease

[24.4 kB]
4 Packages [126 kB]
rche slation-en [39.0 kBJ]
35 (63.4 KB/s)
Reading package Lists... Done
root@ip-172-31-82-41:/home/ubuntu# [




sudo apt install php5.6 mysql-client php5.6-mysqli

(63.4 kB/s)
. [lc:ne
l-client php5.6-mysqli

ing dependency tree... Done
Reading state informati . Done
Note, selecting 5.6-mysql’ instead of 'php5.6-mysqli’
The f(xll(xwmq additional packages will be installed
keyring 1libapache2-mod-php5.6 libpcre3 mysql-client-8.0 mysql-client-core-8.0 mysql-common php-common php5.6-cli php5.6-common php5.6-3son
5.6-readline

Thé f(vilowmq NEW packages will be \nstalled:

debsuryorg-archive-keyring 1ibap p bpcre3 mysql-client mysql-client-8.0 mysql-client-core-8.0 mysql-common p
o (e S5 o e el (Bio o p5.6-readline

0 upgraded, 15 newly installed, 0 to remove and 60 not up

Need to get 6928 kB of archives.

[After this operation, 76.9 MB of additional disk space will be used.

Do you want to continue? [Y/n] y

G htt us-east-1.ec2.archive.ubuntu.com/ub noble/universe amd64 libpcre3 amd64 2:8.39-15buildl [248 kB]

us-east-1.ec2.archive.ubuntu.com/ub noble-updates/main amd64 mysql-client-core-8.0 amd64 8.0.4( untu®.24.04.1 [2765 kB]
u -east-l.e(z.ar‘chi\/e.ul}untu.C(lm b noble/main amd64 mysql-common all 5.8+1.1.6buildl [6746 B]
1 noble-updates/main amd64 mysql-(lient-S.O amd64 8.0.40-0ubuntu®.24.04.1 [22.5 kB]
noble-updates/main amd64 mysql-client all 8.0.40 (lul)untu( 24.04.1 [9416 B]
noble/main amd64 debsuryorg-archive-keyring all . 5+ubuntu24.04.1+deb. sury.org+l [4
noble/main amd64 php-common all 2:95+ubuntu24.04. 1+del= sury.org+l [13.2 kB]
noble/main amd64 php5.6-common amd64 5.6.48-7%ubuntu24.04.1+deb.sury.org+l [686 kB]
noble/main amd64 json amdé4 5 0 untu24. 04, 1+d, s 7+1 [19.0 kB]
noble/main amd64 php5.6-opcache amd64 5.6.40-79+ubuntu24.04. b org+1 [68.6
noble/main amd64 php5.6-readline amd64 5.6.40-79%+ubuntu24.04.1+del
noble/main amd64 5.6-cli amd64 5 0 ntu24.04. 1+d
noble/main amd64 1ibapache2-| mod -php5.6 amd64 5.6. 4 b 2 sury. orq+1 [1340 kB]
padcontent .net i/php/ub noble/main amd64 php5.6 all 5. 79+ubuntu24.04. 1+deb. sury.org+l [191 k8]
. padcontent .net i/php/ub noble/main amd64 php5.6-mysql amdﬁ4 5. b .04. ury.orgtl [154 kB]

Fetched ()926 kB in 12s (589 kB/s)

Selecting previously unselected package debsuryorg-archive-keyring.

(Reading database ... 68559 files and directories cur ent'ly 'm‘ta'lle 5

Preparing to unpack .../00-debsuryorg- archwe keyr Y

Unpacking debsuryorg-archive-keyring (2024

selecting previously unselected

Preparing to unpack .../081-libpcr .39-15bu leliamdﬁd deb ...

Unpacking 1ibpcre3:amd64 (2:8. -15Ixuﬂdl)

Selecting previously unselected package php-common.

config file /etc/php/5.6/mods-available/mysqli.ini with new version
config file /etc/php/5.6/mods-available/pdo_mysql.ini with new wversion

config file /etc/pl 5.6/mods-available/mysql. in1 with new version
‘-ettlnq up php5.6-opcache (5.6.40-79+ubuntu24.04.1+deb.sury.org+1) ...

ting config file /etc/php/5.6/mods-available/opcache.in1 with new version
xtting up php5.6-readline (5.6.40-79+ubuntu24.04.1+deb.sury.org+1) ...

eating config file /etc/phps/5.6/mods-available/readline. ini with new version
Setting up php5.6-cli (5.6.40-79+ubuntu24.04. 1+deb.sury.or
update-alternatives: using /usr/bin/php5.6 to prowvide /fusr/ :m/php (php) in auto mode
late-alternatives: using /u n/phar5.6 to provide fusr /phar (phar) in auto mode
update-alternatives: using /usr/bin/phar.phar5.6 to provide /fusr/bin/phar.phar (phar.phar) in auto mode

Cr ting config file /etc/php/S b/cll/php.lnl with new version
Setting up libapache2-mod-php5.6 (5.6.40-79+ubuntu24.04.1+deb.sury.org+1l) ...

Creating config file fetc/php/5.6/apache2/php.ini with new wversion
Module mpm_event disabled.
Enabling module mpm_prefork.

che2 switch_mpm Switch to prefork
apache2_ invoke: Enable module php5.6
Setting up php5.6 (5.6.40-79+u tu24.04. 1+deb.sury.org+l) ...
Processing triggers for man-db (2.12.0-4build2) ...

g triggers for libc-bin (2.39-8ubuntu8.3)

Processing triggers for php5.6-cli (5.6.40- 79+ul=untuzt1 94 .1+deb.sury.org+1) ...
Processing triggers for libapache2-mod-php5.6 (5.6.40-79+ubuntu24.04.1+deb.sury.org+1) .
Scann mng p rocesses...
Scanning linux images..

Running kernel seems to be up-to-date.
services need to be restarted.
containers need to be restarted.
user sessions are running outdated binaries.

VM guests are running outdated hyperwvisor (gemu) binaries on this host.
172-31-82-41: /home /ubuntu#

Now we connect mysql with the RDS:
1.Go To AWS Management Console.
Search RDS



Services Show more

RDS *

Managed Relational Database Service

I Services

Features
Resources New

Documentation
Database Migration Service

Knowledge articles ) N :
Managed Database Migration Service

Marketplace
Blog posts
Events Kinesis

Tutorials Work with Real-Time Streaming Data

Features Show more

Reserved instances
DS feature

Proxies
RDS feature

Databases
RDS feature

AWSTRAINING ¥

& coudwarch B aM B cloudTrait Bl rsx [ lastic seanstae @ vee [ s3 B ros @ simple Notification Service B8] CloudFormation

Amazon RDS < @ Introducing Aurora |/0-Optimized
Aurora’s |/0-Optimized [ is a new cluster storage configuration that offers predictable pricing for all applications and improved price-performance, with up to 40% costs
Dashboard savings for 1/O-intensive applications.
Databases
Query Editor

Recommended services 2

Performance insights Resources

( Refresh
(Crefresn )
You are using the following Amazon RDS resources in the US East (N. Virginia) region (used/quota) Customers like you also use these services.

Parameter groups (6) B Amoon Augmented A
y sily implement human review of machine learning

Default (6) rediction

Snapshots

Exports in Amazon 53 DB Instances (0/40)

Automated backups Allocated storage (0 TB/100 TB)

Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations New

Events -

Instances and storage include Neptune and
DocumentDB. Increase DB instances limit [2
DB Clusters (0/40)
Reserved instances (0/40)

Snapshot

Manual
DB Cluster (0/100)
DB Instance (2/100)

Automated

uster (0)
DB Instance (0)
vents (0)

Event subscrintions (0/20)

Recent

Custam (0/100)
Option groups (4)
Default (4)
Custom (0/20)
Subnet groups (1/50)
Supported platforms [2 VPC

Default network vpc-Ocadbd13727b758ch

F

AWS Apy
sily mo

S Firewall Manager

E

‘

Step Functions
Ed

Parallel Computing Service

Recommended for you

Choose create database.

Create database

Amazon Relational Database Service (RDS) makes it
easy to set up, operate, and scale a relational database

in the cloud.

Create database

Note: your DB instances will launch in the US East (N. Virginia) region

Select the MySQL Engine and click Next

You can use a backup from Amazon S3 to restore and
create a new Aurora MySQL and MySQL database.



Engine options

Engine type Info

O Aurora (MySQL Compatible) O Aurora (PostgreSQL Compatible)

* -
+* +*

35 25

O MysQL () PostgreSQL

() MariaDB () Oracle

ORACLE

[ O Microsoft SQL Server ] ( O IBM Db2

Select The Templates Dev/Test

Templates
Choose a sample template to meet your use case.
O Production © Dev/Test O Free tier
Use defaults for high availability and fast, consistent This instance is intended for development use outside of a Use RDS Free Tier to develop new applications, test
performance. preduction environment. existing applications, or gain hands-on experience with

Amazon RDS. Info

Then Availability And Durability Will be Multi-AZ DB Cluster.

Availability and durability
Deployment options Info
The deployment options below are limited to those supported by the engine you selected above.

© Multi-AZ DB Cluster
Creates a DB cluster with a primary DB instance and two readable standby DB instances, with each DB instance in a different Availability Zone (AZ). Provides high availability, data redundancy and
increases capacity to serve read workloads.

() Multi-AZ DB instance
Creates a primary DB instance and a standby DB instance in a different AZ. Provides high availability and data redundancy, but the standby DB instance doesn't support connections for read workloads.

() Single DB instance
Creates a single DB instance with no standby DB instances.

Then we need to set credential of db.

w Credentials Settings

Master username  Info
Type a login ID for the master user of your DB cluster.

Coamin )

1to 16 alphanumeric characters. The first character must be a letter.

Credentials management

You can use AWS Secrets Manager or manage your master user credentials.

O Managed in AWS Secrets Manager - most secure © self managed
RDS generates a password for you and manages it throughout its lifecycle using AWS Secrets Create your own password or have RDS create a password that you manage.
Manager.

[) Auto generate password
Amazon RDS can generate a password for you. or you can specify your own password

Master password  Info

= )

Minimum constraints: At least 8 printable ASCIl characters. Can't contain any of the following symbols: / * " @

Confirm master password Info

[ J—— ]

Specify DB Details, make sure to choose in DB



Instance Class

Instance configuration

The DB instance configuration options below are limited to those supported by the engine that you selected above.
DBinstance class  Info

v Hide filters

(O Show instance classes that support Amazon RDS Optimized Writes Info

Amazon RDS Optimized Writes improves write throughput by up to 2x at no
additional cost.

© Standard classes (includes m classes)
(O Memory optimized classes (includes r classes)

(O Compute optimized classes (includes c classes)

db.m5d.large (supports Amazon RDS Optimized Writes) v
2vCPUs 8 GiBRAM Network: Up to 4,750 Mbps  Instance storage: 75 GiB NVMe SSD

Specify DB Details, make sure to choose only db.m5d.large in DB
Instance Class. Enter these credentials (Note: Make sure you remember these
credentials, as they will be required for connecting the RDS with your

MobaXterm)

Connectivity info

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change connectivity settings so that the compute resource can connect to this

database.
© Don't connect to an EC2 compute resource () Connect to an EC2 compute resource
Don't set up a connection to a compute resource for this database. You can manually set up a Set up a connection to an EC2 compute resource for this database.

connection to a compute resource later.

Virtual private cloud (VPC) Info
Choose the VPC. The VPC defines the virtual networking environment for this DB cluster.

[ Default VPC (vpc-Ocadbd13727b758cb) v ]

6 Subnets, 6 Availability Zones

Only VPCs with a corresponding DB subnet group are listed.

(@ After a database is created, you can't change its VPC.

DB subnet group Info
Choose the DB subnet group. The DB subnet group defines which subnets and IP ranges the DB cluster can use in the VPC that you selected.

default-vpc-0cadbd13727b758ch v
6 Subnets, 6 Availability Zones

Public access Info

O VYes
RDS assigns a public IP address to the cluster. Amazon EC2 instances and other resources outside of the VPC can connect to your cluster. Resources inside the VPC can also connect to the cluster. Choose
one or more VPC security groups that specify which resources can connect to the cluster.

Select VPC Security group

VPC security group (firewall) info
Choose one or more VPC security groups to allow access to your database. Make sure that the security group rules allow the appropriate incoming traffic.

© Choose existing () Create new

Choose existing VPC security groups Create new VPC security group

Existing VPC security groups

{ Choose one or more options v ]




Database Authentication will be default as password authentication.

Database authentication

Database authentication options Info

© Password authentication
Authenticates using database passwords.

(O Password and IAM database authentication
Authenticates using the database password and user credentials through AWS IAM users and roles.

Monitoring

Performance Insights info

(7] Enable Performance Insights for all instances in the cluster

» Additional configuration
Enhanced Monitoring

» Additional configuration
Database options, encryption turned on, backup turned on, backtrack turned off, maintenance, CloudWatch Logs, delete protection turned off.

[ (@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or services that you use with AWS services. ]

Then click on Create database.

Successfully created database hiteshdb X

You can use settings from hiteshdb to simplify configuration of suggested database add-ons while we finish creating your DB for you.

[t may take few minutes for RDS to go from Initial to Running stage, you will
observe that Endpoint and Port are not yet available (wait for few minutes)

Connection details to your database hiteshdb X

This is the only time you can view this password. Copy and save the password for your
reference. If you lose the password, you must modify your database to change it. You
can use a SQL client application or utility to connect to your database.

Learn about connecting to your database [2

Master username
admin

Master password
[0 admin123

Endpoint
0 hiteshdb.cluster-cjo22w4eqmmij.us-east-1.rds.amazonaws.com

In few minutes, you will be able to see the Endpoint and Port.



Also, make sure to change some security configuration in the RDS

Go to your EC2 Instance Security Groups and select your group ID

» sg-0513f7b0108994883 - cloudwatch agent @ I
g e - —
Details
Security group name Security group ID Description VPCID
[0 cloudwatch agent [0 sg-0513f7b0108994883 IO launch-wizard-16 created 2024- I3 vpc-Ocadbd13727b758¢ch [2

09-24T15:38:37.3612

Owner Inbound rules count Outbound rules count
[0 207567757353 1 Permission entry 1 Permission entry
Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Inbound rules (1) @ Manage tags

[ Q, Search J 1 @
(] Name v | Security group rule ID ¥ | IP version v | Type v | Protocol v | Port range
o - sgr-07f21f73d660c01d0 IPv4 All traffic All All

Now go back to your mobaxterm and use this command as shown below
NOTE: In place of hostname, make sure to use your Endpoint from RDS

Username which you created Here, we’re using our own Endpoint and
username and password used

[ used third party software is mysql workbench.

Schema: sys

Now go to the path where website files are kept and run the index.php
file by using sudo nano index.php.



Now after this, GNU nano will pop up where you have to make changes
in your code, you have to check if in your server name, the endpoint of
your RDS is there along with username, password and db name

T['firstname"'];

onaws.com";

= "intell2
= "intel™;

onn = new mysgli{$servername, Susername

Now when you will try, and copy paste the Public IP of your EC2
Instance

Instance summary for i-088a174d9f67aff3e info @ ( Connect ) ( Instance state ¥ ) ( Actions ¥ )
Updated 36 minutes ago

Instance ID Public IPv4 address Private IPv4 addresses

0] i-088a174d9f67aff3e [0 3.231.165.130 | open address [2 [0 172.31.12.168

IPv6 address Instance state Public IPv4 DNS

- @ Running [0) ec2-3-231-165-130.compute-1.amazonaws.com

open address [4

After copying this IP to your browser, you will observe that your
website is working on it.

Name:

Email:



Now when you enter these details in this website, you will see the
following result.

< © A Notsewe 3231165130 20 L@

88 5 son9sir @ FIP HITESHCHAUH, G Artifical Intelligenc P® Ocean of Games =% Search Result Page. + Introduction to Pro, & pure €55 Loader - @ (3150 Series g The Pirate Bay - The. » 3 All Bookmarks

Intelli

Name:

hitesh

Email:

hiteshchauh@gmall.com|

Auto Scaling:

Now, we'll do the autoscaling of our website by going to our EC2
Instance and then click on Actions and Create Image.

Q @ @ Nviginav

Cloudwatch B iaM @8 CloudTra S a5 _ B Vi 3 B® CloudFormation

Dashboard < Instances (1/2) info

) @( Connect )( Instance state ¥ )( Actions & ) Launch instances ¥

EC2 Global View N
('@ Find instance by attribute or tag (case-sensitive) | [ austates v Connect @
Events h c g View details
Name v Instance ID Instance state v Instance type ¢ Status check Alarm . Public Il
¥ Instances e 2 ‘ | o | Manage instance state
5 - 174d9f67: . mii iew g . -3-
Instances [ (] 088a174d9f67aff3e @ Running & & t2.micro @ 2/2 checks passec  View Instance settings > ec2-3-2.
Instance Types m] i-027e50531f56b0314. @ Terminated @ @ t2.micro - View?  \orworking . I
’
Launch Templates Security >
Spot Requests l Create image ]] Image and templates DI
Savings Plans
9 Create template from instance Monitor and troubleshoot >
Reserved Instances
Launch more like this
Dedicated Hosts
Capacity Reservations
¥ Images
AMIs
AMI Catalog
= & In i-088a174d9f67affSe > Createimage
Instance 1D
10 i-088a174d9f67aff5e
Image name
[ autoscaling ]
Image description - optional
Ir cription
eboot instance
Instance volumes
Storage Device Snapshot Size Volume type 10PS Throughput  Delete on Encrypted
type termination
(= \ Enable

(Add volume )



[ (@ During the image creation process, Amazon EC2 creates a snapshot of each of the above volumes.

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

© Tag image and snapshots together () Tag image and snapshots separately
Tag the image and the snapshots with the same tag. Tag the image and the snapshots with different tags.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel

Then further, activate its autoscaling and then its application load
balancer which directs the traffic to your website directly.

Snapshots (1) Info @ (E Recycle Bin ) ( Actions ¥ ) —
1 o]

( Owned by me v ) (Q Search )
| Snapshot ID v | Volumesize v | Description v | Storagetier v | Snapshotstatus v | Started
snap-01452d5ba3260721d 8 GiB Created by Createlmage(i-... Standard Completed 2024/12/05 23:02 GMT+5:.

That’s IT.

v | Progress

.. Available (100%)



