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Industry: Healthcare

Problem Statement:
How to secure patient records online and send it privately to the intended

party

Topics:

In this project, you will be working on a hospital project to send reports
online and develop a platform so the patients can access the reports via
mobile and push notifications. You will publish the report to an Amazon SNS
keeping it secure and private. Your message will be hosted on an EC2 instance
within your Amazon VPC. By publishing the messages privately, you can
improve the message delivery and receipt through Amazon SNS.

Highlights:

1. AWS CloudFormation to create a VPC
2. Connect VPC with AWS SNS

3. Publish message privately with SNS



Project- 3: Solution



Answer:

Create a Could formation stack be using given cloud formation template.
Cloud formation will create all the required resources using given yaml
script.

This is The Parameter Section.

This is the code below

AWSTemplateFormatVersion: 2010-09-09
Description: CloudFormation Template for SNS VPC Endpoints Tutorial
Parameters:

KeyName:

Description: Name of an existing EC2 KeyPair to enable SSH access to
the instance

Type: AWS::EC2::KeyPair::KeyName'
ConstraintDescription: must be the name of an existing EC2 KeyPair.
SSHLocation:

Description: The IP address range that can be used to SSH to the EC2
instance

Type: String

MinLength: '9'

MaxLength: '18'

Default: 0.0.0.0/0

AllowedPattern: '(\d{1,3})\.(\d{1,3})\.(\d{1,3)\.(\d{1,3})/(\d{1,2})’

ConstraintDescription: must be a valid IP CIDR range of the form
XXXX/X.

Mappings:
RegionMap:

us-east-1:



AMI: ami-428aa838
us-east-2:

AMI: ami-710e2414
us-west-1:

AMI: ami-4a787a2a
us-west-2:

AMI: ami-7f43f307
ap-northeast-1:

AMI: ami-c2680fa4
ap-northeast-2:

AMI: ami-3e04a450
ap-southeast-1:

AMI: ami-4f89f533
ap-southeast-2:

AMI: ami-38708c5a
ap-south-1:

AMI: ami-3b2f7954
ca-central-1:

AMI: ami-7549cc11
eu-central-1:

AMI: ami-1b2bb774
eu-west-1:

AMI: ami-db1688a2
eu-west-2:

AMI: ami-6d263d09
eu-west-3:

AMI: ami-5ce55321



sa-east-1:

AMI:

: 2010-09-09




This is Resource Code

| SecurityGroup

Standard Camponent
LambdaFunction1 &
ionRole

B Lambdae

Standard Component

LambdaFunction2 lg\_\l
B} LambdaFunction2
@ LambdalogGroup2

Resources:
VPC:
Type: AWS::EC2::VPC'
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsSupport: 'true’
EnableDnsHostnames: 'true’
Tags:
- Key: Name
Value: VPCE-Tutorial-VPC
Subnet:
Type: AWS::EC2::Subnet’
Properties:
Vpcld: IRef VPC
CidrBlock: 10.0.0.0/24
Tags:
- Key: Name
Value: VPCE-Tutorial-Subnet

’g‘ Standard Component
@ eeeegerineins] & SecurityGroup o

s
0ee88e R:




InternetGateway:
Type: AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: VPCE-Tutorial-InternetGateway
VPCGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment'
Properties:
Vpcld: 'Ref VPC
InternetGatewayld: |Ref InternetGateway
RouteTable:
Type: AWS::EC2::RouteTable'
Properties:
Vpcld: 'Ref VPC
Tags:
- Key: Name
Value: VPCE-Tutorial-RouteTable
SubnetRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableld: |Ref RouteTable
Subnetld: !Ref Subnet
InternetGatewayRoute:
Type: AWS::EC2::Route’
Properties:

RouteTableld: 'Ref RouteTable



Gatewayld: IRef InternetGateway
DestinationCidrBlock: 0.0.0.0/0
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: Tutorial Security Group
GroupDescription: Security group for SNS VPC endpoint tutorial
Vpcld: 'Ref VPC
SecurityGrouplngress:
- IpProtocol: -1
Cidrlp: 10.0.0.0/16
- IpProtocol: tcp
FromPort: '22'
ToPort: '22'
Cidrlp: 'Ref SSHLocation
SecurityGroupEgress:
- IpProtocol: '-1'
Cidrlp: 10.0.0.0/16
Tags:
- Key: Name
Value: VPCE-Tutorial-SecurityGroup
EC2Instance:
Type: 'AWS::EC2::Instance’
Properties:
KeyName: |Ref KeyName

InstanceType: t2.micro

Imageld: !FindInMap



- RegionMap
- IRef AWS::Region'
- AMI
NetworkInterfaces:
- AssociatePubliclpAddress: 'true'
Devicelndex: '0’
GroupSet:
- IRef SecurityGroup
Subnetld: 'Ref Subnet
[amInstanceProfile: !Ref EC2InstanceProfile
Tags:
- Key: Name
Value: VPCE-Tutorial-EC2Instance
EC2InstanceProfile:
Type: 'AWS::IAM::InstanceProfile'
Properties:
Roles:
- IRef EC2InstanceRole
InstanceProfileName: EC2InstanceProfile
ECZInstanceRole:
Type: AWS::IAM::Role'
Properties:
RoleName: VPCE-Tutorial-EC2InstanceRole
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:

- Effect: Allow



Principal:
Service: ec2.amazonaws.com
Action: 'sts:AssumeRole’
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AmazonSNSFullAccess'
LambdaExecutionRole:
Type: AWS::IAM::Role'
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: 'sts:AssumeRole’
ManagedPolicyArns:

- 'arn:aws:iam::aws:policy/service-
role/AWSLambdaBasicExecutionRole'

LambdaFunction1:
Type: 'AWS::Lambda::Function’
Properties:
Code:
ZipFile: |

from __future__import print_function
print('Loading function')
def lambda_handler(event, context):

message = event['Records'][0]['Sns'][ Message']



print("From SNS: " + message)
return message
Description: SNS VPC endpoint tutorial lambda function 1
FunctionName: VPCE-Tutorial-Lambda-1
Handler: index.Jambda_handler
Role: !GetAtt
- LambdaExecutionRole
- Arn
Runtime: python3.9
Timeout: '3’
LambdaPermission1:
Type: AWS::Lambda::Permission'
Properties:
Action: 'lambda:InvokeFunction'
FunctionName: !Ref LambdaFunction1
Principal: sns.amazonaws.com
SourceArn: !Ref SNSTopic
LambdaLogGroup1:
Type: 'AWS::Logs::LogGroup'
Properties:
LogGroupName: !Sub "/aws/lambda/${LambdaFunction1}"
RetentionInDays: '7'
LambdaFunction2:
Type: 'AWS::Lambda::Function'
Properties:
Code:
ZipFile: |



from __future__import print_function
print('Loading function')
def lambda_handler(event, context):
message = event['Records'][0]['Sns'][ Message']
print("From SNS: " + message)
return message
Description: SNS VPC endpoint tutorial lambda function 2
FunctionName: VPCE-Tutorial-Lambda-2
Handler: index.Jlambda_handler
Role: |GetAtt
- LambdaExecutionRole
- Arn
Runtime: python3.9
Timeout: '3’
LambdaPermission2:
Type: 'AWS::Lambda::Permission’
Properties:
Action: 'lambda:InvokeFunction'
FunctionName: !Ref LambdaFunction?2
Principal: sns.amazonaws.com
SourceArn: !Ref SNSTopic
LambdaLogGroup2:
Type: 'AWS::Logs::LogGroup'
Properties:
LogGroupName: !Sub "/aws/lambda/${LambdaFunction2}"
RetentionInDays: '7"
SNSTopic:



Type: 'AWS::SNS::Topic'
Properties:
DisplayName: VPCE-Tutorial-Topic
TopicName: VPCE-Tutorial-Topic
Subscription:
- Endpoint: |GetAtt
- LambdaFunction1
- Arn
Protocol: lambda
- Endpoint: |GetAtt
- LambdaFunction2
- Arn
Protocol: lambda

Go to Aws Management Console you will see like this page

aws | Ei | Q Sear B £ ® @ Nvignav AWSTRAINING ¥

Hers Blece B rotess & coudwarch B 1am B clovoTrail T P geanstalk  G§|vec sz B ros @ simple Notification Service B9 CloudFormation

1]
<]
1
@

Console Home i + Add widgets

i Recently visited i : i Applications (0) e

B nfrastructure Composer AWS Backup Reglon: LS East (M. Virginia)

CloudFormation Amazon Redshift | us-east-1(Current Region) ¥ | | Q Find applications |
B e B oynamons 1
E 53 1AM Name v Description ¥ Region ¥ Originati. W &

L‘ EC2 Image Builder
No applications

E:- EC2 Global View Get started by creating an application.

B ros
Bl eestic Beanstalk

to AIC 2 s AMIC Lioalsl 2 TR PN AWIC : T i

Then Search Cloud Formation



Q, cloudforma

Bl Ec

Services Show more

| Services B CloudFormation *
Features — Create and Manage Resources with Templates
Resources New

Documentation
Infrastructure Composer

Knowledge articles . X . o i
Visually design and build modern applications quickly

Blog posts
Events

Tutorials Cloud9
A Cloud IDE for Writing, Running, and Debugging Code

Features Show more

laC Generator

CloudFormation feature

Spotlight
CloudFormation feature

Public extensions

CloudFormation feature

Click the cloud Formation service.

Q Searct t+5] B 84 ® @ Nviginav AWSTRAINING ¥

Bers Bee @rovtess & covowateh B am B clovdtral B Eastic Beanstalk i ros @ simple Notification Service B8] CloudFormation

e CloudFormation > Stacks o
CloudFormation < Stacks (0) @ Delet Jpdat Stack actions ¥

Stack Filter status
acks
StackSets | @ Fite k nama | | Active v | @O View nested 1 ]
Exports Stack name Status | Created time Description
. No stacks
Infrastructure Composer
No stacks to display
1aC generator
Create stack
Hooks overview New View getting started guide
Hooks New
‘v Registry

Public extensions
Activated extensions

Publisher

Spotlight .

Then Click Infrastructure Composer



aws,

2] 2 @ ] N. Virgi AWSTRAINING ¥

Bers Bec @ rovtess @ covdwaten B am B cloustrat Bl Fsx [ elastic Beanstaik Gl vee sz B @ simple Notification Service [ CloudFormation
e CloudFormation > Stacks [c]

CloudFormation < ] Stacks (0) @ (omtme ) (upame ) (st actons v

Filter status

Stacks

StackSets | @ Filter by stack name | [ Active 1 ]

Exports Stack name | status | Created time | Description

No stacks

No stacks to display

laC generator
Create stack
Hooks overview New ew getting started guide
Hooks New
¥ Registry
Public extensions

Activated extensions

Publisher

spotlight >

After click the Infrastructure composer you will see this page.

2] o @ @ N. Virginia v AWSTRAINING v

B routes3 @ cloudwatch B am B clovdtran B Fsx [ Etastic Beanstalk ) &8ss Hfros @ e Notifica e B9 CloudFormation

CloudFormation > Infrastructure Composer ®

[ changes saved CloudFormation console mode JENSELTTER S

Infrastructure Composer < ® ing for CloudF an Designer?

Infrastructure Composer in CloudFormation console mode is an improvement from CloudFormation Designer. Please provide your feedback,

List Resources
SN G oo [RREN & Amange s|e
| @ search for a resource |

¥ Enhanced components (14)

Create template

API Gateway

Cognito UserPool

Cognito UserPoolClient -
o

DynamoDB Table

Q
EventBridge Event rule -

Then Click Templates and paste the code.

aws,

B 4 @ @ wvignav AWSTRAINING ¥

Bers Blece @ routess @ covawaten B am B couatrat B8 rsx [ clastic peanstaie Gl vec [ sz i ros @ simpie Notification Service B8] CloudFormation

CloudFormation > Infrastructure Composer [c]

[ Changes saved CloudFormation console mode IESLDITERS

Infrastructure Composer <

@ Looking for CloudFormation Designer? Go to Designer X
Infrastructure Composer in CloudFormation console mode is an improvement from CloudFormation Designer. Please provide your feedback.
List Resources
. &% Arrange S 2 Validate Create template
| @ search for a resource |
¥ Enhanced components (14)
API Gateway
Cognito UserPool
Cagnito UserPoolClient .
]
DynamoDB Table [}
Q

EventBridge Event rule




You will see like this page then click canvas

CloudFormation » Infrastructure Composer c]

B ur

ed changes CloudFormation console mode JNETTTTER 4

Infrastructure Composer < %8 Canvas vAML (B JSON

Create template
: Resour = 4
List Resources
2 VPC:
. Type: "AWS::EC2::VPC'
(@ seoren | propertiest
5 cidrelock: 10.0.0.0/16 " d
» Enhanced components (14) 6 ableDnsSupport: 'true’ -
EnableDnsHostnames: true’ 1
8 Tags:
AP| Gataeway 9 - Key: Name
1@ Value: VPCE-Tutorial-vPC
. 11 Subnet:
Cognito UserPaol -
12 Type: 'AWS::EC2::Subnet’
13 Properties: 7
d: 1
Cognito UserPoolClient 14 vpcld: IRef VPC g
15 cidrBlock: 19.9.0.0/24 -
16 Tags: =]
DynamoDB Table 1 - Key: Name

No template validation errors
EventBridge Event rule

€. or its affiliates

After Click the canvas you will see below architecture of cloud
formation code.

® fay @ @ N. Virginia ¥ AWSTRAINING ¥

Blers Ble @ routess louoWatch B 1aM B8 cloudtrait B Fsx [ Elastic Beanstate Gl vee 53 %08 ros @ simple Notification Service B9 CloudFormation

CloudFormation > Infrastructure Composer ]

B3 Unsaved changes

Infrastructure Composer < @ [ Template = Arrange o o

CloudFormation console mode Menu v

Create template
List Resources o
SNSTopic
4 vPC
Q Search for a resource N
! ECZInstance g
SecurityGroup
— o) o
v (4 a
Enhanced components (14) B oo - s
® ]
API Gateway e :
LambdaFunctionl
]
Cognito UserPool 2
[
Cognito UserPoolCli . . -
LambdaFunction2 &
[
B
DynamoDB Table [}
Q
EventBridge Event rule >
CloudFormation > Infrastructure Composer [c]
[SpT— men v
Infrastructure Composer < 9 Canvas Template YAML (B JSON
List Resources 1 Resources: = 1
2w
p . 3 Type TR
[ @ search for a resource | 2 properties:
5 CidrBlock: 19.0.9.0/16 i o
v Enhanced components (14) 3 EnableDnssupport: 'true’ -
7 EnableDnsHostnames "
8 Tags:
API Gateway 3 - Key: Name
10 Value: VPCE-Tutorial-vPC
. 11 Subnet
Cognito UserPool . . . il
12 Type: "AWS::EC2::Subnet :
13 Propertie Bl
Cognito UserPoolClient 14 VpcId: IRef VPC -
15 CidrBlock: 10.9.9.0/24 -
16 Tags: =
DynamoDB Table 17 - Key: Name

No template validation errars
EventBridge Event rule '?:'@



Now Click the Confirm And Continue to cloud formation

Continue to CloudFormation

(@ We're putting the template in this existing bucket: cf-templates-
-1bjamnvkl|216-us-east-1.
For more information, see Using Infrastructure Composer in CloudFormation
console mode [2.

» Use a different bucket

After Click the Confirm and Continue to cloud formation then you will
this stack creation page.

© Coudromation > Stadks > Create stack

CloudFormation < Step 1

@ Create stack Create stack
Stacks
StackSets Step2 .
. Specify stack details Prerequisite - Prepare template
Xports b
po You can also create a template by scanning your existing resources in the 1aC generator [3.
Step3
Configure stack options Prepare template
Every stack is based on a template. A template is 3 JSON or YAML file that contains configuration information about the AWS resources you want to include in the
Infrastructure Composer
Step4 stack
1aC generator Review and create - .
(O Choose an existing template © Build from Infrastructure Compaser
Upload or choose an existing template. Create a template using a visual builder.
Hooks overview New
Hooks New
Create a template in Infrastructure Composer
Use Infrastructure Composer to visually design your stacks on a simple, drag-and-drop interface. Infrastructure Composer automatically
¥ Registry updates and validates the template.
Public extensions
- (@ Your template was successfully imported from Infrastructure Composer.
Activated extensions
Publisher
Amazon §3 URL
https://s3.us-east-1.amazenaws.comy/ci-templaies-- ibjamnvkiZi6-us-east- 1 /template- 1734365186781 yam!
Srntlinkt -

Click Next

Create a template in Infrastructure Composer
Use Infrastructure Composer to visually design your stacks on a simple, drag-and-drop interface. Infrastructure Composer automatically
updates and validates the template.

[ @ Your template was successfully imported from Infrastructure Composer. ]

Amazon 53 URL

( Edit in Infrastructure Composer )




After Click the next you need to specify the stack details then click
next.

» Create stack [¢]
@ Create stack SPedrTy StdCK aetdils
Step 2
@ Specify stack details Provide a stack name
Step 3 Stack name
Configure stack options [ CFFORVPC ]
Step 4 Stack name must be 1 to 128 characters, start with a letter, and only centain alphanumeric characters. Character count: 8/128.

Review and create

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

KeyName
Name of an existing EC2 KeyPair to enable SSH access to the instance

[ cloudwatch logs v ]

SSHLocation
The IP address range that can be used to SSH to the EC2 instance

[ 0.0.00/0 ]

This Section nothing to do.

Create stack 0]
Step 1 . .
@ Createstack Configure stack options
Step 2
@ Specify stack details Tags - Optioﬂal
. Tags (key-value pairs) are used to apply metadata to AWS resources, which can help in organizing, identifying, and categerizing those
tep 3

) ) resources. You can add up to 50 unique tags for each stack.
@ Configure stack options

No tags associated with the stack.
Stepd

Revi d te
eview and create Add new tag

You can add 50 more tag(s)

Permissions - optional
Specify an existing AWS Identity and Access Management (IAM) service role that CloudFormation can assume.

IAM role - optional
Choose the IAM role for CloudFormation to use for all operations performed on the stack.

[ IAM role name v ] [ Sample-role-name v ] ( Remove )

In Stack failure options.there is two option.

1.Roll back all stack resources

2.Preserve successfully provisioned resources.

So choosed to Preserve successfully provisioned resources.
And There is another option in stack failure is

Delete newly created resources during a rollback



In this there is two options
1.use deletion policy
2.Preserve successfully provisioned resources.

Choosed to Preserve successfully provisioned resources.

Stack failure options

Behavior on provisioning failure
Specify the roll back behavior for a stack failure. Learn more B

(O Roll back all stack resources
Roll back the stack to the last known stable state.

© Preserve successfully provisioned resources
Preserves the state of successfully provisioned resources, while rolling back failed resources to the last
known stable state. Resources without a last known stable state will be deleted upon the next stack
operation.

Delete newly created resources during a rollback
Specify whether resources that were created during a failed operation should be deleted regardless of their deletion policy. Learn more E

() Use deletion policy

Retains or deletes created resources according to their attached deletion policy.

© Delete all newly created resources
Deletes created resources during a rollback regardless of their attached deletion policy.

In advanced options.we nothing to do changes.

Advanced options
You can set additional options for your stack, like notification options and a stack policy. Learn more [4

» Stack policy - optional

Defines the resources that you want to protect from unintentional updates during a stack update.

» Rollback configuration - optional
Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold,
CloudFormation rolls it back.

» Notification options - optional

Specify a new or existing Amazon Simple Notification Service topic where notifications about stack events are sent.

» Stack creation options - optional

Specify the timeout and termination protection options for stack creation.

In Capabilties Check the box and click next

Capabilities

(D The following resource(s) require capabilities: [AWS::1IAM::Role]
This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and
that they have the minimum required permissions. In addition, they have custom names. Check that the custom names are unique
within your AWS account. Learn more [&

I acknowledge that AWS CloudFormation might create |1AM resources with custom
names.

caneet Previous



Then we Need To Review all the things

Create stack

Step 1 .
@ Createstack Review and create

Step 2

@ Specify stack details Step 1: Specify template

Step 3 ..
@ Configure stack options Prerequisite - Prepare template
Step 4 Template

(@ Review and create

Template

Template URL
https://s3.us-east-1.amazonaws.com/cf-templates--1bjamnvk|26-us-east-1/template- 1734365467767 yaml

Stack description
CloudFormation Template for SNS VPC Endpoints Tutorial

Step 2: Specify stack details

Provide a stack name

Stack name
CFFORVPC

Parameters (2)

[ Q, Search ]
Key A | value

KeyName cloudwatch logs
SSHLocation 0.0.0.0/0

Step 3: Configure stack options

Tags
[ Q, Search tags ]
Key A Value
No tags
There are no tags defined for this stack
Permissions

No permissions

There is no IAM role associated with this stack




Stack failure options

Rollback on failure
Deactivated

Delete newly created resources during a rollback

Activated

Stack policy

Rollback configuration

Monitoring time

CloudWatch alarm ARN

Notification options

SNS topic ARN

Stack creation options

Timeout

Termination protection
Deactivated

Quick-create link

No stack policy
There is no stack policy defined

No notification options

There are no notification options defined

Use quick-create links to get stacks up and running quickly from the AWS CloudFormation console with the same basic configuration as this
stack. Copy the URL on the link to share. Learn more [2

( Open quick-create link [2 )

Create change set

Then click submit.

Cancel Previous

Submit




After Click the submit you see the event updates

+ CFFORVPC

® o o

CFFORVPC a8 >

Update ( Stack actions ¥ )( Create stack ¥ )

o Stacks (1)

©

Filter status

) (acve < )

( Q Filter by stack name

Stack info Events - updated Resources Outputs Parameters Template ch >
@ view nested
1
Stacks
CFFORVPC Events (1) View root cause @
o] 2024-12-16 21:53:26 UTC+0530 1] ( Q, Search events ] 15}
(® CREATE_IN_PROGRESS
Timestamp | Logical ID | Status | Detailed status | St
2024-12-16 21:53:26 (@ CREATE_IN_PROGRES
UTC+0530 CFFORVPC S - Y
] >
CFFORVPC @ o BC)
= Stacks (1) @ Events (60) View root cause @
Filter status ( Q Search events ] @
[ Q, Filter by stack name ] { Active ¥ }
Timestamp | Logical ID | Status | Detailed status |
@ View nested
1 2024-12-16 21:53:29 EC2InstanceRole (@ CREATE_IN_PROGRES _
UTC+0530 S
Stacks 2024-12-16 21:53:28 vee (® CREATE_IN_PROGRES
CFFORVPC UTC+0530 S
©Q  2024-12-16 21:55:26 UTC+0530 1 2024-12-16 21:53:28 ECaInstanceRol (@ CREATE_IN_PROGRES
() CREATE_IN_PROGRESS UTC+0530 nstancerote S N
2024-12-16 21:53:28 LambdaE tionRol G) CREATE_IN_PROGRES
UTC40530 ambdaExecutionRole <
2024-12-16 21:53:28 @ CREATE_IN_PROGRES
UTC+0530 InternetGateway < -
2024-12-16 21:53:26 CFFORVPC (@ CREATE_IN_PROGRES _
UTC+0530 S
“ »
CFFORVPC @ ® ¢
=] Stacks (1) @ Events (60) View root cause @
Filter status [ Q. Search events J 3]
ilter by stack name ive ¥
Q Filter by stack Acti
Timestamp Logical ID | Status | Detailed status |
@ View nested
2024-12-16 21:53:41 SecurityGrou @ CREATE_IN_PROGRES
1 UTC+0530 yaroup s
Stacks 2024-12-16 21:53:41 @ CREATE_IN_PROGRES
UTC+0530 VPCGatewayAttachment S -
CFFORVPC
©  2024-12-16 21:55:26 UTC+0530 il 121225352336 21:53:41 vpC CREATE_COMPLETE ,
(@ CREATE_IN_PROGRESS
2024-12-16 21:53:30 InternetGatew (@ CREATE_IN_PROGRES CONFIGURATION_CO
UTC+0530 i s MPLETE
2024-12-16 21:53:30 veC (® CREATE_IN_PROGRES
UTC+0530 S

2024-12-16 21:53:29 LambdofxecutionRol (® CREATE_IN_PROGRES
UTC+0530 ambdaExecutionRole < _

2024-12-16 21:53:29
UTC+0530

(@ CREATE_IN_PROGRES
InternetGateway S -



> CFFORVPC @ @

=] Stacks (1) @ Events (60) View root cause @
Filter status [ Q Search events J @
[ Q Filter by stack name ] [ Active ¥ )
Timestamp | Logical ID | Status | Detailed status
Vi ted
© Viewneste 2024-12-16 21:53:44 SecurityG (© CREATE_IN_PROGRES
1 UTC+0530 ecurnitybroup s :
2024-12-16 21:53:43 (® CREATE_IN_PROGRES CONFIGURATION_CO
Stacks UTC+0530 RouteTable s MPLETE
CLEORVEC 2024-12-16 21:53:43 @ CREATE_IN_PROGRES
©  2024-12-16 21:53:26 UTC+0530 I uTC+0530 Subnet S -
(@ CREATE_IN_PROGRESS
2024-12-16 21:53:42 @ CREATE_IN_PROGRES
RouteTable -
UTC+0530 S
2024-12-16 21:53:42 VPCGatewayAttachment G) CREATE_IN_PROGRES
UTC+0530 i s -
2024-12-16 21:53:41 Subnet @ CREATE_IN_PROGRES
UTC+0530 ubne s -
2024-12-16 21:53:41 RouteTable (@ CREATE_IN_PROGRES ~
UTC+0530 S
> CFFORVPC @ (6]
=] Stacks (1 ) @ Events (63) View root cause @
Filter status [ Q Search events } o]
[ Q Filter by stack name ] ( Active W ]
Timestamp | Logical ID | Status | Detailed status |
@ View nested
2024-12-16 21:53:46 LambdaFunction2 (@ CREATE_IN_PROGRES
1 UTC+0530 ambdarunction s )
Stacks 2024-12-16 21:53:46 SubnetRouteTableAssoci G) CREATE_IN_PROGRES
UTC+0530 ation S
CFFORVPC
©  2024-12-16 21:53:26 UTC+0530 n 2024-12-16 21:53:46 LambdaFunction1 © CREATE_IN_PROGRES
uTC+0530 S
CREATE_COMPLETE
2024-12-16 21:53:45
UTC+0530 Subnet @ CREATE_COMPLETE -
2024-12-16 21:53:45 .
UTC+0530 LambdaExecutionRole CREATE_COMPLETE -
2024-12-16 21:53:45
UTC+0530 InternetGateway CREATE_COMPLETE -
3%?01523_(1,6 21:55:44 VPCGatewayAttachment © CREATE_COMPLETE -
» CEFORVPC @ ®
= Stacks (1) @ Events (63) View root cause @
Filter status [ Q Search events ] ]
[ Q Filter by stack name ] [ Active ¥ J
Timestamp | Logical ID | Status | Detailed status
@© View nested 2024-12-16 21:53:48 ECstanceProfil (© CREATE_IN_PROGRES
. UTC+0530 nstancerrotite s .
2024-12-16 21:53:47 SubnetRouteTableAssoci
CREATE_COMPLETE -
Stacks UTC+0530 ation -
CFFORVPC 2024-12-16 21:53:47 . (® CREATE_IN_PROGRES
LambdaFunction1 -
©  2024-12-16 21:53:26 UTC+0530 n UTC+0530 S
CREATE_COMPLETE
. B 2024-12-16 21:53:47 LambdaFunction2 @ CREATE_IN_PROGRES
UTC+0530 ambdarunction s -
2024-12-16 21:53:47 SubnetRouteTableAssoci (@ CREATE_IN_PROGRES
UTC+0530 ation S B
2024-12-16 21:53:47 EC2InstanceProfile @ CREATE_IN_PROGRES _
UTC+0530 S
2024-12-16 21:55:46 EC2InstanceRole © CREATE_COMPLETE -

UTC+0530



. CFFORVPC @ o @
=] Stacks (1 ) @ Events (63) View root cause @
Filter status [ Q Search events ] ]
[ Q| Filter by stack name } [ Active ¥ ]
Timestamp | Logical ID | Status Detailed status |
© Viewnested 2024-12-16 21:53:55
. uT ;0533 2 InternetGatewayRoute () CREATE_COMPLETE -
Stacks 322'13523’;6 21:55:55 LambdaFunction1 © CREATE_COMPLETE R
CFFORVPC
2024-12-16 21:53:55 N
[ 2024-12-16 21:53:26 UTC+0530 1] UTC+0530 LambdaFunction2 @ CREATE_COMPLETE -
CREATE_COMPLETE
2024-12-16 21:53:55 Int Gat Routs @ CREATE_IN_PROGRES
UTC+0530 nternetbatewaykoute S
2024-12-16 21:53:54 InternetGatewayRoute @ CREATE_IN_PROGRES _
UTC+0530 S
2024-12-16 21:53:53
RouteTabl CREATE_COMPLETE -
UTC+0530 outetable @ -
2024-12-16 21:53:51 N
UTC+0530 SecurityGroup CREATE_COMPLETE -
CFFORVPC @ @
=] Stacks (1 ) @ Events (63) View root cause @
Filter status [ Q. Search events ] o]
[ Q Filter by stack name ] ( Active ¥ J
Timestamp | Logical ID | Status | Detailed status |
View nested =12 i B i
O 2024-12-10 21550/ EC2Instance (i) CREAIE_IN_PROGRES
1 UTC+0530 S
2024-12-16 21:53:57 ) @ CREATE_IN_PROGRES @ CONFIGURATION_CO
Stacks UTC+0530 EC2InstanceProfile s MPLETE
CFFORVPC 2024-12-16 21:53:56 (@ CREATE_IN_PROGRES
LambdalogGroup1
O  2024-12-16 21:53:26 UTC+0530 1] UTC+0530 S
Sl E I 2024-12-16 21:53:56 () CREATE_IN_PROGRES
LambdalogGroup2
UTC+0530 S
2024-12-16 21:53:55 SNSTapic @ CREATE_IN_PROGRES
uTC+0530 S
2024-12-16 21:53:55 LambdalogG 1 (@ CREATE_IN_PROGRES
UTC+0530 ambdatoglroup s
2024-12-16 21:53:55 @ CREATE_IN_PROGRES
UTC+0530 LambdalogGroup2 S -
» CFFORVPC @ (0]
= Stacks (1 ) @ Events (63) View root cause @
Filter status [ Q_ Search events ] @
( Q, Filter by stack name ] [ Active ¥ ]
Timestamp | Logical ID | Status | Detailed status |
@© View nested 2024-12-16 21:54:04 R (i) CREATE_IN_PROGRES
UTC+0520 ambdaPermission < -

2024-12-16 21:54:04 (@ CREATE_IN_PROGRES

LambdaPermission2

Stacks UTC+0530 s
CFFORVPC 2024-12-16 21:54:03 SNSTonic (® CREATE_IN_PROGRES @ CONFIGURATION_CO
O  2024-12-16 21:53:26 UTC+0530 1] UTC+0530 P S MPLETE

CREATE_COMPLETE -

52?:11;523;; 621:5403 LambdaLogGroup1 CREATE_COMPLETE -

2024-12-16 21:54:03

UTC+0530 LambdalogGroup2 CREATE_COMPLETE

2024-12-16 21:54:03 . (@ CREATE_IN_PROGRES

SNSTopic

UTC+0530

2024-12-16 21:53:59
UTC+0530

EC2Instance

S

() CREATE_IN_PROGRES
S



» CFFORVPC

= Stacks (1)

Filter status

Events (63)

©

View root cause

@o

[ Q, Search events

[ Q, Filter by stack name

=

©
] @

@ view nested

Stacks

Timestamp

2024-12-16 21:56:00
UTC+0530

2024-12-16 21:54:33
UTC+0530

CFFORVPC
o] 2024-12-16 21:53:26 UTC+0530
CREATE_COMPLETE

I 2024-12-16 21:54:10
UTC+0530

2024-12-16 21:54:05
UTC+0530

2024-12-16 21:54:.05
UTC+0530

2024-12-16 21:54:04
UTC+0530

2024-12-16 21:54:.04

| Logical ID |

EC2InstanceProfile

SNSTopic

EC2Instance

LambdaPermission2

LambdaPermission

LambdaPermission1

LambdaPermission2

Status

CREATE_COMPLETE -

(® CREATE_COMPLETE -

CREATE_COMPLETE -

(@ CREATE_COMPLETE -

(@ CREATE_COMPLETE -

(@ CREATE_IN_PROGRES
S

(@ CREATE_IN_PROGRES

Detailed status |

©® o ¢

Template (D)

] @

UTC+0530 S
> CFFORVPC
k Delete ) k Update ) k Stack actions ¥ ) k Create stack ¥ )
@ Stacks (1) ©
Stack info Events - updated Resources Outputs Parameters
Filter status
(Q Filter by stack name ] ( Active ¥ }
Table view
@ View nested
1 Events (63) View root cause @
Stacks ( Q, Search events
CFFORVPC Timestamp | Logical ID | Status Detailed status |
[o] 2024-12-16 21:53:26 UTC+0530 I
2024-12-16 21:56:00
© CREATE_COMPLETE CFFORVPC @ CREATE_COMPLETE -

UTC+0530

2024-12-16 21:56:00

UTC+0530

EC2InstanceProfile

@ CREATE_COMPLETE -

The Stack has been created successfully now we need to verify all the

things.

Your VPCs (2) info

less than a minute ago

Last updated

| Q Search 1 ]
[0  Name v | vPCID v | State @ | BlockPublic... ¥ | IPvaCIDR @ | IPv6 CIDR

O VPCE-Tutorial-VPC vpc-0c42f0b520e4188f1 @ Available © off 10.0.0.0/16 -

O - vpc-0Ocadbd13727b758ch ©@ Available @ off 172.31.0.0/16 -

q »
‘ Q Find resources by attribute or tag ‘ 1 ]
Name Subnet ID v | state v | vPC v | Block Public... ¥ | IPv4CIDR
VPCE-Tutorial-Subnet subnet-07f4c7128b2b576c1 @ Available vpc-0c42f0b520e4188f1 | VPCE... (O Off 10.0.0.0/24
- subnet-0d828a638aec31575 Available vpc-Oca4bd13727b758ch ® off 172.31.0.0/20
- subnet-09c8bcbfedafb2bee Available vpc-0cadbd13727b758¢ch © off 172.31.32.0/20
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Route tabls 1/ e [ O] o |
‘ Q Find resources by attribute or tag 1 foxd
2 Name v Route table ID v Explicit subnet associ... ¢ Edge associations v ‘ Main v ‘ VPC
O - rtb-095aabeb9b1593bb7 - - Yes vpc-0cadbd13727b758ch

| VPCE-Tutorial-RouteTable rtb-01cb081ccf3becffc subnet-07f4c7128b2b57... - No vpc-0c42f0b520e4188f1 | VI
O - rtb-06d3471056bc003e8 - - Yes vpc-0c42f0b520e4188f1 | VI

VPC > Routetables » rtb-01cb081ccf3becffc

rtb-01cb081ccf3becffc / VPCE-Tutorial-RouteTable

Details info
Route table ID Main Explicit subnet associations Edge associations
[0 rtb-01cb081ccf3bectfc 3 No subnet-07f4c7128b2b576¢1 / VPCE- -
Tutorial-Subnet
VPC Owner ID
vpc-0c42f0b520e4188f1 | VPCE-Tutorial- [0 207567757353
VPC
Routes Subnet associations Edge associations Route propagation Tags
Routes (2
‘ Q, Filter routes ‘ 1 @
Destination v ‘ Target v | Status v Propagated v
0.0.0.0/0 igw-0eb71c7f57ed45c98 Active No
10.0.0.0/16 local @ Active No

Internet gateways (2) info

s v | G

Q, Search ‘ 1 i
O Name v | Internet gateway ID v | State v | vpciD v | Owner
O - igw-01655718ff8c7f3a5 Attached vpc-Ocadbd13727b758ch 207567757353
O VPCE-Tutorial-InternetGateway igw-0eb71c¢7f57ed45¢c98 Attached vpc-0c42f0b520e4188f1 | VPCE-Tutoria... 207567757353

VPC > Internet gateways » igw-Oeb71c7f57ed45¢98

igw-0eb71c7f57ed45c98 / VPCE-Tutorial-InternetGateway

Details info

Internet gateway ID State VPCID Owner
[0 igw-0eb71c7f57ed45c98 @ Attached vpc-0c42f0b520e4188f1 | VPCE-Tutorial- [0 207567757353
VPC

Q. Search tags 1 ]
Key Value
aws:cloudf... CFFORVPC
Name VPCE-Tutorial-InternetGateway
aws:cloudf... InternetGateway
aws:cloudf... arn:aws:cloudformation:us-east-1:207567757353:stack/CFFORVPC/13a3e230-bbca-11ef-900b-0ec39¢392a3f

(=) @onr
Last updated N =
Dashboard ¢ Instances (1) nio o 095 @) comnect ) (Cinsancesate v ) (Cactons ) (Eneninamneel] 19D

EC2 Global View

Q, Find Instance by attribute or tag (case-sensitive) Allstates v | 1
E J
vents
¥ Instances (J | Name & ¥ | Instance ID | Instancestate ¥ | Instancetype ¥ | Status check | Alarmstatus | Availability Zone ¥ | Public IPva
Instances () VPCE-Tutorial-...  i-057a8c3ab9287d8f0 @Running @ & t2micro @ 2/2checks passec Viewalarms 4+ us-east-1f ec2-3-238-

‘ v
Instanrs Tynes



e Amazon SNS > Topics o 2 & 6

Amazon SNS < (D New Feature

Amazon SNS now supports in-place message archiving and replay for FIFO topics. Learn more [3

Dashboard

Tapics Topics (6) Edit Delete Publish message -

Subscriptions .

[ Q Search 1 o)
» Mobile h g
Push notifications Name a | Type v | ARN v
Text messaging (SMS) O  404dalarm Standard am:aws:snsus-east-1:207567757353:404alarm
Q  default Standard armaws:snsus-east-1:207567757353:default
O Default_CloudWatch_Alarms_Topic Standard am:aws:snsius-east-1:207567757353:Default_Cloud...
Q©  HiteshChauhan fifo FIFO armaws:snsus-east-1:207567757353 HiteshChauha,
QO  HiteshSNS Standard armaws:snsus-east-1:207567757353:HiteshSNS
O VPCE-Tutorial-Topic Standard armaws:snsus-east-1:207567757353:VPCE-Tutorial-...
+ VPCE-Tutorial-Topic ® @ 8 6
Details
<
Name Display name
VPCE-Tutorial-Topic VPCE-Tutorial-Topic
ARN Topic owner
arn:aws:sns:us-east-1:207567757353:VPCE-Tutorial- 207567757353
Topic
Type
Standard
Subscriptions Access policy Data protection policy Delivery policy (HTTP/S) Delivery status logging Encryption Tags >
ubscriptions it elete equest confirmation onfirm subscription
Subscript 2 Ed Del R fi Conf b
[ Q, Search } 1 S
1D a | Endpoint v | Status v Protocol v
(@] 1e9c53b4-7a90-4643-b2ed-5¢3c0... arn:aws:lambda:us-east-1:2075677... @ Confirmed LAMBDA
(@] 37608a7-99aa-4a26-baf6-eaf70f... arn:aws:lambda:us-east-1:2075677... @ Confirmed LAMBDA

We need to subscribe the sns topics.After Confirm the subscription you
will notified.

AWS Notification - Subscription Confirmation Inbox >

. VPCE-Tutorial-Topic <no-reply@sns.amazonaws.com:=
- tome -
You have chosen to subscribe to the topic:

am:aws:sns:us-east-1:207567757353:VPCE-Tutorial-Topic

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):
Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS please send an email to sns-opi-out

aws

"---—_..._—r-’j Simple Notification Service

Subscription confirmed!
You have successfully subscribed.

Your subscription’s id is:
arn:aws:sns:us-east-1:207567757353 :VPCE-Tutorial-Topic:a39f48%a-720a-4e74-

Slee-121Fffl3ccfcd

If it was not your intention to subscribe, click here to unsubscribe.




Now We need to connect the ec2 instance from mobaxterm tool.

Last updated - n
Instances (1/1) info 2 minutes ago @ ( Connect ) ( Instance state v ) ( Actions w ) Launch instances v
[ Q, Find Instance by attribute or tag (case-sensitive) ] [ All states ¥ ] 1 @
Name 2 v | Instance ID | Instance state v | Instancetype ¥ | Statuscheck | Alarm status | Availability Zone ¥ | Public IPv4
[ VPCE-Tutorial-.... i-057a8¢3ab9287d8f0 @ Running @ @ t2.micro @ 2/2 checks passec  View alarms +  us-east-1f ec2-3-238-
»
i-057a8c3ab9287d8f0 (VPCE-Tutorial-EC2Instance) 8 v
Details Status and alarms Monitoring Security Networking Storage Tags

¥ Instance summary Info

Instance ID Public IPv4 address Private IPv4 addresses

I0) i-057a8¢3ab9287d8&f0 [0 3.238.206.37 | open address [2 0 10.0.0.144

IPv6 address Instance state Public IPv4 DNS

- ® Running [0) ec2-3-238-206-37.compute-1.amazonaws.com

open address [A

Session settings >
¢ = i @ - - @ x == ]
SSH Telnet Rsh Kdmep RDP VNC FTP SFTP Serial File Shell Browser Mosh AwsS3 WSL

Basic S3H settings

Specify username |ec2-user ~ |2 Port

Remote host *|3.238.206.37

Advanced SSH settings Bl Terminal settings "% Network settings Bookmark settings

X11-Forwarding Compression Remote environment: | Interactive shell o

Execute command: ‘ | [] Do not exit after command ends

SSH-browser type: ‘ SFTP protocol v| [] Follow SSH path (experimental)
Use private key E:\cloudwatch logs.ppk] 2 Expert SSH settings

Execute macro at session start: ‘ <=none=

@ OK € Cancel

server Tools Settings Macros Help

4 Le] hd = _ o ©
Sessions View Split MultiExec Tunneling Packages Settings Help

(ec2-user)

It seems to be the first time you connect to this server:
the remote server identity is not yet known by MobaXterm.

Press "Accept” if you trust this identity and want to carry on connecting.

Press "Cancel” if you want to abandon this connection.

L Accept More info...

[[] Do not show this message again




» SSH session to ec
* Direct SSH
* SSH compression :
* SSH-browser
* X11-forwarding : X (disabled or not st rted by server)

» For more info, ctrl+click on help or visit our website.

Amazon Linux 2 AMT

We need to do aws configure need to configure

We need provide Access Key And Secret Access key

[root@ip-16-0-0- # aws configure
AWS Access Key ID
AWS Secret Acces 3H4L]:

Default re nn [No : us-east-1

Default output format [

[root@ip-16-0-0-144 ec2 # aws sns get-topic-attributes --topic-arn "arn:aws:sns:us-east-1:207567757353:VPCE-Tutorial-Topic"
A

[root@ip-10-0-0-144 ec2-user]# "aws sns publish --region us-east-1 --top arn arn:aws:sns:us-east-1:207567757353:VPCE-Tutorial-Topic --mess: "Hii, my name is hites
h, hope you are doing well"

Then We need to run command aws sns get-topic-attributes --topic-
arn "arn:aws:sns:us-east-1:207567757353:VPCE-Tutorial-Topic"

Then Run "aws sns publish --region us-east-1 --topic-arn
arn:aws:sns:us-east-1:207567757353:VPCE-Tutorial-Topic --
message "Hii, my name is hitesh, hope you are doing well"

This is the email confirmation.

HI Inbox x

VPCE-Tutorial-Topic <no-reply@sns.amazonaws.com
tome v

Hii, my name is hitesh, hope you are doing well

If you wish to stop receiving nofifications from this topic, please click or visit the link below to unsubscribe
https://sns us-east-1 ihe html?SubscriptionAm=arn aws sns-us-east-1:207567757353 VPCE-Tutorial-Topic:a39f489a-720a-4e74-81 ee-121f1 3ccicd& Endpoint=hi iLcom

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at https://aws.amazon.com/support

Note:There is another options if command is not working so go to
simple notification service.then subscribe the those topic you will
choose manually send the push message.



