Guided Lab: Automated File
Processing with S3 Event
Notifications and Lambda function

Description

You can turn on S3 event notifications to send notifications on S3-related
events, such as object uploads or deletions. These notifications can be
configured to target AWS services like Lambda functions, SQS queues, or
SNS topics.

In this lab, you'll set up an S3 bucket to generate an event notification,
which in turn will trigger a Lambda function to process the uploaded file.
This combination of S3 events and Lambda functions is a common

pattern in serverless architectures.

Prerequisites

This lab assumes you have some prior experience with the basic creation

of S3 buckets and Lambda functions.

If you find any gaps in your knowledge, consider going through the

following labs:

e Creating an Amazon S3 bucket
e Creating an AWS Lambda function

Objectives

Imagine you're a solutions architect at a financial company. Your job is to
provide the audit team with the transaction records they need for their

checks. But there's a catch due to privacy rules: they can’t see full credit
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card numbers. So, your challenge is to make sure they only get to see the
last four digits of each card number. This way, they have just enough

information to do their job without compromising customer data.

In this lab, you'll set up this system. You'll create an S3 bucket, configure
its event notifications to trigger a Lambda function, and write the
function logic to process and store a redacted version of the uploaded

file in a designated folder within the same bucket.
In this lab, you will:
e Learn how to enable S3 event notifications to invoke a Lambda
function

e Learn how to read from and upload files to an S3 bucket using the
AWS SDK for Python (Boto3)

Subscribe to access AWS

PlayCloud Labs

Lab Steps

Creating the Lambda function

1. Create a Lambda function called redact-transaction-record and
choose Python as the runtime.

Runtime Info
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2. For the execution role, click the Use an existing role option, then
choose PlayCloud-Sandbox.
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w Change default execution role

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the 1AM console [

) Create a new role with basic Lambda permissions
© Use an existing role

O Create a new role from AWS policy templates

Existing role

Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload logs to Amazon CloudWatch Log

PlayCloud-Sandbox M ‘ ‘ c ‘
View the PlayCloud-Sandbox role [ on the IAM console

3. Click the Create function.

Deploying the Lambda function code

1. Download the following ZIP file on your local machine.

https://media.tutorialsdojo.com/public/redact-transaction-record.zip

2. On the AWS Lambda console, click the Upload from dropdown
box, then click .zip file.

Note: We are using the old console editor for this lab. You can switch
to the new editor as you desire; the process remains the same, but
the interface may look slightly different.

redact-transaction-record Throttle Copy ARN Actions v
v Function overview info Export to Application Composer Download ¥

m Template Description

& redact-transaction-record ‘

@ Layers 0) ‘ 3 minutes ago

Function ARN
@ s3 + Add destination =] 1:957764111757 function:redact-transactio

Function URL Info

Code Test Monitor Configuration Aliases Versions 97
| zipfile

Amazon S3 location

Code source info 1' Upload from &
Fle Edt Find View Go Toos winoow [[SSNIS] b o )

~ =

3. A dialog box will appear. Upload the ZIP file you downloaded and
click on Save.

Upload a .zip file X

(@ When you upload a new .zip file package, it overwrites the existing code.

‘ [l upload

For files larger than 10 MB, consider uploading using Amazon S3

Cancel Save
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Configuring S3 Event notification

1. Create an S3 bucket with the name transactions-<your-name>
(for example, transactions-carlo) in the N. Virginia region. S3
bucket names need to be globally unique. Include your name or any
arbitrary characters to ensure that your bucket name won’t conflict
with existing ones.

2. Once created, click the Properties section of your bucket.

transcations-carlo we

Objects Properties Metrics Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date
US East (N. Virginia) us-east-1 T m———— January 12, 2024, 15:20:57 (UTC+08:00)

Tags (0) ‘ Edit ‘
o e P ckets. Learn more [

3. Scroll down the Event notifications setting and click Create event
notification.

Global v Playcloud-bGK9Ruj6Jl @ 9577-6411-1757

Event notifications (0) Create event noti fication
Send a notification when speifi

Name Event types Filters Destination type Destination

se Cre
Amazon EventBridge Edit
For addito Amazon EventBridge to bulld event-drven applications at scale usiog 53 event notifcations. Learm mare [ or see EventBdge picon [

Send noti Il events in this bucket

off

Transfer acceleration [ i |
Tra

Disabled

4. In the General configuration section, enter the following details:
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Amazon S3 D> Buckets » transcations-carlo » Create event notification

Create event notification

To enable notifications, you must first add a notification configuration that identifies the events you want Amazon S3 to
publish and the destinations where you want Amazon S3 to send the notifications.

General configuration

Event name

transaction-uploads l

Event name can contain up to 255 characters.

Prefix - optional
Limit the notifications to objects with key starting with specified characters.

[ input/ |

Suffix - optional
Limit the notifications to objects with key ending with specified characters.

E |

5. For Event Types, tick the Put checkbox.

Event types
Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you
can choose one or more individual events.

Object creation

[ All object create events Put
s3:0bjectCreated:* s3:0bjectCreated:Put
[] Post

s3:0bjectCreated:Post

[C] Copy
53:0bjectCreated:Copy

[J Multipart upload completed
s3:0bjectCreated:CompleteMultipartUpload

Object removal

[ All object removal events [] Permanently deleted
s3:0bjectRemoved:* 53:0bjectRemoved:Delete

[T] Delete marker created
s3:0bjectRemoved:DeleteMarkerCreated

Object restore

6. For Destination, choose the redact-transaction-record Lambda
function. Then, click on Save changes.
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Destination

(@ Before Amazon S3 can publish messages to a destination, you must grant the Amazon S3 principal the
necessary permissions to call the relevant API to publish messages to an SNS topic, an SQS queue, or a
Lambda function. Learn more [4

Destination
Choose a destination to publish the event. Learn more [
© Lambda function
Run a Lambda function script based on $3 events
) SNS topic
Fanout messages to systems for parallel processing or directly to people
O SQS queue
Send notifications to an SQS queue to be read by a server

Specify Lambda function
© Choose from your Lambda functions

() Enter Lambda function ARN

Lambda function

redact-transaction-record v

Cancel Save changes

Testing the Configuration

Now that we're done setting up all the required resources, let's do a
quick test.

When we created the event notification, note that we have
configured both a Prefix and a Suffix. In this setup, ‘input/’ is used as
the Prefix, which means the event will only trigger for files uploaded
to the ‘input’ folder within the bucket. The Suffix “csv’ ensures that
the event is triggered only for files with a “.csv’ extension. We use
these filters to prevent unnecessary S3 notifications to our Lambda
functions, ensuring they run only in response to relevant files.

To start the test:

1. Create a folder named ‘input’ in the S3 bucket.

Objects Properties Metrics Access Points
Objects (1) info
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [  of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them perm o2

c Actions v Create folder \ @ Upload
‘Qr objects by prefix 1 @
O Name a | Type v | Lastmodified v | size v | Storage class v
( D input/ Folder

2. Download the transactions.csv file into your computer.
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3. Open up the transactions.csv. You'll notice that the file contains 5
transactions, with the card numbers fully displayed.

4. Upload the transactions.csv to the input folder.:

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (1 Total, 286.0 B) Remove || Add files H Add folder

All files and folders in this table will be uploaded

‘ Q. Find by name ‘ 1
Name v Folder v ‘ Type v ‘ Size v
I transactions.csv - text/csv 286.0B

Destination info

Destination

s3://transcations-carlo/input/

» Destination details
Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

» Properties
Specify storage class, encryption settings, tags, and more.

5. Go back to the Objects section of your S3 bucket. You'll find a
new output folder created in the bucket.

AmazonS3 > Buckets > transcations-carlo

transcations-carlo we

Objects Properties issi Metrics Access Points

Objects (2) info
Object:

n use Amazon S3 inventory [} to get a lst of all objects

r objects, you'll need to explicitly grant them permi

‘ Q Find objects by prefix 1 [c}
(m} Name a | Type v Last modified v Size v Storage class v
O [ input/ Folder

| &) D output/ Folder |

6. Click the output folder.

AmazonS3 > Buckets ) transcations-carlo ) output/

output/

Objects | Properties

Objects (1) info

Objects are the fundamental entities stored in Amazon 3. You can use Amazon S3 inventory [ to get a st of all objects in your bucket. For others to access your objects, you'l need to explicitly grant them permissions. Learn more [

[?‘ Copy 53 URI H Copy URL H [ Download H Open [2 H Delete H Actions v H Create folder ]-

‘ Q Find objects by prefix ‘ 1 ®

Name a| Type v | Last modified v | size v | Storage class v

l [ redacted_transactions.csv v January 12, 2024, 17:15:12 (UTC+08:00) 23808 Standard
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7. You should see a new file called redacted_transactions.csv.
Download it to your local folder and open it. This file contains the
same transaction records, but with the first 12 digits of each credit
card number redacted.


https://portal.tutorialsdojo.com/

