Guided Lab: Creating an Amazon RDS
database

Description

Amazon Relational Database Service (Amazon RDS) is a web service that
makes it easier to set up, operate, and scale a relational database in the

AWS Cloud. It provides cost-efficient, resizable capacity for an industry-
standard relational database and manages common database

administration tasks.

Objectives

In this lab, you will:
e Learn how to create a MySQL database using Amazon RDS

» Configure security groups to manage access to an RDS DB instance
e Connect to an RDS DB instance using MySQL Workbench

Subscribe to access AWS

PlayCloud Labs
Lab Steps

Creating security groups to manage access to the RDS
DB instance

1. Go to EC2 — Network & Security — Security Groups, then create a
security group with the following configurations.
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£C2 Dashboard x Security Groups (1) info G |[ actions v [~ ®

EC2 Global View ]
Q Find resources by attribute or tag 1 ®

Events

Console-to-Code (m) Name v | Security group ID v | Security group name v | vecip v | Description
Previ

[m] - 59-0baff197b708b4082 default Vpc-00b2c6458d3933e44 [ default VPC sect

Savings Plans

e Security group name: db-access
e Description: Allows MYSQL access to developers
e VPC: Choose the default VPC

EC2 » Security Groups » Create security group

Create security group i

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To c

Basic details

Security group name Info

‘ db-access ‘

Name cannot be edited after creation.

Description Info

‘ Allows MYSQL access to developers ‘

VPC Info

‘ vpc-00b2c6458d3933e44 v ‘

e Add an Inbound rule with the following configurations:
o Under “Type”, Choose “MYSQL/Aurora” from the dropdown
menu.
o Specify the IP addresses that should have access to your RDS
DB instance. You can choose “"Anywhere” for testing
purposes, but it's recommended to restrict access to known
IP addresses for security reasons. For this lab, choose My IP.

Inbound rules info

Type Info Protocol Info  Portrange Info Source Info Description - optional Info
‘MVSQL/Aurora v ‘ 3306 custom & | [Q ‘ ‘ ‘ ‘ Delete
Custom v
Add rule
Anywhere-IPv4

Anywhere-IPv6

My IP
Outbound rules info

2. Click the “Create security group” button.

To enhance the security of your instance, it is important to only
authorize a specific IP address or range of addresses when setting
up a rule to access it. Using 0.0.0.0/0 will allow all IPv4 addresses to
access your instance. Similarly, using ::/0 will enable all IPv6
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addresses to access your instance. To avoid these two options and
provide a more secure solution, it is recommended to specify a
particular IP address or range of addresses. You can also reference
another security group. For example, instead of using an EC2
instance’s IP address, you can specify the security group associated
with it.

Create a MySQL database using Amazon RDS

1. In the AWS Management Console, search for “RDS" using the
search bar and select the RDS result under Services.

Search for 'RDS

Try searching with longer queries for more relevant results

Features (32) Services

Resources ' New
Documentation (19,111)
Knowledge Articles (20) Managed Relational Data

Marketplace (578) Top features

Blogs (1,999)

2. Click on the “Create database” button. You will be prompted to
configure your database.

Amazon RDS X @ Introducing Aurora I/O-Optimized X
[ isa new cluster storage configuration that offers predictable pricing for all applications and improved price-performance, with up to 40% costs savings for

1/0-intensive applications.

Dashboard

Databases
@ Try the new Amazon RDS Multi-AZ deployment option for MySQL and PostgreSQL X

Query Editor For your Amazon RDS for MySQL and PostgreSQL workloads, improve transactional commit latencies by 2x, experience faster failover typically less than 35 seconds

Performance insights and, get read scalability with two readable standby DB instances by deploying the Multi-AZ DB cluster Learn more [4

Snapshots
Exports in Amazon 53
Or, Restore Multi-AZ DB Cluster from Snapshot [4

Automated backups

Reserved instances

Proxies Resources Recommended for you

Subnet groups You are using the following Amazon RDS resources in the US East (N. Virginia) region (used/quota) Time-Series Tables in PostgreSQL
DB Instances (0/40) Parameter groups (0) Step-by-step guide to design high-performance
Parameter groups " .
Allocated storage (0 TB/100 T) Default (0) time series data tables on Amazon RDS for
Option groups PostgreSQL. Learn more
Increase DB instances limit [4 Custom (0/100)
Custom engine versions DB Clusters (0/40) Option groups (0) Amazon RDS Backup and Restore using AWS
Zero-ETL integrations New Reserved instances (0/40) Default (0) Backup
Snapshots (0) Custom (0/20) Learn how to backup and restore Amazon RDS
databases using AWS Backup in just 10 minutes.
Events Manuzl Subnet groups (0/50) Learn more
DB Cluster (0/100) Supported platforms [4 VPC
Event subscriptions §
" DB Instance (0/100) Default network vpc-09016eb409858eef2 Build RDS Operational Tasks
Automated Watch how to enable users to perform common

tasks such as snapshots or restart DB instances in
Amazon RDS. Learn more

Recommendations (@)

DB Cluster (0)

B Cloudshell  Feedback ©2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

3. Choose Database Creation Method. In the “Create database”

page, ensure that “Standard Create” is chosen.


https://portal.tutorialsdojo.com/

RDS » Create database

Create database

Choose a database creation method info

© Standard create

You set all of the configuration options, including
ones for availability, security, backups, and

maintenance.

() Easy create
Use recommended best-practice configurations.
Some configuration options can be changed after

the database is created.

4. Choose Database Engine: In the “Engine options” section, choose
either "MySQL" as your database engine.

RDS » Create database

Create database

Choose a database creation method info

© Standard create

You set all of the configuration options, including
ones for availability, security, backups, and

maintenance.

(O Easy create
Use recommended best-practice configurations. Some
configuration options can be changed after the

database is created

Engine options

Engine type Info

O Aurora (MySQL

(O Awurora (PostgreSQL

O MysQL

Compatible) Compatible)
+ +
g %
() MariaDB (O PostgreSQL () Oracle
ORACLE'

() Microsoft SQL Server

5. Choose DB Instance Size: In the “Templates” section, choose
"Free tier”. This will automatically select the “db.t2.micro” or

“db.t3.micro” instance type.
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Templates

Choose a sample template to meet your use case.

(O Production () Dev/Test
Use defaults for high availability and fast, This instance is intended for development use
consistent performance. outside of a production environment.

© Free tier

Use RDS Free Tier to develop new applications,
test existing applications, or gain hands-on
experience with Amazon RDS. Info

6. Configure DB Instance:

e DB instance identifier: Give your DB instance a unique name.
e Master username & password: Set the master username and
password for your database.

Settings

DB instance identifier Info
Type a name for your DB instance. The name must be unigue across all DB instances owned by your AWS account in the current AWS
Region.

db-1

The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance”). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

¥ Credentials Settings

Master username  Info
Type a login ID for the master user of your DB instance.

admin

1 to 16 alphanumeric characters. The first character must be a letter.

[[] Manage master credentials in AWS Secrets Manager
Manage master user credentials in Secrets Manager. RDS can generate a password for you and
manage it throughout its lifecycle.

(@ If you manage the master user credentials in Secrets Manager, some RDS features aren't supported.
Learn more [

[[] Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password.

Master password  Info

Constraints: At least 8 printable ASCIl characters. Can't contain any of the following: / (slash), ‘(single quote), “(double guote) and @
(at sign).

Confirm master password Info

E=
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7. Set the Allocated storage to 20 GiB only.
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Storage

Storage type Info

General Purpose SSD (gp2)
Baseline performance determined by volume size

Allocated storage Info
‘ 20 ‘ GiB

The minimum value is 20 GiB and the maximum value is 6,144 GiB

8. Under Connectivity, enable the Public Access option.

Connectivity info

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

© Don't connect to an EC2 compute resource (O Connect to an EC2 compute resource
Don't set up a connection to a compute resource for Set up a connection to an EC2 compute resource for
this database. You can manually set up a connection this database.

to a compute resource later.

Virtual private cloud (VPC) Info
Choose the VPC. The VPC defines the virtual networking environment for this DB instance.

vpc-00b2cb458d3933e44
3 Subnets, 3 Availability Zones

Only VPCs with a corresponding DB subnet group are listed.

(@ After a database is created, you can't change its VPC.

DB subnet group Info
Choose the DB subnet group. The DB subnet group defines which subnets and IP ranges the DB instance can use in the VPC that you
selected.

default-vpc-00b2c6458d3933e44
3 Subnets, 3 Availability Zones

Public access Info

O Ves
RDS assigns a public IP address to the database. Amazon EC2 instances and other resources outside of the VPC can connect to
your database. Resources inside the VPC can also connect to the database. Choose one or more VPC security groups that specify
which resources can connect to the database.

) No
RDS doesn't assign a public IP address to the database. Only Amazon EC2 instances and other resources inside the VIPC can
connect to your database. Choose one or more VPC security groups that specify which resources can connect to the database.

9. Under Connectivity, choose the created security group.

Existing VPC security groups

‘ Choose one or more options v

‘ default X ‘ ‘ db-access X

10. Expand the other sections, and take a moment to review the
available configurations. It is not necessary to make any changes to
the remaining configurations. You can leave them as they are set by
default.

11. Click on the “Create database” button at the bottom of the page
to create your MySQL database.
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12. After clicking the ‘Create database’ button, a confirmation will
appear to let you know that the process has started and the
database has been created.

Amazon RDS X © Successfully created database db-1 X

You can use settings from db-1 to simplify configuration of suggested database add-ons while we finish creating your DB for you.

Dashboard

@® Introducing Aurora 1/0-Optimized X
Aurora’s |/0-Optimized [ is a new cluster storage configuration that offers predictable pricing for all applications and improved price-performance, with up to 40% costs savings for
1/0-intensive applications.

Databases

Query Editor

Performance insights
Snapshots RDS > Databases

Exports in Amazon S3

Automated backups @ Consider creating a to minimize downtime during upgrades X

Reserved instances You may want to consider using Amazon RDS Blue/Green Deployments and minimize your downtime during upgrades. A Blue/Green Deployment provides a staging
environment for changes to production databases. RDS User Guide [4 Aurora User Guide [

Proxies

Subnet aroups Databases (1) © Group resources Restore from 53 Create database

Parameter groups ‘ Q_ Filter by databases ‘ 1 o)

Option groups.

Custom engine versions DBidentifier 4  Status v Role v  Engine v Region&AZ v  Size v  Actions v CPU v  Currentactivity
. TUTORIALS

Zero-ETL integrations New o db-1 @Backing-up  Instance  MySQL Community  us-east-1a dbtsmico - - ) ) a

Connect to the RDS DB instance using MySQL
Workbench

1. Once the database is ready (this might take a few minutes). you
can connect to it using any MySQL client. In this lab, we’ll be using
MySQL Workbench.

Download and install this on your computer: MySQL: Download
MySQL Workbench

2. Start the MySQL Workbench application on your computer.

& Mysal workbench - o X

A MySGLModel x
File Edit View Database Tools Seripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other

database vendors to your MySQL database.
Browse Dc nentation > Read the Blog Discuss on the Forums

MySQL Connections @® Q

MySQL Workbench could not detect any MySQL server running.

This means that MySQL is not installed or is not running.
Rescan servers

3. Click on the “+" icon next to “MySQL Connections” to create a
new connection.

4. Configure Connection Details:
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e Connection Name: Give your connection a unique name.

¢ Hostname: Use the endpoint provided in the RDS console.
e Port: Use the port provided in the RDS console.

Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots

Exports in Amazon S3
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions.

Zero-ETL integrations New

Events

Event subscriptions

Recommendations (@)

DS » Databases » db-1

b-1

a

Summary

DB identifier
db-1

Role

Instance

Connectivity & security | Monitoring

Connectivity & security

Endpoint & port
Endpoint
db-1.csv71fSutlre.us-east-
1.rds.amazonaws.com
Port

3306

Current activity

Logs & events Configuration

Networking

Availability Zone
us-east-Ta

VPC
Vpc-09016€b409858eef2

Subnet group
default-vpc-09016eb409858eef2

l¢] Modify Actions v

Status Class

© Available db.t3.micro
Engine Region & AZ
MySQL Community us-east-1a

Maintenance & backups  Tags

Security

VPC security groups
default (sg-0896858242a250bcS)
© Active

Publicly accessible

No TUTORIALS
DOJO
Certificate authority Info

¢ Username & Password: Use the master username and password

you set earlier to establish the connection.

B Setup New Conn

Connection Name:

Connection Method:

Parameters §gL

Hostname:

Username:

Password:

Default Schema:

ection

db-1

- (m] X

Type a name for the connection

Standard (TCP/IP)
Advanced

‘71fSutire us-east-1.rds.a

B Store Password For Connection

~ | Method to use to connect to the RDBMS

X

Please enter password for the following service:

ey
admin S T Service: Mysql@db-1.csv71f5utire.us-east-1.rds.amazonaws.com:3306
}.r«\\ ( User: admin
wnticln-n( Pl] P d: fs
| OK ] Cancel
Test Connection Cancel oK

Configure Server Management...

5. Click "OK", then test the connection by clicking the “Test
Connection” button.
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1 ﬂ Manage Server Connections X0
i

MySQL Connections Connection Name: ~ db-1
db-1

Connection Remote Management System Profile

Connection Method: ‘ Standard (TCP/TP) “ | Method to use to connect to the RDBMS !

MySQL Workbench

Parame

o Successfully made the MySQL connection [ IP address of the server host - and

port.
Information related to this connection: Fthe user to connect with.
Host.: db-1.csv71f5utire.us-east-1.rds.amazonaws.com ¥'s password. Will be requested later ifit's
Port: 3306
User: admin

Defal SSL: enabled with TLS_AES_256_GCM_SHA384 ema to use as default schema. Leave

| select it later.
A successful MySQL connection was made with
the parameters defined for this connection.

o)

New Delete Duplicate Move Up Move Down I Test Connection Close

6. If the test connection is successful, you can click the “OK" button
to save the connection settings.

7. In the MySQL Workbench home screen, you should now see your
newly created connection under “MySQL Connections.”

8. Double-click on your connection to establish a connection to the
RDS DB instance.

B Mysat workbench - o X

A WSQLModel x
File Edit View Datsbase Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other

database vendors to your MySQL database.

9. Once connected, you can browse and manage your RDS database
using the MySQL Workbench interface.
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| [ MysaL Workbench

| # wsamose x a1 x
|F|Ie Edit View Query Database Server Tools Scripting Help

S8 e &EBHEE @& @ D=
Navigator SQLAdditions

SCHEMAS * MEFZFFAQC B OOME 4 > | (B Fy | dumpto

Q Fiter objects N

» 8o Automatic context help is

disabled. Use the toolbar t

manually get help for the

current caret position or tc
toggle automatic help.

Context Help  Snippets

Output ::::
[ Action Output -
Administration  Schemas
#  Tme  Acon Message Duration / Fetch
Information
No object selected
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Object Info  Session

Run SQL Commands

1. Creating a Database.

Create DATABASE EmployeesDB;

Run the command by clicking the Lightning icon.

?ﬂ?ﬁu@ ,_LimitOEDDDﬁruw:v*,}&*#G

Execute the selected portion of the script or everything, if there is no selection |

B Mysal Workbench - u] X

|

| A& a1

Eile Edit View Query Datsbsse Sever Tools Scriping Help

SR e8EEHEL T & @ D=0
Navigator . o SQLAdditions e s
SCHEMAS * mEBFFAOCBOOM < > [[B B | wmer

S Do ¢  coemtelDAARASEIFeloyecsDBs Automatic context help is
=

L disabled. Use the toolbar t

manually get help for the
current caret position or tc
toggle automatic help.

Context Help ~ Snippets

Output 535755353 :
[J Action Output -
Administration  Schemas
* Time Action. Message Duration / Fetch
Information © 1153210 Create DATABASE EmployeesDB 1 row(s) affected 0.250 sec

Schema: sys

Object Info ~ Session

2. Choose the database that has been created.
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USE EmployeesDB;

Run the command by clicking the Lightning icon.

& MysaL workbench
|

| R @1 x

Eile Edit View Query Dstabase Server Tools Scripting Help
Sleoe E8E&ETE &
o [ Query 1 x|

@ D=0

SQLAdditions

SCHEMAS * WmBE ¥ Fae &
& Filter objects 1 UsE Employeesoey|
> S osys
Output
[T Action Output
Administration  Schemas
* Time Acton Message
Information (] 1 15:32:10 Create DATABASE EmployeesDB 1row(s) affected
(] 2 15:34:30 USE EmployeesDB 0Orow(s) affected

Schema: sys

Object Info  Session

< > |[H B | wwio

Automatic context help is
disabled. Use the toolbar t
manually get help for the
current caret position or t
toggle automatic help.

Context Help ~ Snippets

Duration / Fetch
0.250 sec
0.296 sec.
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3. Creating a table.

CREATE TABLE Employees ( ID INT PRIMARY KEY,
VARCHAR (50), Age INT, Salary DECIMAL (10, 2)

Name

) ;

Run the command by clicking the Lightning icon.
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This command creates a table called Employees with four
columns: ID, Name, Age, and Salary. The ID column is set as the
primary key.

4. Writing to the Table

INSERT INTO Employees (ID, Name, Age, Salary)
VALUES (1, 'Jose Rizal', 25, 50000.00);

INSERT INTO Employees (ID, Name, Age, Salary)
VALUES (2, 'Andres Bonifacio', 25, 50000.00);

INSERT INTO Employees (ID, Name, Age, Salary)
VALUES (3, 'Emilio Aguinaldo', 25, 50000.00);

Run the command by clicking the Lightning icon.
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This command inserts a new row into the Employees table. Each

row represents an employee with their respective ID , Name

I

Age ,and Salary .

5. Reading from the Table

SELECT * FROM Employees;

Run the command by clicking the Lightning icon.
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This command selects all rows and columns from the Employees
table.

Congratulations! You just learned how to create a MySQL database
using Amazon RDS, configure security groups to manage access to
an RDS DB instance, and connect to an RDS DB instance using
MySQL Workbench.
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