Guided Lab: Configuring a NAT Instance for Secure Connectivity
Description

In modern cloud architectures, ensuring secure and efficient connectivity for instances within
private subnets is crucial. Network Address Translation (NAT) instances play a pivotal role in
achieving this by allowing instances in private subnets to communicate with the internet for
outbound traffic (e.g., software updates) without exposing them to inbound connections. This
guided lab will demonstrate the setup and configuration of a NAT instance within an Amazon VPC,
simulating a scenario where instances in a private subnet need to connect securely to a NAT
instance.
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Prerequisites

This labs assume you have basic knowledge of Amazon EC2 Instance, VPCs & basic network
configuration in AWS Cloud.

If you find any gaps in your knowledge, consider taking the following lab:
e Creating an Amazon EC2 instance (Linux)
e Creating a Custom Virtual Private Cloud (VPC) from scratch
Objectives
By the end of this lab, participants will be able to:
e Set up a VPC with public and private subnets.
e Launch and configure EC2 instances in both public and private subnets.

e Create and configure a NAT instance to enable secure communication for instances in the
private subnet.



¢ Modify route tables to direct traffic appropriately.

e Establish a secure connection between a private instance and a NAT instance.

Subscribe to access AWS PlayCloud Labs
Lab Steps
Setup Network Configurations

1. Create a VPC:

e Go to the VPC dashboard in the AWS Management Console.

aws 21 Services Q, wvpc
Search results for ‘vpc
Services
Features (59)

{“ﬁ
Resources ' New L

Documentation (16,690)

e Click on Create VPC.

e Resource to create: VPC only
¢ Name: MyVPC

e CIDR block: 10.0.0.0/16

e Tenancy: Default

e Click Create.
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https://portal.tutorialsdojo.com/pricing

VBC » Your VPCs » Create VPC

Create VPC i

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

O VPConly ‘ () VPC and more |

Mame tag - eptional
Creates a tag with a key of ‘Name' and a value that you specify.

‘ MyVPC |

IPv4 CIDR block  Info

© IPv4 CIDR manual input
O IPAM-allocated IPv4 CIDR block

IPv4 CIDR

| 10000714

CIDR block size must be between /16 and /28.

IPv6 CIDR block  Info

© No IPv6 CIDR block

() IPAM-allocated IPv6 CIDR block
(O Amazon-provided IPv6 CIDR block
O IPv6 CIDR owned by me

Tenancy Info

Default v

2. Create Subnets:

e Navigate to Subnets in th VPC dashboard.



VPC dashboard X

EC2 Global View [

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
MAT gateways

Peering connections

e Create two subnets with the following configurations:
o Public Subnet:
= VPCID: MyVPC
»  Subnet name: PublicSubnet
* Availability Zone: Select one from the list ( e.g. us-east-1a)

* |Pv4 subnet CIDR block: 10.0.1.0/24



Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name

Create a tag with a key of 'Name' and a value that you specify.

PublicSubnet

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| US East (M. Virginia) / us-east-1a v |

IPv4 WVPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

| 10.0.0.0/16 v |

IPv4 subnet CIDR block

‘ 10.0.1.0/24 256 IPs
4 > ~ A4

¥ Tags - optional
Key Value - optional
‘ Q. Name * ‘ ‘ Q. PublicSubnet )14 ‘ | Remove

Add new tag

You can add 49 more tags.

Remove

| Add new subnet ‘

* Add new subnet
e Private Subnet: (Click on Add new subnet)
o Name: PrivateSubnet
o IPv4 subnet CIDR block: 10.0.2.0/24
o Availability Zone: Same as the public subnet

o Click Create.



Subnet 2 of 2

Subnet name
Create a tag with a key of ‘Name' and a value that you specify.

PrivateSubnet

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

‘ US East (N. Virginia) / us-east-1a v |

IPvw4 WVPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

‘ 10.0.0.0/16 v |

IPv4 subnet CIDR block

10.0.2.0/24 256 IPs

< » s W

¥ Tags - optional
Key Value - optional
‘ Q. Name » ‘ | Q PrivateSubnet » | ‘ Remove

Add new tag

You can add 49 more tags.

Remove

‘ Add new subnet ‘

3. Create an Internet Gateway:

e Go to Internet Gateways in the VPC dashboard.



VPC dashboard X

EC2 Global View [

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints
Endpoint services
MAT gateways

Peering connections

e Click Create internet gateway.
¢ Name: MylGW
e Click Create.

e Attach the Internet Gateway to MyVPC.



& Internet gateway igw-0f3a08b006ab1caS¢ successfully attached to vpc-0aa6a3dadf569b288

Notifications ®0 A0 @2 @0 Qo0 v

VPC » Internet gateways » igw-0f3a08b006ab1cadc

igw-0f3a08b006ab1cadc /|MylGW

Details info

Internet gateway ID State VPCID Cwner

igw- ® Attached vpc-0aabaidadf569b288 | 767398024881
0f3a08b006ab1caldc MyVPC

Q, Search tags | 1 )
Key Value
Name MylGW

4. Create a new Route Table for the Public Subnet
Take note that there should be a new Route Table created after creating a new VPC.

e Go to the Route Tables section in the VPC dashboard



VPC dashboard X

EC2 Global View [}

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
MAT gateways

Peering connections

e Click Create route table

e Name: PublicRT

e VPC: MyVPC

e Click Create route table

e Edit routes: Add route 0.0.0.0/0 to target MyIGW.

e Save changes.



VPC > Routetables » rtb-0a63b657993e2ddd6 » Edit routes

Edit routes

Route 1
Destination Target Status
10.0.0.0/16 |loca| v | ® Active
| Q local h 4 |
Propagated
Mo
Route 2
Destination Target Status
Q 0.0.0.0/0 » | |Internet Gateway v | -
[ @ igw-0f3a08b006ab1fasc X |
Use: "igw-0f3a08b006ab1calc”
Propagated
No | igw-0f3a08b006ab1cal9c (MylGW) ‘

o Edit Explicit subnet associations in the Subnet association tab: Associate PublicSubnet.



© You have successfully updated subnet associations for rtb-0a63b657993e2ddd6 / PublicRC

VPC > Route tables Y rtb-0a63b657993e2ddd6

rtb-0a63b657993e2ddd6 / PublicRT

Details 1o

Edge associations

Route table ID Main Explicit subnet
O b 3 No associations
0ab3b657993e2ddd6 subnet-
Owner ID 01d16a350761fd9%8 /
VPC 9 767398024881 PublicSubnet
vpe03a6a3d2415690288 |
MyVPC
Routes Subnet associations Edge associations Route propagation Tags

Explicit subnet associations (1)

Actions ¥

Edit subnet associations

Name v Subnet ID v IPv4 CIDR

PublicSubnet subnet-01d16a35076114d, 1001.0/24

Subnets without explicit associations (1)

The following subnets have not been explctly associated with any route tables and are

v IPvé CIDR

1

@

v

Edit subnet associations

2 3550Ciated with the man route

| Q Find subnet association

Name v | SubnetiD v | IPv4 CIDR

PrivateSubnet subnet-029¢91¢96743¢4 1002.0/24

5. Create another Route Table for Private Subnet

v | 1Pv6 CIDR

e Create another route table: Name: PrivateRouteTable, VPC: MyVPC.

able

1

@

v

e Edit Explicit subnet associations in the Subnet association tab: Associate PrivateSubnet.



® You have successfully updated subnet associations for rtb-03d4b575529f40fb1 / PrivateRT. X

VPC » Routetables ) rtb-03d4b575529f40fb1

rtb-03d4b575529f40fb1 / PrivateRT

Details info

Route table ID Main Explicit subnet Edge associations

rth- No associations -
03d4b575529f40fb1 subnet-

CRnECID 029c91c96743d47fc /

VPC 767398024881 PrivateSubnat
vpc-03aba3dadf569b288 |
MyVPC
Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (1) | Edit subnet associations |

Q| Find subnet association | 1 @
Name v | SubnetID v | IPv4CIDR v | IPv6 CIDR v
PrivateSubnet subnet-029c91c96743d... 10.0.2.0/24 -
Subnets without explicit associations (0) | Edit subnet associations |
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Q, Find subnet association ‘ 1 {5)
Name v Subnet ID v IPv4 CIDR v | IPv6 CIDR v

Mo subnets without explicit associations

All your subnets are associated with a route table.

Lab Steps
Setup Network Configurations
1. Create a VPC:

e Go tothe VPCdashboard in the AWS Management Console.

= PN (0] & N, Virginia v

Services
Features (59)
Resources ' New

Documentation (16,690)

|51 lZe] Kpnowledge

e Click on Create VPC.



e Resource to create: VPC only
e Name: MyVPC

e CIDR block: 10.0.0.0/16

e Tenancy: Default

e Click Create.

VPC > YourVPCs » Create VPC

Create VPC i

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other netwaorking resources.

© VPConly O WPC and more ‘

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

‘ MyVPC |

IPv4 CIDR block  Info

© IPv4 CIDR manual input
() IPAM-allocated IPv4 CIDR block

IPv4 CIDR

| 10.0.0.0/1¢|

CIDR block size must be between /16 and /28.

IPv6 CIDR block  Info

© No IPv6 CIDR block

() IPAM-allocated IPv6 CIDR block
O Amazon-provided IPv6 CIDR block
O IPv6 CIDR owned by me

Tenancy Info

Default v

2. Create Subnets:

¢ Navigate to Subnets in th VPC dashboard.



VPC dashboard X

EC2 Global View [

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
MAT gateways

Peering connections

e Create two subnets with the following configurations:
o Public Subnet:
= VPCID: MyVPC
= Subnet name: PublicSubnet
» Availability Zone: Select one from the list ( e.g. us-east-1a)

= |Pv4 subnet CIDR block: 10.0.1.0/24



Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name

Create a tag with a key of 'Name' and a value that you specify.

PublicSubnet

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| US East (M. Virginia) / us-east-1a v |

IPv4 WVPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

| 10.0.0.0/16 v |

IPv4 subnet CIDR block

‘ 10.0.1.0/24 256 IPs
4 > ~ A4

¥ Tags - optional

Key Value - optional

‘ Q. Name b4 ‘ ‘ Q, PublicSubnet * ‘

| Remove

Add new tag

You can add 49 more tags.

Remove

Add new subnet ‘

* Add new subnet
Private Subnet: (Click on Add new subnet)
o Name: PrivateSubnet
o IPv4 subnet CIDR block: 10.0.2.0/24
o Availability Zone: Same as the public subnet

o Click Create.



Subnet 2 of 2

Subnet name
Create a tag with a key of ‘Name' and a value that you specify.

PrivateSubnet

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

‘ US East (N. Virginia) / us-east-1a v |

IPvw4 WVPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

‘ 10.0.0.0/16 v |

IPv4 subnet CIDR block

10.0.2.0/24 256 IPs

< > s W

¥ Tags - optional
Key Value - optional
‘ Q. Name » ‘ | Q PrivateSubnet » | ‘ Remove

Add new tag

You can add 49 more tags.

Remove

‘ Add new subnet ‘

3. Create an Internet Gateway:

e Goto Internet Gateways in the VPC dashboard.



VPC dashboard X

EC2 Global View [

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints
Endpoint services
MAT gateways

Peering connections

e Click Create internet gateway.
e Name: MyIGW
e Click Create.

e Attach the Internet Gateway to MyVPC.



& Internet gateway igw-0f3a08b006ab1caS¢ successfully attached to vpc-0aa6a3dadf569b288

Notifications ®0 A0 @2 @0 Qo0 v

VPC » Internet gateways » igw-0f3a08b006ab1cadc

igw-0f3a08b006ab1cadc /|MylGW

Details info

Internet gateway ID State VPCID Cwner

igw- ® Attached vpc-0aabaidadf569b288 | 767398024881
0f3a08b006ab1caldc MyVPC

Q, Search tags | 1 )
Key Value
Name MylGW

4. Create a new Route Table for the Public Subnet
Take note that there should be a new Route Table created after creating a new VPC.

e Go to the Route Tables section in the VPC dashboard



VPC dashboard X

EC2 Global View [}

Filter by VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet

gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints

Endpoint services
MAT gateways

Peering connections

o Click Create route table

e Name: PublicRT

e VPC: MyVPC

o Click Create route table

e Edit routes: Add route 0.0.0.0/0 to target MyIGW.

e Save changes.



VPC > Routetables > rtb-0a63b657993e2ddd6é » Edit routes

Edit routes

Route 1
Destination Target Status
10.0.0.0/16 |loca| v | ® Active
| Q local h 4 |
Propagated
Mo
Route 2
Destination Target Status
Q 0.0.0.0/0 » | |Internet Gateway v | -
[ @ igw-0f3a08b006ab1fasc X |
Use: "igw-0f3a08b006ab1calc”
Propagated
No | igw-0f3a08b006ab1cal9c (MylGW) ‘

e Edit Explicit subnet associations in the Subnet association tab: Associate PublicSubnet.



© You have successfully updated subnet associations for rtb-0a63b657993e2ddd6 / PublicRC

VPC > Routetables D rtb-0a63b657993e2ddd6

rtb-0a63b657993e2ddd6 / PublicRT Actions ¥_|

Details oo

Route table ID Main Explicit subnet Edge associations
O m. 3 No associations -
0ab3b657993e2ddd6 subnet-
Owner ID 01d163350761fd9%8 /
VPC 9 767398024881 PublicSubnet
vpcaaba3dadfseob2es |
MyVPC
Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (1) Edit subnet associations
; Q Find subnet association 1 @
Name v Subnet 1D v [ 1Pv4 CIDR v IPvé CIDR v
PublicSubnet subnet-01d16a3507611d. 1001.0/24 -
Subnets without explicit associations (1) Edit subnet associations
The following subnets have not been explctly associated with any route tables and are thevefore associated with the man route table
1 Q Find subnet association 1 @
Name v | SubnetiD v | 1pva ciDR v | 1Pv6 CIDR v

PrivateSubnet subnet-029¢91¢96743¢d4 1002.0/24 -

5. Create another Route Table for Private Subnet
e Create another route table: Name: PrivateRouteTable, VPC: MyVPC.

e Edit Explicit subnet associations in the Subnet association tab: Associate PrivateSubnet.



® You have successfully updated subnet associations for rtb-03d4b575529f40fb1 / PrivateRT. X

VPC » Routetables ) rtb-03d4b575529f40fb1

rtb-03d4b575529f40fb1 / PrivateRT

Details info
Route table ID Main Explicit subnet Edge associations
rth- No associations -
03d4b575525f40fb1 subnet-
Owner ID 029c91c96743d47fc /
VPC 767398024881 PrivateSubnat
vpc-0aa6a3dadf569b288 |
MyVPC
Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (1) | Edit subnet associations |
Q| Find subnet association | 1 @
Name v | SubnetID v | IPva CIDR v | IPv6 CIDR v
PrivateSubnet subnet-029c91c96743d. .. 10.0.2.0/24 -
Subnets without explicit associations (0) | Edit subnet associations |
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:
Q, Find subnet association ‘ 1 @
Name v Subnet ID v IPv4 CIDR v | IPv6 CIDR v

Mo subnets without explicit associations

All your subnets are associated with a route table.

Launch Instances
1. Launch an EC2 Instance in the Public Subnet:

e Gotothe EC2 dashboard.



Search results for 'EC2'

Try searching with longer queries for more relevant results

Features (54) Services

Documentation (33,556)

Knowledge Articles (20)

Marketplace (3,080) Virtual Servers in the Cloud

Blogs (2,051)
@ EC2 Im:

Events (30)
A managed service to automate build, customize and deploy OS images

Tutorials (21)

e Click Launch Instance.
e Name: MyNATInstance
e AMI: Amazon Linux 2023 AMI
e Instance Type: t2.micro
e Create key pair: MyKeyPair
o Network Settings:
o VPC: MyVPC,
o Subnet: PublicSubnet

e Enable Auto-assign Public IP.



v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance.

Key pair name - required

MyKeyPair

v

C Create new key pair

v Network settings info

VPC - required  Info

vpc-Oaaba3dadfse9b288 (MyVPC)
10.0.0.0/16

Subnet  Info

subnet-01d16a350761fd9e8
VPC: vpc-Oaaba3dadfse0b288 Owner: 767398024881
IP addresses available: 251 CIDR: 10.0.1.0/24)

PublicSubnet

Availability Zone: us-east-1a

v

Auto-assign public [P Info

‘ Enable

Additional charges apply when outside of free tier allowance

e Firewall (security groups): Select Create security group

o Security group name: MyNATInstanceSG

o Description —required: Security Group for NATInstance

Security group name - required

‘ MyNATInstanceSG

C Create new subnet [

This security group will be added to all netwaork interfaces. The name can't be edited after the security group is created. Max length is

255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-1/()# @[]+=8&;{}!3*

Description - required  Info

‘ Security Group for NATInstance

e Configure Security Group rules: Allow SSH (port 22) from your IP
and HTTP/HTTPS (port 80/port 443) from anywhere.



Inbound Security Group Rules

A 4 . I o
Security group rule 1(TCR, 22, 115.111.228.217/32)

Type Info Protocol  Info Portrange  Info
ssh v ‘ TCP 22
Source type  Info Name  Info Description - optional  Info
‘ My IP v ‘ Add CIDR, prefix list or security e.g. 55H for admin desktop |

v T > r [ ni \
Security group rule 2 {TCR, 80, 0.0.0.0/0) Remove

Type Info Protocol  Info Portrange Info

‘ HTTP v ‘ TCP 80

Source type  Info Source  Info Description - optional  Info

‘ Anywhere v ‘ Add CIDR, prefix list or security e.g. 55H for admin desktop |

v . -
Security group rule 3 (TCR, 443, 0.0.0.0/0)

Type Info Protocol  Info Portrange  Info

‘ HTTPS v ‘ TCP 443

Source type  Info Source  Info Description - optional  Info
‘ Anywhere v ‘ Add CIDR, prefix list or security e.g. 55H for admin desktop

e Review and Launch.
2. Launch another EC2 Instance in the Private Subnet:
e Name: MyPrivatelnstance
e Follow the same steps, but
o select PrivateSubnet
o Key pair: use the same key pair MyKeyPair
o Network Settings:
= VPC: MyVPC
= Subnet: PrivateSubnet

o Disable Auto-assign Public IP.



v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance.

Key pair name - required

MykeyPair v Create new key pair

¥ Network settings info

VPC - required  Info

vpc-0aaba3dadf569b288 (MyvPC) v c
10.0.0.0/16

Subnet Info

subnet-029¢91c96743d47fc PrivateSubnet
VPC: vpo-Oaaba3dadf569b288  Owner: 767398024881  Availability Zone: us-east-1a v C Create new subnet [4
IP addresses available: 251 CIDR: 10.0.2.0/24)

Auto-assign public IP Info

Disable v

e Firewall (security groups): Select Create security group
o Security group name: MyPrivatelnstanceSG
o Description — required: Security group for Private Instance

Security group name - required

‘ MyPrivatelnstanceSG |

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/()# @[J+=8;{}!3*

Description - required  Info

‘ Security group for the Private Instance |

e Inbound Security Group Rules: Allow SSH (port 22) from MyNATInstanceSG.

You can also enter the IP subnet CIDR block of the PublicSubnet as an alternative here



P o U

Inbound Security Group Rules com.amazonaws.us-east-1.s3express

v _ o ) pl-d928c6b0
Security group rule 1(TCPR, 22, sg-0b0¢ Remove

Security groups

Type Info

P " default

ssh v ‘ s0-0762231016f63302e
Source type  Info Info
| Custom v ‘ Q, Add CIDR, prefix list or securify e.g. S5H for admin desktop

sg-0b0déd3d8chcf11eb X |

| Add security group rule ‘

» Advanced network configuration

e Review and Launch.
Configure the NAT Instance
1. SSH into the MyNATInstance using your terminal (e.g., Git Bash, PuTTY).

e In AWS console copy the SSH command from EC2 DASHBOARD > select the MyNATInstance >
Click on Connect.

e Go to your terminal, navigate to your directory where your .pem key is located using
the cd command. (For example, in the Downloads/ folder)

e Paste the command into your terminal and press ENTER.

e A prompt confirmation will pop to the terminal, answer yes



EC2 > Instances » i-0a3bef1ab9d2899b3 > Connect to instance

ec2-user@ip-10-0-1-183:~ = [m] X

Connect to instance .«

EC2 Instance Connect Session Managerji

nstance ID
-0a3bef1ab9d2899b3 (MyNATInstance)

1. Open an SSH client.
2. Locate your private key file. The key used

3. Run this command, if necessary, to ensu
chmod 400 "MyKeyPair.pem"

4. Connect to your instance using its Publid
— ——
Al ca41a7 212 211

® Command copied

ssh -i "MyKeyPair.pem" ec2-user@54.157.213.211
[

(@ Note: In most cases, the guessed username is correct. However, read your AMI usage instructions to check
if the AMI owner has changed the default AMI username.

Cancel

e Run the following commands to enable IP forwarding and configure NAT:
o Create afile using vi or vim:

sudo vi /etc/sysctl.d/custom-ip-forwarding.conf

o Next, paste the following:

net.ipv4.ip_forward=1

o Save and exit using the :wq! command!
o Then, run the command:

sudo sysctl -p /etc/sysctl.d/custom-ip-forwarding.conf

sudo sysctl -p JSetc/sysctl.d/custom-1p-forwarding. conf

o Next, install the iptables using the command:

sudo yum install iptables-services -y



iptables-services
Installing dependencies:
iptables-Tibs
iptables-nft
iptables-utils
Tibnetf 1 Tter_conmtrack
Tibnfnet1ink
Tibnftnl

iptables
Tibnetf1lter
Tibafnet1ink
Tibnftnl-1

Tibnfnetlink-1.0.1-19
Tibnetfilt

1ptabl
iptahle
iptabl
1ptabl
1ptabl
iptahbl

o Check the name of the primary network interface uisng the command:

netstat -i

2-user@ip-10-0-1-153
Interface tahle

e Take note of this network Interface and use the command following command:

Do not forget to change the <primary_network_interface> placeholder



sudo iptables -t nat -A POSTROUTING -o enX0 -j MASQUERADE

sudo iptables -A FORWARD -i ethO -0 enX0 -m state --state RELATED,ESTABLISHED -j ACCEPT
sudo iptables -A FORWARD -i eth0 -0 enX0 -j ACCEPT

sudo service iptables save

sudo service iptables restart

es -t nat -A POSTROUTING -o enX0 —j QUERADE
--state RELATED,ESTABLISHED -3 EPT

2. In the EC2 Dashboard, navigate to your NAT Instance. Click Actions > Networking > Change
source/destination check

C || Connect || Instance state ¥ || Actions & Launch instances v

] Connect

View details

| Clear filters | 0]
Manage instance state
7 | Instance ID | Instance sta Instance settings > tatus check
_ Attach network interface ‘ Metworking p P 2/2 check
Detach network interface Security b ) 2/2 check
Connect RDS database Image and templates > I
Disaster recovery for your instances [ Monitor and troubleshoot >
Change source/destination check
Disassociate Elastic IP address
Manage IP addresses
3. Check the checkbox Stop in the Source / destination checking
Source [ destination checking
Stop to allow your instance to send and receive traffic when the source or destination is not itself.
Stop
Cancel Save

4. Update the Route Table of the Private Subnet, Destination: 0.0.0.0/0 and the
Target: Instance (MyNATInstance)



Routes Subnet associations Edge associations Route propagation Tags

Routes (2) | Both ¥ | ‘ Edit routes ‘
Q, Filter routes ‘ 1 &

Destination v Target v | Status v Propagated v
0.0.0.0/0 eni-084b95... ® Active Mo

10.0.0.0/16 local ® Active No

5. Update also the Security for the NAT Instance, adding the Type: ICMP - IPv4,
Source: 10.0.2.0/24 (The IPv4 subnet CIDR range)

Inbound rule 4

Security group rule ID Type Info Protocol Info
- ‘ Custom [CMP - IPv4 v ‘ ‘ All v |
Portrange Info Source type Info Source Info

‘ Custom v ‘ | Q. 10.0.2.0/24 X |

10.0.2.0/24 X

Description - optional Infe

Add rule

Access the Privatelnstnace

1. Firsts, we need to copy the Private Key (MyKeyPair.pem) to the NAT Instance in our local machine
by:

e Exit from your current ssh connection with the NAT Intsance uisng the exit command and go
to directory of your .pem key first

Tosed.

e Copy, edit, and paste the following command accordingly:
(Since we used the same key pair in both intance)

Do not forget to change the placeholder



scp -i <your_NAT_Instance_Key_Pair> <Your_Private_Instance_Key_Pair> ec2-
user@<public_IP_address_of NAT_Instance:/home/ec2-user/

2. SSH to the NATInstance again.
Do not forget to change the placeholder

ssh -i your-key-pair.pem ec2-user@<NATInstance-Public-IP>

n: Tue Aug 6 02:59:07 2024 from 119.111.
@ip-10-0-1-18

3. From the NAT instance, Change the permission of the MyKeyPair.pem:

e Let’s check first if teh .pem key was successfully copied using the Is or Is -la command:

. pem
Eip-10-0-1-183 ~]%

e Use the following command to add permission to the key:

sudo chmod 400 MyKeyPair.pem

chmod 400 MyKeyPair.pem

4. SSH into the Private instance:
Do not forget to change the placeholder
ssh -i MyKeyPair.pem ec2-user@<Privatelnstance-Private-IP>

A prompt confirmation will pop to the terminal, answer yes



rprin
t of

vs. amazon. com/ 11 nux/ amazon-11 nu»

Notice the ec2-user@<IP_Address> has changed.
5. Now, ping google or 8.8.8.8

ping 8.8.8.8
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That’s it! Congratulations! You have experienced setting up and learning the importance of a NAT
instance in providing secure connectivity for instances in a private subnet. By enabling
communication with a NAT instance, the private instance remains protected from direct inbound
internet traffic while still being able to perform necessary updates and communications through the
NAT instance. Understanding and configuring NAT instances is essential for managing secure and
efficient cloud architectures, ensuring that private instances can securely access external resources
when needed.



