Guided Lab: Creating Your First Network Load Balancer
Description

A Network Load Balancer (NLB) is designed to handle millions of requests per second while
maintaining ultra-low latencies, making it ideal for handling volatile traffic patterns. It operates at the
connection level (Layer 4), routing connections between clients and targets within Amazon VPC
based on IP protocol data. This lab will guide you through the steps to set up your first NLB, helping
you understand its functionality and how it can be integrated into your infrastructure for better
performance and reliability.
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Prerequisites

This lab assumes you have experience creating an Amazon EC2 Instance and its basic fundamentals.
If you find any gaps in your knowledge, consider taking the following labs:

e Creating an Amazon EC2 instance (Linux)
e Setting up a Web server on an EC2 instance
e Launching an EC2 Instance with User Data
Objectives
By the end of this guide, you will:
e Understand the fundamentals of AWS Network Load Balancers.
e Successfully create and configure a Network Load Balancer.

e Test the NLB to ensure it properly distributes traffic across multiple backend servers.



Subscribe to access AWS PlayCloud Labs

Lab Steps
Creating two EC2 Instances

1. Navigate the EC2
Dashboard.

aws b B Ay @ (O] N. Virginia ¥ Playcloud-XUTms6wVSQ @ 6546-5453-7193 v

= s3 1AM
Search results for 'ec2'
Services
Features (59)
Resources | New
in the Cloud
Documentation (30,347)
Knowledge Articles (620)
Marketplace (3,732) A manag itomate build, customize and de

Blogs (2,175)

Events (30) [_i?" R

Tutorials (19) es from accidental deletion

2. Launch the first EC2 Instances using the following configurations:

¢ Name: webServer_Alpha

¢ AMI: Amazon Linux

e Instance type: t2.micro

e Key pair: (Please create a new one.)
o Key pair name: web-server-key-pair
o Key pair type: RSA
o Private key file format: .pem

e Network settings: (Click “Edit”)
o Subnet: (Choose the subnet that is in the AZ: us-east-1a)
o Auto-assign public IP: Select Enable
o Firewall (security groups): tick on the Create security group

» Security group name —required: SG_NLB

= Description —required: SG FOR NLB


https://portal.tutorialsdojo.com/pricing
https://portal.tutorialsdojo.com/pricing

¥ Network settings info

VPC - required  Info

192.168.5.0/26

vpc-0678b78645a8bbeat

Subnet Info

subnet-09992b4a60665de26
VPC: vpc-0678b78645a8bbeaé Owner: 654654537193 v
Availability Zone: us-east-1a  |P addresses available: 11 CIDR: 192.168.5.0/28)

Auto-assign public IP

Info

Enable

Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance.

‘ © Create security group

‘ ‘ (O select existing security group ‘

Security group name - required

‘ SG_NLB

( Create new subnet [4

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-/(# @[ +=&;{}!%*

Description - required

Info

SG FOR NLB

Add the following Inbound Security Group Rules:

=  Type:ssh
= Source type: My IP
= Type: HTTPS
= Source type: Custom
= Source: 0.0.0.0/0
=  Type: Custom TCP
= Portrange: 1024-65535
= Source type: Custom

= Source: 0.0.0.0/0



Inbound Security Group Rules

¥ Securty growvp rule 1(TCR 22, 119.111.226.25/32)
Type  Info Protocol  Info
ssh v TCP
Source type  Info Mame  Info
My IF v Q) Add CIDR, prefix list or security

v e .
Securty growp rule 2 (TCE B0, Multiple sources)

Type  Info Protocol  Info

HTTP v TCP

Source type  Info Source  Info

Remowve

Portrange Info

22

Description - eptional  Info

e.g. 55H for admin desktop

Remowve

Portrange Info

BO

Description - eptional  Info

Custom v Q. Add CIDR, prefix list or security

e.g. 55H for admin desktop

0.0.0.0/0 ¥ || sour %

v R .
Security group rule 3 (TCR, 443 0.0.0.0/0)

Type  Info Protocol  Info

HTTPS v TCP

Source type  Info Source  Info

Remowve

Portrange Info

443

Description - eptional  Info

Custom v Q, Add CIDR, prefix list or security

e.g. 55H for admin desktop

0.0.0.0/0 M

v R n .
Sacunty growp rule A (TCR 1024-65535, 0.0.0.0,/0)

Type  Info Protocol  Info

Custom TCP v TCP

Source type  Info Source  Info

Remowve

Portrange Info

1024-65535

Description - eptional  Info

Custom v Q. Add CIDR, prefix list or security

e.g. 55H for admin desktop

0.0.0.0/0 %

e Click the dropdown for Advanced details

o Scroll down and in the user data, paste the following:
#!/bin/bash

yum update -y



yum install -y httpd

systemctl start httpd

systemctl enable httpd

echo "<h1>Welcome to the webServer_Alpha</h1>" > /var/www/html/index.html

Click Launch instance

3. Launch the second EC2 Instances using the following configurations:

Name: webServer_Beta

AMI: Amazon Linux

Instance type: t2.micro

Key pair: select the web-server-key-pair we created from the first instance
Network settings: (Click “Edit”)

Subnet: (Choose the subnet that is in the AZ: us-east-1b)

Auto-assign public IP: Select Enable

Firewall (security groups): tick on the Select existing security group, choose SG_NLB



v MNetwork settings info

VPC - required  Info

vpc-0678b78645a8bbeat
192.168.5.0/26

Subnet Info

subnet-010a5c8d7ad 15358
VPC: wpe-0678b78645a8bbeat  Owner: 654654537193 v (& Create new subnet [A
Availability Zone: us-east-1b  IP addresses available: 11 CIDR: 152.168.5.16/28)

Auto-assign public IP Info

Enable v

Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

‘ () Create security group ‘ ‘ Q Select existing security group ‘

Common security groups info

‘ Select security groups v ‘

Compare security
SG_MNLE sg-0f4916d83ae820c88 % ‘ group rules

VPC: wpc-0678b7B645a8bbea

Security groups that you add or remeve here will be added to or removed from all your network interfaces.

» Advanced network configuration

e Click the dropdown for Advanced details
o Scroll down and in the user data, paste the following:
#!/bin/bash
yum update -y
yum install -y httpd
systemctl start httpd
systemctl enable httpd
echo "<h1>Welcome to the webServer_Beta</h1>" > /var/www/html/index.html
e Click Launch instance

4. Wait for your instances to be in running state and 2/2 checks passed status.



Instances (2) info

| Instance state ¥ H Actions ¥ Launch instances v G

Q, Find Instance by attribute or tag (case-sensitive) ‘ | All states W | 1 @'
O Name ,# v | Instance ID | Instance state v ‘ Instanc... ¥ | Status check Alarm status
O webServer_Alpha i-0c979576d3596872¢ ® Running @ @ t2.micro ® 2/2 checks passed View alarms
O weServer_Beta i-09a17e6b532274f06 @ Running @ Q t2.micro @ 2/2 checks passed View alarms
3
Setting Up Target Group

1. Go to the EC2 Dashboard, scroll down from the left sidebar and under ‘Load Balancing’, select
‘Target Groups'.

aws Services | Q Searc [alt+s] | (3 Fa¥ @ & N. Virginia ¥ Playcloud-XUTms6wVSQ @ 6546-5453-7193 ¥

& s3 M 268 ros W Lambda G5 vec ] APl Gateway B cognito

Instances (2) info | Instance state ¥ || Actions ¥ | Launch instances ¥

Spot Requests

Savings Plans

‘ Q, Find Instance by attribute or tag (case-sensitive) | | All states ¥ |

Reserved Instances

Dedicated Hosts | oo EESERE S OTT | Clear filters | q ®

Capacity Reservations O Name / v

Instance ID | Instance state v | Instanc... ¥ | Status check

-

Images O webServer_Alpha i-0c979576d3596872c @ Running @& Q t2.micro @) 2/2 checks passe

AMIs O weServer_Beta i-09a17e6b532274f06 @ Running @® Q t2.micro @ 2/2 checks passe
AMI Catalog

-

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

q

Network & Security

Security Groups

Elastic IPs Select an instance @ X
Placement Groups

Key Pairs

Network Interfaces

q

Load Balancing

Load Balancers

Trust Stores

¥ Auto Scaling

2. Click ‘Create target group’



Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

-

Images
AMIs

AMI Catalog

-

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

EC2 > Target groups

Tar nio
Q| Filter target groups | I l_'m
Name v | ARN v | Port v | Protocol v |
No target groups
You don't have any target groups in us-east-1
| Create target group ‘
1 »

3. Choose ‘Instances’ as the target type.

EC2 » Targetgroups » Create target group

Step 1
Specify group details

Step 2
Register targets

Specify group details

Your load balancer routes requests to the targets in a target group and performs health checks on the targets.

Basic configuration
Settings in this section can't be changed after the target group is created

Choose a target type

0O Instances

= Supports load balancing to instances within a specific VPC.
» Facilitates the use of Amazon EC2 Auto Scaling [} to manage and scale your EC2 capacity.

(O IP addresses

= Supports load balancing to VPC and on-premises resources.

« Facilitates routing to multiple IP addresses and network interfaces on the same instance.

» Offiers flexibility with microservice based architectures, simplifying inter-application communication
= Supports IPv6 targets, enabling end-to-end IPvE communication, and IPv4-to-1Pve NAT.

() Lambda function

« Facilitates routing to a single Lambda function.
= Accessible to Application Load Balancers only.

O Application Load Balancer

= Offers the flexibility for a Network Load Balancer to accept and route TCP reguests within a specific VPC.
» Facilitates using static IP addresses and PrivateLink with an Application Load Balancer.

4. Name the Target group (for example TG-Alpha-Beta)

Target group name

TG-Alpha-Beta

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a

hyphen.

5. Specify protocol as (TCP) and port as (80).

Pratocal : Port

Choose a protocol for your target group that corresponds to the Load Balancer type that will route traffic to it. Some protocols now include
anomaly detection for the targets and you can set mitigation options once your target group is created. This choice cannot be changed aftor

creation

TCP

v| |80

1-RER35



6. Under VPC, Select the default VPC given.

VPC

Select the VPC with the instances that you want to include in the target group. Only WPCs that support the IP address
type selected above are available in this list.

vprc-0678b78645a8bbeat A
IPvd4 VPC CIDR: 192.168.5.0/26

a]

vpc-0678b78645a8bbeab W'
IPv4 VPC CIDR: 192.168.5.0/26

7. For the Health checks, under Health check protocol, select TCP.

VPC

Select the WPC with the instances that you want to include in the target group. Only VWPCs that support the IP address
type selected abowe are available in this list.

vpc-0678b78645a8bbeat v
IPvd WVPC CIDR: 192.168.5.0/26

Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their

status.
Health check protocol
TCP v

» Advanced health check settings

Attributes

(@ Certain default attributes will be applied ta your target group. You can view and edit them
after creating the target group.

» Tags - optional

Consider adding tags to your target group. Tags enable you to categorize your AWS resolUrces so you can more easily
manage them.

8. Click Next.



9. Register the newly created EC2 instances with this target group by selecting the two under
Available instances.

ECZ » Targetgroups » Create target group

Step 1

Specify group details RegISter ta rQEtS

This is an optional step to create a target group. However, to ensure that your load balancer routes traffic to
this target group you must register your targets.

Available instances (2/2)

Q, Filter instances |

Step 2
Register targets

1 @
Instance ID v Name v | State
i-09a17e6b532274106 weServer_Beta (& Running
i-0c979576d3596872¢ webServer_Alpha (© Running
[ 3
2 selected
Ports for the selected instances
Ports for routing traffic to the selected instances.
o0 |
1-65535 (separate multiple ports with commas)
| Include as pending below |
10. Click Include as pending below to add the two Instance in the Review targets
Review targets
Targets (2) Remove all pending
Q, Filter targets
(P Show only pending
1 @
Instance ID v Name v Port ¢ State v Security groups
i-09a17e6b532274f06 weServer_Beta 80 ) Running SG_MLB
i-0c979576d3596872¢ webServer_Alpha 80 &) Running SG_MLB
4 3

2 pendi

11. Click Create target group




. (@ Successfully created the target group: TG-Alpha-Beta. b4

EC2 » Targetgroups » TG-Alpha-Beta

TG-Alpha-Beta

Details
arn:aws:elasticloadbalancing:us-east-1:654654537193:targetgroup,/ TG-Alpha-Beta/c3F34 026 Bb9cFb O

Target type Protocol : Port VPC IP address type
Instance TCP: B0 vpe-0678b78645a8bbeat [2 IPyvd

Load balancer
(@ MNone associated

Total targets Healthy Unhealthy Unused Initial Draining
2 ®0 ®0 2 0 0

» Distribution of targets by Availability Zone (AZ)
Select values in this table to see corresponding filters applied to the Registered targets table below.

Targets Monitoring Health checks Attributes Tags

Q, Filter targets | 1 &
| Instance ID ¢ Name v Port v Zone v | Healthst.. v | Healthstat.. | Launchti... a
O i-09a17eé6b... weServer_B... 80 us-east-1b @ Unused Target grou... June 20, 20...
O i-0c979576... webServer_... 80 us-east-1a ) Unused Target grou... June 20, 20...

Setting Up the Network Load Balancer

1. Navigate through the Left sidebar, under ‘Load Balancing’, click ‘Load Balancers’



Instance TCP: 80 vpc-0678b78645a8bheat [ 1Pv4
AMI Catalog

. Load balancer
¥ Elastic Block Store .
(@ None associated

Volumes
Snapshots Total targets Healthy Unhealthy Unused Initial Draining
Lifecycle Manager 2 @0 ®0 @2 @O0 =0

w Network & Security

Security Groups » Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.
Elastic IPs

Placement Groups

Key Pairs Targets | Monitoring | Health checks Attributes Tags

Network Interfaces

. A ] : -
v Load Balancing Re — 1 targ
Load Balancers .
Target Groups | Q, Filter target I | 1 >
Trust Stores New
T (] Instance ID ¥ | Name v Port v Zone v | Health st... @ Health stat... ‘ Launch
¥ Auto Scalin:
9 O i-09a17e6b... weServer_B... 80 us-east-1b @ Unused Target grou... June 20
Auto Scaling Groups
O i-0e979576... webServer_... 80 us-east-1a @ Unused Target grou... June 20

2. Click ‘Create Load Balancer’

ECZ » Load balancers

Load btlancers
Elastic Loal e — e e —— '“ﬂin response to changes i

|

| Q, Filter load balancers

Name v DNS name v | State v | VPCID

Mo load balancers

You don't have any load balancers in us-east-1

Create load balancer

3. Select ‘Network Load Balancer’ by clicking Create under it.



EC2 % Loadbalancers » Compare and select load balancer type

Compare and select load balancer type

A complete feature-by-feature comparison along with detailed highlights is also available. Learn maore. [A

Load balancer types

Application Load
Balancer info

Choose an Application Load
Balancer when you need a flexible
feature set for your applications
with HTTP and HTTPS traffic.
Operating at the reguest level,
Application Load Balancers provide
advanced routing and visibility
features targeted at application
architectures, including
microservices and containers.

Network Load Balancer

Infa

h.; P
Ly - -

LI {53y
H VPLCe

Choose a Metwork Load Balancer

when you need ultra-high
performance, TLS offloading at
scale, centralized certificate

deployment, support for UDP, and

ldresses for your

app 5. Operating at the
con level, Metwork Load
Ba & capable of handling

il L requests per second
hile maintaining ultra-

» Classic Load Balancer - previous gerieraion

4. Enter a name for the Load Balancer (for example NLB-Alpha-Beta)

Gateway Load Balancer

Info

Choose a Gateway Load Balancer
when you need to deploy and
manage a fleet of third-party
virtual appliances that support
GEMEVE. These appliances enable
you to improve security,
compliance, and policy controls.

Create




Basic configuration

Load balancer name
Name must be unique within your AWS account and can't be changed after the load balancer is created.

MLEB-Alpha-Beta

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Scheme
Scheme can't be changed after the load balancer is created.
O Internet-facing
An internet-facing load balancer routes requests from clients over the internet to targets. Requires a public subnet. Learn more. E

) Internal
An internal load balancer routes requests from clients to targets using private IP addresses.

IP address type  Info
Select the type of IP addresses that your subnets use.

0 IPv4
Includes only IPv4 addresses.

() Dualstack
Includes IPv4 and IPvE addresses.

5. For the Scheme, select Internet-facing, and for teh IP address type is IPv4

Basic configuration

Load balancer name
Name must be unigue within your AWS account and can't be changed after the load balancer is created.

NLB-Alpha-Beta

A maximum of 22 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Scheme
Scheme can't be changed after the load balancer is created.
© Internet-facing
An internet-facing load balancer routes requests from clients over the internet to targets. Requires a public subnet. Learn more. E

() Internal
An internal load balancer routes requests from clients to targets using private IP addresses.

IP address type  Info
Select the type of IP addresses that your subnets use.

O IPv4

Includes only IPv4 addresses.

() Dualstack
Includes IPv4 and IPv6 addresses.

6. In the Network mapping, select the same default VPC that is given

Network mapping info
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC

Select the virtual private cloud [VPC) for your targets or you can create a new VPC [, Only VPCs with an internet gateway are enabled for selection. The selected VPC can't be changed after

the load balancer is created. To confirm the VPC for your targets, view your target groups E

vpc-0678b78645a8bbeab
IPv4 VPC CIDR: 192.168.5.0/26

.| o]

Q|

wpc-0678b78645a8bbeat
IPv4 VPC CIDR: 192.168.5.0/26

will route traffic only to targets in the selected
+ load balancer is created.

[ ] US-East=Td |USE I=azu]

7. Select the mappings with us-east-1a and us-east-1b on them. This will be the subnets which the

NLB will operate.



Mappings

Select at least one Availability Zone and one subnet for each zone. We recommend selecting at least two Availability Zones. The load balancer will route traffic only to targets in the selected
Availability Zones. Zones that are not supported by the load balancer or VPC can't be selected. Subnets can be added, but not removed, once a load balancer is created.

us-east-1a (use1-az6)

Subnet

| subnet-09992b4a60665de26 v

IPv4 address

‘ O Assigned by AWS

us-east-1b (use1-az1)
Subnet

| subnet-010a5¢8d7ad 15358 v

IPv4 address

‘ © Assigned by AWS

[] us-east-1c (use1-az2)

8. Under Security groups, select the Security group we created a while ago and unselect
the default to delete it from the list

Security groups info
A security group is a set of firewall rules that centrol the traffic to your load balancer. Select an existing security group, or you can create a new security group E

Security groups - recommended

Security groups support on Network Load Balancers can only be enabled at creation by including at least one security group. You can change security groups after creation. The security
for your load balancer must allow it to communicate with registered targets on both the listener port and the health check port. For PrivateLink Network Load Balancers, security group
are enforced on PrivateLink traffic; however, you can turn off inbound rule evaluation after creation within the load balancer's Security tab or using the APL

Select up to 5 security groups A ‘ (&} ‘
Q|
SG_NLE -
5g-04b150ac003078c75 VPC wpc-0678b78645a8bbeat

— default
5g-029¢1560c369ade88  VPC: vpe-0678b7864538bbeat

9. Next, on the Listeners and routing, select the target group we created.
Ensure that the protocol is TCP and Port is 80

Listeners and routing infe

A listener is a process that checks for connection requests using the port and protocol you configure. The rules that you define for a listener determine how the load balancer routes reguests to
its registered targets.

¥ Listener TCP:80

Protocol Port Default action  Info
TCP v | : | 80 Forward to | Select a target group Y | (& |
1-65535 Create target | Q
TG-Alpha-Beta TCP

Listener tags - optional
Consider adding tags to your listener. Tags enable you to categorize your AWS .

Add listener tag

You can add up to 50 more tags.

Target type: Instance, IPvd

10. Scroll down to the very bottom



AWS Global Accelerator info

Optimizes: Performance, Availability, Security

Additional charges apply

[7] Create an accelerator
An accelerator will be created in your account. The accelerator provides 2 global static IPs that act as a fixed entry point to your load balancer.

Review

Review the load balancer configurations and make changes if needed. After you finish reviewing the configurations, choose Create load balancer.

Summary
Review and confirm your configurations. Estimate cost B

Basic configuration &4t Security groups =t Network mapping £t Listeners and routing &2t
NLE-Alpha-Beta . SG NLB VPC vpc-0678b78645a8bbeat [ « TCP80 o e o
- 2 _Alpha-
« Intemet-facing 50-04b1503¢003078¢75 [A v Ls-east-1a Te-Alpha-Beta [
= [Pv4 subnet-09992b4a60665de26 [
* us-east-1b
subnet-010a5¢8d7ad 15358 [4

Service integrations £t Tags Edit
AWS Global Accelerator: Mone Nene

Attributes

@ Certain default attributes will be applied to your load balancer. You can view and edit them after creating the load balancer.

Creation workflow and status

» Server-side tasks and status
After completing and submitting the abowve steps, all server-side tasks and their statuses become available for monitering.

11. Click Create load balancer



12. The output would be:

EC2 Dashboard

EC2 Global View

EC2 Load balancers NLB-Alpha-Beta
Events B2 » Bailies J

Console-to-

Code Preview NLB-Alpha'BEta

w Instances
¥ Details
Instances
Instance Types
Load balancer type Status
Launch Templates .
MNetwork (2 Provisioning
Spot Requests
Scheme Hosted zone

Savings Plans

Internet-facing Z26RNL4IYFTOTI

Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images

AMIs

Load balancer ARN

@ arnaws:elasticloadbalancing:us-east-1:654654537193:loadbalance
r/net/NLB-Alpha-Beta/f2b222b9c45df40a

AMI Catalog

Elastic Block Store

4

x @ Successfully created load balancer [c]

WPC IP address type
wpc-0678b78645a8bbeat [4 IPva

Date created
June 20, 2024, 14:09
(UTC+08:00)

Availability Zones

subnet-
010a5c8d7ad1535f8 [4 us-
east-1b (use1-az1)

subnet-
09992b4a60665de26 [ us-
east-1a (use1-azé)

DNS name Info
[P NLB-Alpha-Beta-f2b222b9¢45df40a.elb.us-east-1.amazonaws.com
(A Record)

Volumes

Snapshots

Listeners Network mapping Resource map - new

Lifecycle Manager

Network & Security

4

Listeners (1)
Security Groups

Elastic IPs target group.

Security

Monitoring Integrations Attributes Tags

Add listener

A listener checks for connection requests using the protocol and port that you configure. Traffic received by a Network Load Balancer listener is forwarded to the selected

Placement Groups

Q Filter listeners ‘ 1 [
Key Pairs
Network Interfaces (] Protocol:Port v | Default action v | ARN ¢ | Security policy v | Default SSL/TLS certi
i Forward to target grou
¥ Load Balancing O Tceso get group ARN Not applicable Not applicable

= TG-Alpha-Beta [4
Load Balancers

Target Groups

13. Navigate back to the Load Balancers and wait for it to go from Provisioning to Active ( click the

refresh button occasionally)

ECZ » Load balancers

Load balancers (1)

c

[ | e———

Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic.

Q, Filter load balancers

| R

() Name v | DNS name

O NLB-Alpha-Beta

[F NLB-Alpha-Beta-f2b222b9c45df40a.elb.us-east-1.amaz...

v | State v | vePciD

© Provisioning vpe-0678b78645a8|

3

14. Once Active , copy the DNS name of your NLB



EC2 » Load balancers

Load balancers (1) c ‘ Actions w ‘ _.
Elastic Load Balancing scales your load balanfler capfcity automatically in response to changes in incoming traffic.
Q, Filter load balancers \ / ‘ 1 [
O Name v | S name v | State v VPCID
O NLB-Alpha-Beta LB-.t\lpha— Beta-f2b222b9c45df40a elb.us-east-1.amaz. .. @ Active vpe-0678b78645a8|
1 3

15. Also, navigate back to the target group we created and ensure that the Registered targets
are Healthy

EC2 % Targetgroups » TG-Alpha-Beta

TG-Alpha-Beta Actions w

Details
@ arn:aws:elasticloadbalancing:us-east-1:654654537193:targetgroup,/ TG-Alpha-Beta/d35103 186 1ceall1c

Target type Protocol : Port VPC IP address type
Instance TCP: BO vpc-0678b78645a8bbeat [4 IPv4

Load balancer
(D) None associated

Total targets Healthy Unhealthy Unused Initial Draining
2 © 2 ®0 0 0 0

» Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.

Targets Monitoring Health checks Attributes Tags

Q, Filter targets | 1 &
O Instanc... ¥ Name v Port v Zone b | Health... ¢ Health st... Launch time A
M i-012f95hb... webServer_Beta 80 us-east-1b © Healthy June 20, 2024, 14:02...
| i-011chba... webServer_Alpha 80 us-east-1a © Healthy June 20, 2024, 13:58...

Testing the Network Load Balancer

1. In your browser add a new tab and Paste the DNS of your NLB you copied in the previous step.



ab: Launching an EC 0a ce st-1 X 7 New Tab

®  NLB-Alpha-Beta-f2b222b9c45df40a.elb.us—+

@ nib-alpha-beta-f2b222b9c45df40a.elb.us-east- 1.amazonaws.com

Q. NLB-Alpha-Beta-f2b222b9c45df40a.elb.us-east-1.amazonaws.com - Google 5

@ nlb-alpha-betz-2b222b9c45¢

A\ Notsecure nlb-alpha-beta-f2b222b9cA5df40a.elb.us-east-1.amazonaws.com

Welcome to the webServer Alpha

3. Now, lets add some traffic to one of your instances to see if our NLB is really working fine.
4. Connect to one of the created instance either the webServer_Beta or webServer_Alpha via SSH.
e Navigate back to the Instances

e Select one of the instances and click Connect

EC? Dashboard x% Instances (1/2) info @] | Connect Instance state ¥ | | Actions ¥ | Launch instances ¥

EC2 Global View ‘ Q, Find instance by at ase-sensitive) 2 | | All states w |

Fvents [ Instance state =running [ X | [ Clearfilters | 1 ®

Console-to-

Code Preview -] Name ,# v | Instance ID ‘ Instance state v | Instanc... ¥ ‘ Status check Alarm status
M webServer_Beta i-012f95bed6e7e576d @ Running @, & t2.micro @ 2/2 checks passed View alarms

¥ Instances 1
Instances ‘ webServer_Alpha i-011cbh93800de3ff5 @ Running @ & t2.micro @ 2/2 checks passed View alarms
—

Instance Types

Launch Templates

e Copy the ssh command:



EC2 % Instances » i-011cbb93800de3ff5 » Connect to instance

Connect to instance i

Connect to your instance i-011cbb83800de3ff5 (webServer_Alpha ) using any of these options

C2 Ipstance Connect Session Manager S5H client EC2 serial console

e |D

111ebb93800de3ffs (webServer_Alpha )

1star

P i

en an 55H client.
cate your private key file. The key used to launch this instance is web-server-key-pair.pem

un this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 "web-server-key-pair.pem”

. Connect to your instance using its Public DNS:
er2-34-229-107-23.compute-1.amazonaws.com

le
h -i "web-server-key-pairpem” ec2-user@ec2-34-229-107-23.compute-T.amazonaws.com

(@) Note: In most cases, the guessed username is correct. However, read your AMI usage instructions to check
if the AMI owner has changed the default AMI username.

e Now, open your terminal or GitBash

o change the directory where the web-server-keypair.pem is downnloaded. Usually its
in the Downloads folder

cd <directory>

31'" MINGWEL: /o Users/nElL/Downloads

cd Downloa

e If a question will pop up like the image below, just type yes and hit enter

5 -1
The authenti




e You will then be connected to your instance:

e Lasty, Paste the following command
while true; do curl http://<NLB-DNS-NAME>; done

Ensure that the NLB-DNS-NAME is correct

Do you notice how the welcome message change from webServer_Alpha to webServer_Beta?
This means that the Network Load Balancer we created are working as intended

That’s it! Congratulations! You have created a functional Network Load Balancer that effectively
distributes incoming traffic across multiple backend servers. This setup enhances the fault tolerance
of your applications by ensuring no single server bears too much load. Experiment further by



adjusting settings like health check intervals and thresholds to see how they impact the performance
of your NLB.

This lab serves as a foundational exercise in understanding and utilizing AWS Load Balancers to
improve application scalability and reliability.

One last thing! It is a good practice to clean up the resources created during this lab. Not only will it
make you a better professional, but you will also become a more organized person. Happy learning!



