
Guided Lab: Creating Your First Network Load Balancer 

Description 

A Network Load Balancer (NLB) is designed to handle millions of requests per second while 

maintaining ultra-low latencies, making it ideal for handling volatile traffic patterns. It operates at the 

connection level (Layer 4), routing connections between clients and targets within Amazon VPC 

based on IP protocol data. This lab will guide you through the steps to set up your first NLB, helping 

you understand its functionality and how it can be integrated into your infrastructure for better 

performance and reliability. 

 

Prerequisites 

This lab assumes you have experience creating an Amazon EC2 Instance and its basic fundamentals. 

If you find any gaps in your knowledge, consider taking the following labs: 

• Creating an Amazon EC2 instance (Linux) 

• Setting up a Web server on an EC2 instance 

• Launching an EC2 Instance with User Data 

Objectives 

By the end of this guide, you will: 

• Understand the fundamentals of AWS Network Load Balancers. 

• Successfully create and configure a Network Load Balancer. 

• Test the NLB to ensure it properly distributes traffic across multiple backend servers. 



Subscribe to access AWS PlayCloud Labs 

Lab Steps 

Creating two EC2 Instances 

1. Navigate the EC2 

Dashboard. 

 

2. Launch the first EC2 Instances using the following configurations: 

• Name: webServer_Alpha 

• AMI: Amazon Linux 

• Instance type: t2.micro 

• Key pair: (Please create a new one.) 

o Key pair name: web-server-key-pair 

o Key pair type: RSA 

o Private key file format: .pem 

• Network settings: (Click “Edit”) 

o Subnet: (Choose the subnet that is in the AZ: us-east-1a) 

o Auto-assign public IP: Select Enable 

o Firewall (security groups): tick on the Create security group 

▪ Security group name – required: SG_NLB 

▪ Description – required: SG FOR NLB 
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•  

o  

▪ Add the following Inbound Security Group Rules: 

▪ Type: ssh 

▪ Source type: My IP 

▪ Type: HTTPS 

▪ Source type: Custom 

▪ Source: 0.0.0.0/0 

▪ Type: Custom TCP 

▪ Port range: 1024-65535 

▪ Source type: Custom 

▪ Source: 0.0.0.0/0 



 

• Click the dropdown for Advanced details 

o Scroll down and in the user data, paste the following: 

#!/bin/bash 

yum update -y 



yum install -y httpd 

systemctl start httpd 

systemctl enable httpd 

echo "<h1>Welcome to the webServer_Alpha</h1>" > /var/www/html/index.html 

• Click Launch instance 

3. Launch the second EC2 Instances using the following configurations: 

• Name: webServer_Beta 

• AMI: Amazon Linux 

• Instance type: t2.micro 

• Key pair: select the web-server-key-pair we created from the first instance 

• Network settings: (Click “Edit”) 

• Subnet: (Choose the subnet that is in the AZ: us-east-1b) 

• Auto-assign public IP: Select Enable 

• Firewall (security groups): tick on the Select existing security group, choose SG_NLB 



 

• Click the dropdown for Advanced details 

o Scroll down and in the user data, paste the following: 

#!/bin/bash 

yum update -y 

yum install -y httpd 

systemctl start httpd 

systemctl enable httpd 

echo "<h1>Welcome to the webServer_Beta</h1>" > /var/www/html/index.html 

• Click Launch instance 

4. Wait for your instances to be in running state and 2/2 checks passed status. 



 

 

Setting Up Target Group 

1. Go to the EC2 Dashboard, scroll down from the left sidebar and under ‘Load Balancing‘, select 

‘Target Groups‘. 

 

2. Click ‘Create target group‘ 



 

3. Choose ‘Instances‘ as the target type. 

 

4. Name the Target group (for example TG-Alpha-Beta) 

 

5. Specify protocol as (TCP) and port as (80). 

 



6. Under VPC, Select the default VPC given. 

 

7. For the Health checks, under Health check protocol, select TCP. 

 

8. Click Next. 



9. Register the newly created EC2 instances with this target group by selecting the two under 

Available instances. 

 

10. Click Include as pending below to add the two Instance in the Review targets 

 

11. Click Create target group 



 

 

Setting Up the Network Load Balancer 

1. Navigate through the Left sidebar, under ‘Load Balancing‘, click ‘Load Balancers’ 



 

2. Click ‘Create Load Balancer‘ 

 

3. Select ‘Network Load Balancer‘ by clicking Create under it. 



 

4. Enter a name for the Load Balancer (for example NLB-Alpha-Beta) 



 

5. For the Scheme, select Internet-facing, and for teh IP address type is IPv4 

 

6. In the Network mapping, select the same default VPC that is given 

 

7. Select the mappings with us-east-1a and us-east-1b on them. This will be the subnets which the 

NLB will operate. 



 

8. Under Security groups, select the Security group we created a while ago and unselect 

the default to delete it from the list 

 

9. Next, on the Listeners and routing, select the target group we created. 

Ensure that the protocol is TCP and Port is 80 

 

10. Scroll down to the very bottom 



 

11. Click Create load balancer 



12. The output would be: 

 

13. Navigate back to the Load Balancers and wait for it to go from Provisioning to Active ( click the 

refresh button occasionally) 

 

14. Once Active , copy the DNS name of your NLB 



 

15. Also, navigate back to the target group we created and ensure that the Registered targets 

are Healthy 

 

 

Testing the Network Load Balancer 

1. In your browser add a new tab and Paste the DNS of your NLB you copied in the previous step. 



 

2. You should see either of the images below: 

 

or  

 

3. Now, lets add some traffic to one of your instances to see if our NLB is really working fine. 

4. Connect to one of the created instance either the webServer_Beta or webServer_Alpha via SSH. 

• Navigate back to the Instances 

• Select one of the instances and click Connect 

 

• Copy the ssh command: 



 

• Now, open your terminal or GitBash 

o change the directory where the web-server-keypair.pem is downnloaded. Usually its 

in the Downloads folder 

cd <directory> 

 

• If a question will pop up like the image below, just type yes and hit enter 

 



• You will then be connected to your instance: 

 

• Lasty, Paste the following command 

while true; do curl http://<NLB-DNS-NAME>; done 

Ensure that the NLB-DNS-NAME is correct 

 

Do you notice how the welcome message change from webServer_Alpha to webServer_Beta? 

This means that the Network Load Balancer we created are working as intended 

That’s it! Congratulations! You have created a functional Network Load Balancer that effectively 

distributes incoming traffic across multiple backend servers. This setup enhances the fault tolerance 

of your applications by ensuring no single server bears too much load. Experiment further by 



adjusting settings like health check intervals and thresholds to see how they impact the performance 

of your NLB. 

This lab serves as a foundational exercise in understanding and utilizing AWS Load Balancers to 

improve application scalability and reliability. 

One last thing! It is a good practice to clean up the resources created during this lab. Not only will it 

make you a better professional, but you will also become a more organized person. Happy learning! 

 


