Guided Lab: Creating a Custom Virtual Private Cloud (VPC) from scratch
Description

Amazon Virtual Private Cloud (VPC) is a foundational component of AWS that allows you to provision
a logically isolated section of the AWS Cloud. Think of a VPC as a private estate within a bustling city
(the AWS Cloud). Within this estate, you have the freedom to construct various properties and
infrastructure according to your specific requirements.

e Virtual Private Cloud (VPC): Acts as the cornerstone of your network on AWS. Imagine it as
owning a large piece of land where you can establish different areas for various purposes —
residential, commercial, and recreational.

e Subnet: If the VPC is your large piece of land, a subnet is akin to sectioning off parts of this
land into different plots. Each plot can be developed independently, with specific
characteristics such as security measures and connectivity options, similar to dividing a large
estate into smaller, manageable lots for specific uses.

¢ Internet Gateway: This is like the main gate of your estate that allows access to and from the
public roads. It manages the traffic between your estate and the outside world, ensuring that
residents can reach global destinations outside your private land.

e Route Table: Think of this as the map and directional signs within your estate. It guides the
traffic, directing it where to go within the estate or how to exit efficiently to reach external
destinations. It ensures that all traffic flows smoothly according to predefined rules, like how
a traffic control system manages vehicles’” movements.

In this lab, you’ll gain hands-on experience with these components by setting up a custom VPC from
scratch. While AWS accounts come with a default VPC, understanding how to create and configure a
custom VPC is essential for tailored network solutions that fit specific security and network
requirements.

Prerequisites

This labs assume you have basic knowledge of IP addressing & network subnets, and familiarity with
AWS core services like EC2 (Elastic Compute Cloud).

If you find any gaps in your knowledge, consider taking the following lab:

e Creating an Amazon EC2 instance (Linux)

e Setting up a Web server on an EC2 instance

e Launching an EC2 Instance with User Data

Objectives
In this lab, you will:
e Understand the structure and components of an Amazon VPC.
e Learn how to create a VPC, including subnets, route tables, and an internet gateway.

e Demonstrate practical skills in isolating network environments within AWS.


https://portal.tutorialsdojo.com/courses/playcloud-sandbox-aws/lessons/guided-lab-creating-an-amazon-ec2-instance-linux-2/
https://portal.tutorialsdojo.com/courses/playcloud-sandbox-aws/lessons/guided-lab-setting-up-a-web-server-on-an-ec2-instance/
https://portal.tutorialsdojo.com/courses/playcloud-sandbox-aws/lessons/guided-lab-launching-an-ec2-instance-with-user-data/
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Lab Steps

Creating a Custom VPC

1. Navigate to the VPC dashboard.
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3. Let’s select VPC only in the Resources to create to do this lab step by step.


https://portal.tutorialsdojo.com/pricing
https://portal.tutorialsdojo.com/pricing

VPC » YourVPCs » Create VPC

Create VPC i

AVPCis an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create  Info

Create only the WPC resource or the VPC and other networking resources.

© VPConly ‘ () VPCand more

Note: VPC and more — is an option if you want to create VPC, subnets, Route Table, etc. all at once.
4. Enter the following details:
e Name tag: td-Lab-VPC

e IPv4 CIDR block: 10.0.0.0/16



VPC settings

Resources to create  Info
Create only the VPC resource or the WPC and other networking resources.

© VPConly () VPC and more ‘

MName tag - optional
Creates a tag with a key of 'Name”’ and a value that you specify.

‘ td-Lab-VPC ‘

IPv4 CIDR block  Info

Q IPv4 CIDR manual input
() IPAM-allocated IPv4 CIDR black

IPv4 CIDR

 10.0.0.0/16
CIDR block size must be between /16 and /28

IPv6 CIDR block  Info

O Mo IPvE CIDR block

() IPAM-allocated IPv6 CIDR block
() Amazon-provided IPv6 CIDR block
() IPv6 CIDR owned by me

Tenancy Infe

Default v

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources of track your AWS costs.

Key Value - optional

| Q, Name x | | Q td-Lab-VPC b 4 | | Remove tag

You can add 49 more tags

e Click on “Create.”

5. A new VPC will be created with the specified CIDR block, establishing the network space for this
lab.



B (@ You successfully created vpc-04aBbE6f7ce7cfeel / td-Lab-VPC @
VPC dashboard X

VPC » YourVPCs » vpc-04a8b66f7ce7cfeel i

FC2 Global View 2 vpc-04a8b66f7ce7cfeel / td-Lab-VPC

w Virtual private cloud

Details infe

VPCID State DNS hostnames DNS resolution
Your VPCs vpc-04a8be6f7ce7cleel @ Available Disabled Enabled
Subnets

Tenancy DHCP option set Main route table Main network ACL
Route tables Default dopt-0af73d635c2e2cf67 rtb-01377e76836a15de8 acl-0551387a53353bf0a
Internet gateways

_ Default VPC IPv4 CIDR IPv6 pool IPv6 CIDR (Network border group)

Egress-only internet No 10.0.0.0/16 _ _
gateways
Carrier gateways Network Address Usage metrics Route 53 Resolver DNS Firewall Owner ID

Disabled rule groups. (P 975050133651
DHCP option sets @) Failed to load rule groups
Elastic IPs
Managed prefix lists Resource map CIDRs Flow logs Tags Integrations
Endpaints
Endpoint services Resource map info
NAT gateways
Peering connections

¥ Security VPC Show details Subnets (0) Route tables (1)
Network ACLS Your AWS virtual network Subnets within this VPC Route network traffic to resources
Security groups
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Setting Up Subnets
1. Within the VPC dashboard, select “Subnets”

VPC » YourVPCs » vpc-04a8b66f7ce7cfeel

vpc-04a8b66f7ce7cfeel / td-Lab-VPC

EC2 Global View [4

Filter by VPC

w Virtual private cloud

Details info

Stat® TS TSt DNS resolution
Your VPCs [P vpc-D4aBbeafTceTcleel (@ Available Disabled Enabled
Tenancy DHCP option set Main route table Main network ACL
Route tables doryaRalZadaiscoazciaz sheOliZZaz6az0a05d00 acl-0551387a53353bf0a

Internet gateways

Default VPC CIDR IPv6 pool IPv6 CIDR (Network border group)
Egress-only internet No 10.0.0.0/16 - -
gateways
Carrier gateways Network Address Usage metrics Route 53 Resolver DNS Firewall Owner ID
Disabled rule groups P 975050133651
DHCP option sets () Failed to load rule groups
Elastic IPs
Managed prefix lists Resource map CIDRs Flow logs Tags Integrations
Endpoints
Endpoint services Resource map info

NAT gateways

2. Then click on “Create subnet.”

- Last updated

‘ Q, Find resources by attribute or tag ‘ 1 [c] c

EC2 Glabal Vi A
obal View (1 Name v | SubnetiD v | State v | vec v | IPvaciDR v

0 - subnet-0a234fc2136¢9af52 © Available vpc-092f3b7dd9gfesbee 192.168.5.16/28

(m) - subnet-03abbbe333543f75e @ Available vpe-092f3b7ddo8fe3bee 192.168.5.32/28

* Virtual private cloud

Irtual private clou (m) - subnet-0dd450d5eababfb13 © Available vpe-092f3b7dd98fe3bee 192.168.5.0/28
Your VPCs 4 »
Subnets

Route tables



Note: Notice that there are already default subnets which comes along with the default VPC
3.Create subnets:

e VPCID: Select td-Lab-VPC

VPC

VRCID

Create subnets in this VPC
Select a VPC &

vpc-092f3b7dd98fe3bee
192.168.5.0/26

vpc-04aBbeafice7 cfeel (td-Lab-VPC)
10.0.0.0/16

¢ Name tag: PublicSubnet-1
e Availability Zone: US East (N. Virginia) / us-east-1a

e IPv4 CIDR block: 10.0.1.0/24



Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

PublicSubnet

The name can be up to 256 characters long.

Availability Zone  Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

‘ US East (N. Virginia) / us-east-1a v ‘

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

‘ 10.0.0.0/16 v ‘

IPv4 subnet CIDR block

‘ 10.0.1.0/24 256 IPs
< > ~ iV

¥ Tags - optional

Key Value - optional

‘ Q, Name b4 ‘ ‘ Q, PublicSubnet b4 ‘

| Remove

Add new tag

You can add 49 more tags.

Remove

‘ Add new subnet ‘

e Add another subnet by clicking the “Add new subnet”



Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 gl e—

Subnet fame
Create a §ag with a key df "Name' and a value that you specify.

Publicfubnet

The namg can be up to b6 characters long.

Availabiity Zone Infp

Choose tige zone in whicl your subnet will reside, or let Amazon choose one for you.

‘ US Easr (N. Virginial|/ us-east-1a v |

IPv4 VPR CIDR block} Info

Choose tige VPC's IPv4 CPR block for the subnet. The subnet’s IPv4 CIDR must lie within this block.

| 10.00p/16 v |

subnet CIDR block

1P
‘ 1(%.1.0}24 I 256 "
< >

s W

¥ Tagg - optional
Key Value - optional

‘Q Narr\ I X‘ ‘Q PublicSubnet X| ‘ Remove

You can add 4 v e tags.

| Add new subnet |

Note: While you can create multiple subnets within a VPC, remember that the number depends on
the VPC’s CIDR block size and AWS quotas. Each subnet needs a unique range of IP addresses. By
default, AWS allows up to 200 subnets per VPC, but this can be increased by requesting a service
quota increase from AWS support. Plan your subnets wisely to accommodate future growth and
manage different network environments effectively.

e Follow the configurations below:
o Name tag: PublicSubnet-2
o Availability Zone: US East (N. Virginia) / us-east-1b

o IPv4 CIDR block: 10.0.2.0/24



Subnet 2 of 2

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

PublicSubnet-2

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| US East (M. Virginia) / us-east-1b v ‘

IPv4 WVPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

| 10000716 v

IPv4 subnet CIDR block

10.0.2.0/24 256 IPs

£ > ~ A%

¥ Tags - optional
Key Value - optional
| Q. Name * ‘ ‘ Q, PublicSubnet-2 b4 ‘ ‘ Remove

Add new tag

You can add 49 more tags.

Remove

‘ Add new subnet ‘

e Click on “Create.”

® You have successfully created 2 subnets: subnet-05fhd12117c9530d7, subnet-Oe42438ffae03897f

lass than a minuts ago

| Q, Find resources by attribute or tag |

| Subnet ID : subnet-05fbd12117¢9530d7 ‘ x ‘ ‘ Subnet |D : subnet-0e42438ffae03897f ‘ » ‘ | Clear filters | 1 ®
O  Name v | SubnetiD v | state ¥ | VPC v | IPvaCIDR v | IPv6 CIDR
O PublicSubnet-2 subnet-0ed42438ffae038... @ Available... vpc-04a8b66f7ce7cfeel | td-... 10.0.2.0/24 -
O PublicSubnet-1 # subnet-05fbd12117c953... @ Available... vpc-04a8b66f7ce7cfeel | td-... 10.0.1.0/24 -
14 3

Establishing an Internet Gateway

1. In the left sidebar find and click on “Internet Gateways.”



VPCdashboard x || Subnets (2) uo o= | Crestesubnet

| Q Find resources by attribute or tag |

EC2 Global View [ [ subnet 1D : subnet-05fbd12117¢953007 [ X | [ subnet 10 : subnet-0ea2a3sttac03897f [X | [ clearfilters |
Filter by VPC v <1 5> @
O Name v | SubnetiD v | state v | vpC v | I1Pva CiDR v
¥ Virtual private cloud
[0 PublicSubnet-2 subnet-0ed2436ff2e038... @ Available... vpc-04a8b66fice7cfeel |td-..  10.0.2.0/24
Your VPCs
i [0 PublicSubnet-1 subnet-05fbd12117¢953... @ Available... vpc-04a8b66fice7cfeel [td-...  10.0.1.0/24
+ ,
Route tables
gress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists

Endpoints = =]
Select a subnet

Endpoint services

MAT natewaws

2. Click on “Create internet gateway”

‘ Q, Search ‘
Filter by VPC v
O Name v | Internet gateway ID v | State
v Vi .
Virtual private cloud 0 - igw-0118335fc00ac56c0 @ Attached
Your VPCs < I ———
Subnets
Route tables

Internet gateways

Egress-only internet

gateways
Carrier gateways
DHCP option sets

Elastic IPs

3. Name it td-LabInternetGateway



VPC » Internet gateways » Create internet gateway

Create internet gateway w«

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name

for the gateway below.
Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

‘ td-LablnternetGateway

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

‘Q Name * ‘ ‘ Q, td-LablnternetGateway b4 | ‘ Remove

Add new tag

You can add 49 more tags.

4. Click on Create internet gateway

5. Choose the “Attach to VPC” in the Action dropdown or the notification that pops up after you
created the internet gateway or in the Actions dropdown

(@ The following internet gatewly Was TreaTeq: TqW-044Z5 5077508222 c4 - td-LabinternetGatewep{au can Attach to a VPC X

VPCdashboard X now attach to a VPC to enab

EC2 Global View [4 VPC > Internet gateways » igw-044255d775ce222c4

iow-0AAILREAT775c0222cA [ td-LainternetGateway Actions &

—

Filter by VPC v :
Attach to VPC

¥ Virtual private cloud

M t
Your VRCs Internet gateway ID State VPCID a Ownel anage tags
Subnets igw- @ Detached _ 9 Delete
Route tables 044255d775ce222c4

Internet gateways

Egress-only internet Tags Manage tags

gateways Q, Search tags !
1!

Carrier gateways

. Key Value
DHCP option sets

Elastic IPs Name td-LabInternetGateway

6. Attach the internet gateway to td-Lab-VPC



VPC > Internet gateways » Attach to VPC (igw-044255d775ce222c4)

Attach to VPC (igw-044255d775ce222c4) i

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

Q Select a VPC

vpc-04a8b6Ef7ceicfeel - td-Lab-VPC
P AWS Command Line Interface command

7. Click Attach internet gateway

= @ Internet gateway igw-044255d775ce222c4 successfully attached to vpc-04a8b66f7ce7cfeel X (
VPC dashboard X

VPC » Internet gateways » igw-044255d775ce222c4 (

Fe closalview BB igw-044255d775ce222c4 / td-LabinternetGateway

Details info
¥ Virtual private cloud
Internet gateway ID State VPCID Owner
Your VPCs .
igw- © Attached vpc-04a8b66f7ce7cfee] | td- 975050133651
Subnets 044255d775ce222c4 Lab-VPC

Route tables

Internet gateways Tags Manage tags

Egress-only internet Q_ Search tags | ; ®
gateways

Carrier gateways Key Value

DHCP option sets Name td-LablnternetGateway

Elastic IPs

Configuring Route Tables

1. Navigate to “Route Tables” in the VPC dashboard

= Last updated :
UPC dashboard x| Subnets (2) e el

‘ Q Find resources by attribute or tag | C]
EC2 Global View [ ‘ Subnet ID : subnet-05fbd12117¢9530d7 | x | | Subnet ID ; subnet-0e42438ffae038971 | X ‘ ‘ Clear filters |
Filter by VPC v i @
O Name v Subnet ID v ‘ State v VPC v ‘ IPv4 CIDR v
¥ Virtual private cloud
Vour VP O PublicSubnet-2 subnet-0e42438fae038... @ Available... wpc-04aBh66f7ce7cferl | td-... 10.0.2.0/24
our VPCs
PublicSubnet-1 net-05fbd12117cR53... () Available... vpc-04aBb66f7celcfeel | td-... 10.0.1.0/24
Subnets — -

Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists

- . — [ =]

2. Click “Create route table.”



VPC dashboard X Route tables (1) info

‘ Q. Find resources by attribute or tag

ctions ¥
about 1 hour ago c
| 1

@ ©®

EC2 Global View [ 0O

Name v Route table ID v | Explicit subnet associ... ¥ ‘ Edge associations ¥

Filter by VPC v oo -

¥ Virtual private cloud

rth-0b7278f21e194d184 - -

Your VPCs
Subnets

Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways

DHCP option sets

Elastic IPs

Note: Notice that after creating a VPC, AWS automatically create route table for that VPC for you.
You can either use this or reconfigure it. But for this lab we will manually create our own route table
and its configurations.

3. Name it PublicRouteTable and associate it with td-Lab-VPC.

VPC » Routetables » Create route table

Create route table i+

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings
Name - optional

Create a tag with a key of '"Name' and a value that you specify.

‘ PublicRouteTable ‘

VPC
The VPC to use for this route table.

‘ vpc-04a8b66f7cevcfeel (td-Lab-VPC) v ‘

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

‘ Q. Name b4 ‘ ‘ Q, PublicRouteTable

Add new tag

You can add 49 more tags.

X‘ | Remove

4. Click “Create route table”



= ® Route table rtb-0e7dac5dba137¢f81 | PublicRouteTable was created successfully. X
VPC dashboard X

VPC »> Routetables > rtb-Oe7dac5dba137cf81

£ Global View [3 rtb-Oe7dac5dba137c¢f81 / PublicRouteTable

¥ Virtual private cloud Details info
Your VPCs Route table ID Main Explicit subnet associations Edge associations
Subnets rth-Oe7dac5dbal37cfa1 No - -
Route tables VPC Owner ID
Internet gateways vpc-04a8b66f7ce7cfeel | td- 975050133651
Egress-only internet Lab-vPC
gateways
Carrier gateways Routes Subnet associations Edge associations Route propagation Tags
DHCP option sets
Elastic IPs Routes (1) [Both v || Editroutes |
Managed prefix lists ‘ Q, Filter routes | 1 &
Endpoints L
Destination v Target v ‘ Status v | Propagated v
Endpoint services
10.0.0.0/16 local @ Active No

NAT gateways

5. Click on “Edit routes”

® Route table rtb-Oe7dac5dba137cf81 | PublicRouteTable was created successfully. X

VPCdashboard X

VPC > Routetables » rtb-Oe7dac5dbal37cf81

EC2 Globl Vew 2 rtb-Oe7dac5dba137cf81 / PublicRouteTable

Virtual private cloud Details info
Your VPCs Route table ID Main Explicit subnet associations Edge associations
Subnets rtb-0e7dac5dbal37cf81 No - -
Route tables VEC Owner ID
Internet gateways vpc-04a8b66f7ce7cfeal | td- 875050133631
Egress-only internet Lab-VPC
gateways
Carrier gateways Routes Subnet associations Edge associations Route propaga
DHCP option sets ]
Eiastic o Routes (1)
Managed prefix lists Q, Filter routes / |
Endpoints —
Destination v Target v | St v | Propagated v
Endpoint services
10.0.0.0/16 local @ Active No
NAT gateways

6. Click on “Add route”

VPC » Routetables » rtb-Oe7dac5dba137cf81 > Edit routes

Edit routes

Route 1

Destination Target Status

10.0.0.0/16 | local v | © Active
| Q, local b4 |

Propagated

No

L
Add route I
e
— ot [ e | SRR




7.Add the following:
e Destination: 0.0.0.0/0

e Target: Select Internet Gateway and the name of the internet gateway that you created.

Route 2
Destination Target Status
Q 0.0.0.0/0 X| |Intemet Gateway L ‘ -
| Q igw«l X |
Use: "igw-"
Propagated
No igw-044255d775ce222c4 (td-LablnternetGateway)

Add route

Cancel Save changes

By adding this route, you ensure that any internet-bound traffic (any IP address represented

by 0.0.0.0/0) to pass through an internet gateway from your VPC is correctly routed through the
internet gateway, thus enabling external connectivity. This setting is particularly important for public
subnets that host web servers or other resources needing to communicate with the internet.

8. Click Save changes

© Updated routes for rth-0e7dac5dba137¢f81 / PublicRouteTable successfully

VPC dashboard X :
P Details

EC2 Global View [A VPC > Routetables » rtb-Oe7dac5dba137cf81
rtb-Oe7dac5dba137cf81 / PublicRouteTable

¥ Virtual private cloud
Details info

Your VPCs
Subnets Route table ID Main Explicit subnet associations Edge associations
Route tables rtb-Oe7dac5dbal37cf81 No - -
Internet gateways VPC Owner ID
Egress-only internet vpc-04a8bb66f7ce7cfee | td- 975050133651
gateways Lab-VPC
Carrier gateways
DHCP option sets Routes Subnet associations Edge associations Route propagation Tags
Elastic IPs
Managed prefix lists Routes (2) ‘ Both w | | Edit routes |
Endpoints ‘ Q, Filter routes | 1 o]
Endpoint services Destination v Target v | Status v | Propagated v
NAT gateways
0.0.0.0/0 igw-044255d775ce222c4 @ Active No
Peering connections
10.0.0.0/16 local @Active No

W Sacuritv

9. Associate PublicRouteTable with PublicSubnet-1 and PublicSubnet-2

e Gotothe Subnet associations tab



EC2 Global View [A VPC > Routetables » rtb-Oe7dac5dbal37cf81
rtb-Oe7dac5dba137cf81 / PublicRouteTable

Virtual private cloud

Details info
Your VPCs
Subnets Route table ID Main Explicit subnet associations Edge associations
Route tables rtb-Oe7dac5dbal37ci81 Mo - -
Internet gateways VPBC Owner 1D

Egress-only internet vpc-04a8b66f7ce7cfeel | td- 975050133651

gateways Lab-VPC /
Carrier gateways

DHCP option sets Routes Subnet associations Ed@| Route propagation ‘ Tags
Elastic IPs

Managed prefix lists Routes (2) \ [Both v || Edit routes |

Endpoints | Q, Filter routes e | <1 > @
Endpoint services Destination v Target v ‘ Status v | Propagated v
NAT gateways R .

0.0.0.0/0 igw-044255d775ce222c4 @ Active No
Peering connections

10.0.0.0/16 local @ Active No

e In this tab you will see:

VPC > Routetables > rtb-0Oe7dac5dba137cf81

rtb-Oe7dac5dba137cf81 / PublicRouteTable

Details info
Route table ID Main Explicit subnet associations Edge associations
rth-Oe7dac5dbal37cf81 No - -
VPC Owner ID
vpc-0438b66f7ce7cfeel | td- 975050133651
Lab-VPC
Routes | Subnet associations | Edge associations Route propagation Tags
Explicit subnet associations (0) | Edit subnet associations |
| Q. Find subnet association | 1 D &
Name v | Subnet ID v IPv4 CIDR v | IPv6 CIDR v
No subnet associations
You do not have any subnet associations.

Subnets without explicit associations (2) | Edit subnet associations |
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Q, Find subnet association | < 1 > [0
Name v Subnet ID v IPv4 CIDR v | IPv6é CIDR v
PublicSubnet-2 subnet-Oed2438ffae03897f 10.0.2.0/24 -

PublicSubnet-1 subnet-05fbd12117c9530d7 10.0.1.0/24 -




CONCEPT:

Explicit Subnet Associations

This occurs when you manually associate a subnet with a specific route table. By doing this, you
ensure that all the traffic from that subnet is directed according to the routes defined in the
associated route table. This is typically used to enforce specific routing policies for different parts of
your network, such as distinguishing between public (internet-facing) and private (internal-only)
subnets.

e Example Usage: You might explicitly associate a subnet with a route table that has a route to
an internet gateway for public subnets, ensuring instances within these subnets can access
the internet.

Subnets Without Explicit Associations

Any subnets in a VPC that do not have an explicit route table association will automatically be
associated with the VPC’s main route table. The main route table is the default route table that AWS
creates with each VPC. This setup ensures that every subnet has at least basic routing capabilities,
even if no custom routing has been configured.

e Example Usage: Private subnets that do not require direct access to the internet can be left
with the default route table, which typically does not contain a route to the internet gateway.
This helps in maintaining the security posture by limiting external access.

e Click on “Edit subnet associations” inside the Explicit Subnet Associations

Routes Subnet associations Edge associations Route propagation Tags

Explicit subnet associations (0) | Edit subnet associations |
Q. Find subnet association | 1

Name v | Subnet ID v IPv4 CIDR v | IPv6 CIDR v

No subnet associations

You do not have any subnet associations.

e Select both PublicSubnet-1 and PublicSubnet-2 and click on Save associations



VPC » Routetables » rtb-O0e7dac5dba137cf81 » Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (2/2)

Q, Filter subnet associations | 1 @
Name v | SubnetID v | IPvaCIDR v | IPv6CIDR v | Route table ID
PublicSubnet-2 subnet-0e42438ffae03897f 10.0.2.0/24 - Main (rtb-01377e76e36a15de8
PublicSubnet-1 subnet-05fbd12117c9530... 10.0.1.0/24 - Main (rtb-01377e76e36a15de8
Pl 3

Selected subnets

subnet-O0ed42438ffae03897f / PublicSubnet-2 | | subnet-05fbd12117¢9530d7 / PublicSubnet-1

e This will be the output:

® You have successfully updated subnet associations for rtb-0Oe7dac5dba137c¢f81 / PublicRouteTable. X

VPC » Routetables » rtb-0e7dac5dbal37c¢f81

rtb-Oe7dac5dba137c¢f81 / PublicRouteTable

Details info
Route table ID Main Explicit subnet associations Edge associations
rtb-Oe7dac5dbal37cf81 No 2 subnets -
VPC Owner ID
vpc-04aBbe6f7ce7cfeel | td- 975050133651
Lab-VPC
Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (2) | Edit subnet associations |
Q. Find subnet association | 1 @
Name v | Subnet ID v IPv4 CIDR v | IPv6 CIDR A4
PublicSubnet-2 subnet-Oed2438ffae03897f 10.0.2.0/24 -
PublicSubnet-1 subnet-05fbd12117c9530d7 10.0.1.0/24 -
Subnets without explicit associations (0) | Edit subnet associations |
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:
Q. Find subnet association | 1 @
Name v Subnet ID v IPv4 CIDR v | IPve CIDR v

No subnets without explicit associations

All your subnets are associated with a route table.

Testing Connectivity

1. Navigate to the EC2 Launch and launch an EC2 instance within PublicSubnet-1 or PublicSubnet-2.



¥ Network settings info

VPC - required  Info

wpc-04a8b66f7ceTcfeel (td-Lab-VPC) v c
10.0.0.0/16

Subnet Info

subnet-05fbd12117c¢5530d7 PublicSubnet-1
VPC: vpc-04aBbbef7ce?cfeel  Owner: 975050133651  Availability Zone: us-east-1a A G Create new subnet E
IF addresses available: 251  CIDR: 10.0.1.0/24)

Q|

subnet-0e42438ffae03897f PublicSubnet-2 ]
VPC: vpc-O4aB8bbbf7ce7cfeel Owner: 975050133651  Awailability Zone: us-east-1b
IF addresses available: 251 CIDR: 10.0.2.0/24)

subnet-05tbd12117c9530d7 PublicSubnet-1 ecific traffic to reach your instance.
VPC: vpc-04aB8bbef7ce7cfeel Owner: 975050133651  Awailability Zone: us-east-1a v
IF addresses available: 251 CIDR: 10.0.1.0/24)

2. During setup:

e Ensure the instance’s security group allows inbound ssh access (e.g., allow all inbound traffic
anywhere or simply your IP for security) and HTTP connection using source 0.0.0.0/0
Note: Usually, you need to make ssh connection only to the trusted IPs but for this testing and
simplicity we can use anywhere which is 0.0.0.0/0

e Ensure that you enable Auto-assign public IP

e Created an SSH key.



-k - dhr

- G Crealé new ey pair

* Metwork settings w%

WP - réguirdd  info

wpl-DEed 3037 364922319 (pd-Lab-VPC)
1000aE

el Info

subnet-02dal 1d92d3i605364d
VPL voo Gedini T30 ee319  Owrer: GREEEASTTNSE

Evgilabdity Jome: un-easi-1a 1P addresses awailable: 251 IR 100001.0/24)

I PublicSubnet-1 I

O Create new subnet [

Aubto-assign public P Info

Enable

d

n cutsioe of free ter allowance

Firewall (secunity growps] info

A security group & 3 set of finewall rules that control the traffic for your instance. Add rules to allow speciic traffic to reach your

Imstanoe

| 0 Create security group

| | () Select existing sequrity group |

SECUFITY Qroup NAMe - réguived

| launch-wizard-1

This secerity group will be sdded to all retwerk interfaces. The name can't be edited sfter the seounity group is erested. M length =

255 gharacter.

&5, e .

falied characiers a-z, A-Z, 0-5

SO e =g

Description = required  Infa

| lavnch=wizard=1 created 2024-06-21TO7 04187272

Type Inf Protooa]  infe

| ssh - | TCP

Source type | Info Source  Imfo

| Anywhens - | 0 Add CiD R, prefix list or secwrity
b

- .

Security group nule 2 (1CP, 80, 0.000.0,0)
Type Inf Protoood info
| HTTE L | TCP

Source Lype Infa Source Infa

Port range  Infa

22

Desonption - agtionsl Inf

Eg. 554 for adrmin deskiog |

Poat range Irifa

BO

Description = gptfonod Infa

| Cusbom - | |Q Add CIDR, prefix list or security

9. 55M for admin deskiop

e Launch your instance.

3. Once the instance is running, connect via SSH attempt to ping a public internet address to verify
connectivity.



ECZ % Instances % i-015eabd41e31

J2e5 % Connect to instance @

Connect to instance we O o2-user@ip-10-0-1-60

Connect to your instance i-015 41e31602e5 (mylnst

EC2 Instance Connect Session Manager SSH clil

Instance ID

015eabd41e31602e5 (mylnstance)

1. Open an SSH client.

2. Locate your private k

3. Run this command
chmod 400 "my-key-pairpe

4. Connect to your instance using its Public IP:

ssh -1 “my=key-pairpem” ec2-user@s4.242.244.118

(@ Note: In most

ses, the guessed username is correc!

.1el00

if the AMI owner has changed the default AMI usem;
.1e100.

f139.1e100.net ( seq=4 tt1

39.1el100. icmp_seq=5 ttl
f139.1e100.net (
39.1e100.

f139.1e100.net (

That’s it. Congratulations! You’ve successfully set up a custom Amazon VPC, configured its subnets,
established an internet gateway, and managed route table associations. This practical experience has
enhanced your understanding of AWS network isolation and configuration. You've seen firsthand
how to manage traffic flow within a VPC, ensuring secure and efficient network operations. This

foundation will aid in further exploration of AWS networking features, enabling you to build more
robust and scalable cloud solutions. Happy learning!



