Guided Lab: Invoking Lambda functions through Function URL
Description

AWS Lambda is a serverless computing service that lets you run code without provisioning or
managing servers, paying only for the compute time you consume. This means you can write and
deploy code without the overhead of maintaining infrastructure.

Lambda Function URLs are a powerful feature introduced to simplify the invocation of Lambda
functions. They allow you to call your serverless functions directly via HTTPS endpoints, which can be
configured with or without authentication. This directly exposes Lambda functions to the web,
making it easy to integrate them into web applications, mobile backends, or any service that can
make HTTP requests.

Function URLs support various use cases, such as handling HTTP requests from a web application,
integrating with third-party services that require webhook support, and allowing simpler, quicker
inter-service communication without the need for additional APl Gateway configuration.

This guided lab aims to provide a practical introduction to Lambda Function URLs, guiding you
through creating a simple Lambda function, enabling and configuring its Function URL, and invoking
it to see how effortlessly serverless functions can be integrated with the broader internet.

Prerequisites

This lab assumes you have experience creating an AWS Lambda function and has familiarity with
simple programming concepts.

If you find any gaps in your knowledge, consider taking the following labs:

e Creating an AWS Lambda function

Objectives
In this lab, you will:
e Understand the purpose and use of Lambda Function URLs.
e Learn how to create a Lambda function with an associated Function URL.

e Invoke the Lambda function through its URL and observe the response.

Subscribe to access AWS PlayCloud Labs

Lab Steps
Creating your Lambda Function

1. Navigate to the Lambda service and select “Create function”.


https://portal.tutorialsdojo.com/courses/playcloud-sandbox-aws/lessons/guided-lab-creating-an-aws-lambda-function-2/
https://portal.tutorialsdojo.com/pricing
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Services Q lalledE4 X E 4 @ @ N. Virginia v Playcloud-jGeswdr 7ni @ 6546-5453-7193 v
Search res or 'lambda

Services

Features (5)
Xl
Resources ' New R“‘
without thinking abou
Documentation (11,024)

Knowledge Articles (183)
[E

Marketplace (861) Build and Test C
Blogs (1,064)
Events (13) &%

Tutorials (5) Ensuring

2. Choose “Author from scratch”, enter a function name, and select a runtime (e.g., Python 3.12).

Lambda » Functions » Create function

Create function e

Choose one of the following options to create your function.

© Author from scratch () Use a blueprint ® () Container image
Start with a simple Hello World Build a Lambda application frem Select a container image to deploy
example. sample code and configuration for your function.

presets for common use cases.

Basic information

Function name
Enter a name that describes the purpose of your function.

function_url_demo |

Use only letters, numbers, hyphens, or underscores with no spaces.

Runtime Info
Choose the language to use to write your function. Note that the console code editor supports only Node.js, Python, and Ruby.

|Python 3.12 v | | (@]

3. Scroll down and click the dropdown Change default execution role

e Tick the Use an existing role and choose PlayCloud-Sandbox

Permissions info

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this
default role later when adding triggers.

¥ Change default execution role

Execution role

Choose a role that defines the permissions of your function. To create a custom role, go to the 1AM console Z
(O Create a new role with basic Lambda permissions

0O Use an existing role

(O Create a new role from AWS policy templates

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload legs to Amazon
CloudWatch Logs.

PlayCloud-Sandbox v‘ ‘ C ‘

View the PlayCloud-Sandbox role [4] on the 1AM console.

4. Click “Create function”.



Enabling Function URL and Writing Function Code

1. Navigate to “Configuration” tab, and find the “Function URL” section.

Code Test Monitor Configuration Aliases Versions

General .
. ) Function URL nfo Create function URL
configuration

Triggers

No Function URL
Permissions No Function URL is configured.
Destinations Create function URL

Function URL

Environment
variables

Tags
VPC

2. Click “Create function URL”".

3. Configure the authentication method as “NONE” for public access (Note: This is for demonstration
purposes. Consider security implications in production).



Lambda » Functions » function_url_demo » Configure Function URL

Configure Function URL

Function URL info

Use function URLs to assign HTTP(S) endpeints to your Lambda function.

Auth type
Choose the auth type for your function URL. Learn more [
) AWS_IAM
Only authenticated |AM users and roles can make requests to your function URL.
O MNONE
Lambda won't perform 1AM authentication on requests to your function URL. The URL endpoint will be public unless you implement

wour own authorization logic in your function.

Function URL permissions

@- When you choose auth type NONE, Lambda automatically creates the following resource-based policy
and attaches it to your function. This policy makes your function public to anyone with the function URL.
You can edit the policy later. To limit access to authenticated 1AM users and roles, choose auth type
AWS_IAM.

¥ View policy statement

{
"Wersicn™: "2212-1@-17",
"Statement": [
{
"statementId": "FunctiocnurRLAllowPublicAccess",
"Effect": "Allow",
"Principal™: "*",
"action": "lambda:InvokerFunctionurl”,
"Resource"”: "arn:aws:lambda:us-east-1:654654537193: function:function_url_demc",
"Condition®: {
"stringEquals": {
"lambda:FunctionurlauthType™: "MONE"
H
I
3
]
¥ A
» Additional settings
Cancel Save

4. Click “Save”.
5. In the function code editor, replace the existing code with the following Python example:

Note: We are using the old console editor for this lab. You can switch to the new editor as you desire;
the process remains the same, but the interface may look slightly different.

def lambda_handler(event, context):
return {
'statusCode": 200,

'headers': {'Content-Type': 'application/json'},



'body": '{"message": "Hello from Lambda Function URL!"}'

Code Test Monitor Configuration Aliases Versions

Code source info Upload from ¥
~ File Edit Find View Go Tools Window - b o 3

Q Go to Anything (Clri-P) B lambda_function * Environment Var *

= - T g T {}' ; def 1Z$Eﬁ:_zand1er(euent, context):

g 4% | lambda_function.py 3 ‘statusCode’: 2808,

= 4 *headers': {'Content-Type': 'application/json'},

L% 5 ‘body': "{"message": "Hello from Lambda Function URL!"}"
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6. Click “Deploy” to save the changes.

Invoke Lambda via URL

1. Scroll up and you will find your Function URL. Copy that in to your clipboard.

¥ Function overview info | Export to Application Composer || Download ¥

Diagram Description

function_url_
demo Last modified

N

4 minutes ago
= (

Function ARN

+ Add trigger + Add destination arn:aws:lambda:us-east-1:65465453

7193 function:function_url_demo

Function URL Info

L ——
https://wbgp55kcypsw2 7fdrrc7js3u2u0
gqcxmj.lambda-url.us-east-1.on.aws/ |4

Code Test Monitor Configuration Aliases Versions

Code source info Upload from ¥
Fle Edit Find View Go Tools Window - bR o )

-

Q Go to Anything (Ctrl-P) B lambda_function * Environment Var *

g - sz e ; def :\:xgﬁzizandler[event, context):

£

c £ | lambda_function.py 3 statusCode’: 2089,

= 4 ‘headers": {'Content-Type': "application/json'},

ué.l 5 ‘body*: "{"message”: "Hello from Lambda Function URL!"}"
6 A

2. Open a new browser tab, paste your Function URL, and press ENTER




Guided Lab: Creating an X B function_url demo | Fun: X (<] whbgp35Skoypsw2 7fdrrcy): X New Tab

x @® wbgpS55kcypsw2TfdrrcTjs3u2ulqexmjlambda-url.us-east-1.on.aws

3. Observe the response from your Lambda function.

< c 23 wbgp55keypsw2TfdrrcTjs3u2ulgexmj.lambda-url.us-east-1.on.aws
Pretty-print

: "Helle from Lambda Function URL!"}

That’s it! Congratulations!

This lab demonstrated how to set up and invoke an AWS Lambda function using a Function URL. This
feature simplifies calling Lambda functions from any client that can send HTTPS requests, broadening
the integration possibilities for serverless computing.

By completing this lab, you should now understand how Function URLs can be utilized to easily
expose Lambda functions over the web.

One last thing! It is a good practice to clean up the resources created during this lab. Not only will it
make you a better professional, but you will also become a more organized person. Happy learning!



