Guided Lab: Setting Amazon Time Sync Service for Amazon EC2 Linux Instance
Description

Accurate timekeeping is crucial for the proper functioning of many applications and services running
on cloud infrastructure. This includes logging events, coordinating distributed processes, and
ensuring the security of communications through protocols that rely on synchronized time, such as
TLS/SSL. In the AWS ecosystem, ensuring your EC2 instances have the correct time is vital for
seamless operation and accurate billing.

This guided lab will walk you through the process of configuring and managing time synchronization
on a Linux instance running in Amazon EC2. You will learn how to use the Network Time Protocol
(NTP) with Chrony, a versatile and powerful time synchronization tool, which is the default for many
modern Linux distributions. By following these steps, you will ensure your EC2 instance maintains
accurate time, improving the reliability and accuracy of time-dependent processes and logs.

Prerequisites

This lab assumes you have basic knowledge of Linux command-line operations and Amazon EC2
service.

If you find any gaps in your knowledge, consider taking the following lab:
e How to launch an Amazon EC2 Linux instance

Objectives

In this lab, you will:
e Verify and configure time synchronization on a Linux EC2 instance.
e Understand the use of NTP and Chrony to maintain accurate time.

e Ensure your instance’s time is correctly synchronized with time servers.

Subscribe to access AWS PlayCloud Labs

Lab Steps
Launch an EC2 Instance

1. Navigate the EC2 Dashboard.


https://portal.tutorialsdojo.com/pricing
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Search results for 'EC2'

Try searching with longer queries for more relevant results

Features (54) Services

Documentation (33,556)

Knowledge Articles (20) Lia EC2 ¥
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2.Launch an EC2 Instances using the following configurations:

Name: MyWebServer

AMI: Amazon Linux

Instance type: t2.micro

Key pair: (Please create a new one.)
o Key pair name: my-key-pair
o Key pair type: RSA
o Private key file format: .pem
e Network settings:
o Auto-assign public IP: Select Enable
o Firewall (security groups): tick on the Create security group

o Ensure that Allow SSH traffic from is checked and is My IP



v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before
you launch the instance.

Key pair name - required

my-key-pair v G Create new key pair

v Network settings info

Metwork  Info

vpc-092f3b7dd9sfe3bee

Subnet  Info

subnet-0a234fc2136c9af52

Auto-assign public IP Info
Enable
Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

O Create security group | () Select existing security group

We'll ereate a new security group called launch-wizard-1" with the following rules:

Allow SSH traffic from
Helps you connect to your instance

My IP
49.150.103.249/32

[ Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server

[ Allow HTTP traffic from the internet
Ta set up an endpoint, for example when creating a web server

e Click on Launch instance

®  Verify Current Time and Time Zone

e 1. SSH into your newly created EC2 instance.



EC2 % Instances % i-01e2e2a5493fb7e05 » Connect to instance

Connect to instance i

Connect to your instance i-01e2e2a5493fb7e05 (MyWebServer) using any of these options
EC2 Instance Connect Session Manager SSH client EC2 serial console

nstance ID

i-0e2e

493fb7e05 (MyWebServer)

1. Open an 55H client.
2. Locate your private key file. The key used to launch this instance is my-key-pair.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 "my-key-pair.pem”

4. Connect to your instance using its Public DNS:
Al ar2-34-203-232-123 compute- 1.aMmazonaws.com

(& Command copied

ssh -i "my-key-pairpem” ec2-user@ec2-34-203-232-123.compute-1.amazonaws.com

() Note: In most cas
if the AMI owner

2. Check the current system time and time zone, using the commands:
date
timedatectl

timeds
I Jul 11

UTC
Uniwve im 1 uUTC

i

ec2-use p- - ~

Take note these date and time details, and lets compare what’s the difference
later on.




Install and Configure Chrony

1. Ensure that Chrony is installed on your instance. If not, install it using the package manager, using
the command:

sudo yum install chrony -y

2. Enable and start the Chrony service:
sudo systemctl enable chronyd

sudo systemctl start chronyd

3. Verify the Chrony service status:
sudo systemctl status chronyd

chromyd

preset: enf

2:13 UTC; 11min ago

¥ om

CPU: 1°
CGroup:

Jul 11 06

Jul 11

Jul 1:

Ju

Ju 8
Tines 1-19,/19 (END)

4.(OPTIONAL) Configure Chrony by editing the configuration file /etc/chrony.conf (optional, if you
need to change the default NTP servers or settings):

sudo vi /etc/chrony.conf

5. Verify Time Synchronization by checking the Chrony tracking and sources:



chronyc tracking

ch ronyc sources -v

t of NTP time

= current be: not combined,
may be in error, '~ b1 L ble.

Set the Correct Time Zone
1. List available time zones:

timedatectl list-timezones



4 ec2-user@ip-192-168-5-20:~
[ec2-user@ip-192-168-5-20 ~]$

SAbidjan
JAccra
Faddis_Ababa
SAlgiers
JAsmara
JAsmera
/Bamako
JSBangui
SBanjul
JBissau
JBlantyre
JBrazzaville
JBujumbura
JCairo
JCasablanca
JCeuta
JConakry
JSDakar
JDar_es_5Salaam
JSD71bout
SDouala
JET_Aaiun
JFreetown
JGaborone
/Harare
SJohannesburg
S Juba
JSKampala
SKhartoum
JKigali
JKinshasa
/Lagos
fLibreville
/Lome
JLuanda
JLubumbashi
SLusaka
/Malabo
JMaputo
/Maseru
/Mbabane
/Mogadishu
/Monrovia
SNairobi
JNdjamena
SN amey
SNouakchott
JSOuagadougou
/ Porto-Novo
/S Sao_Tome
STimbulktu
STripoli
STumnis
SWindhoek
America/Adak
America/Anchorage
America/Anguilla

Hit ENTER to check the check the other timezones or next page
Click on CTRL + C to exit




2. Set your desired time zone (e.g., Asia/Manila):

sudo timedatect! set-timezone Asia/Manila

|

3. Verify the changes:

timedatectl!

RTC in 1
2-user@ip-192-1

That’s it! You have successfully configured time synchronization on your Linux EC2 instance using
Chrony. Ensuring accurate time synchronization is essential for maintaining system logs, data
consistency, and secure communications. You have also learned how to set the correct time zone for
your instance. Regularly verifying and managing time settings is a good practice to ensure the
smooth operation of your applications and services.

Accurate timekeeping helps in diagnosing issues by providing reliable timestamps in logs, facilitates
seamless coordination across distributed systems, and ensures the integrity and security of
communications and transactions. Regularly verifying and managing time settings is a good practice
to ensure the smooth operation of your applications and services.

By mastering these skills, you can enhance the reliability and performance of your cloud
infrastructure, making sure your systems are always operating with precise time synchronization.
Continue to apply these practices in your future deployments and maintenance tasks to maintain
optimal system health. Happy Learning!



